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Material derived from these theses and publications has been reorganized, synthesized,
updated, and integrated into the broader technical narrative of the book. The book also
draws on standards, protocol specifications, technical reports, foundational research, and
independent studies cited throughout the individual chapters; these sources are listed in

the bibliography.

Figures and tables adapted or reproduced from previously published sources are identified
in their captions together with the relevant citation and, where applicable, licensing or

permission information.
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Chapter 1

Introduction

1.1 The Emerging Challenge of Quantum Computing

Modern digital infrastructure is defined by continuous, high-volume data exchange across
global communication systems, cloud platforms, data centers, and distributed applications.
As the volume, sensitivity, and speed of this exchange continue to increase, cryptography
becomes indispensable for preserving confidentiality, integrity, authentication, and trust.
These mechanisms are deeply embedded in protocols, software stacks, hardware platforms,
and large-scale trust infrastructures, forming a critical foundation for secure computation

and communication.

Yet the security of widely deployed cryptographic systems rests on computational assump-
tions that are increasingly challenged by the prospective capabilities of quantum computing.
Algorithms such as Shor’s algorithm show that problems underlying classical public-key
cryptography, including integer factorization and discrete logarithms, can be solved effi-
ciently on a sufficiently powerful quantum computer [22]. Consequently, mechanisms that
currently secure the Internet, cloud infrastructures, and distributed systems may no longer
provide long-term protection, making the transition toward quantum-resistant alternatives

both necessary and infrastructurally disruptive.

This challenge emerges at a time when modern computing workloads are also becoming
increasingly data-intensive. Applications such as Artificial Intelligence (AI), large-scale
analytics, and distributed high-performance computing require continuous data move-
ment between storage, compute nodes, accelerators, and network devices. As network
technologies advance toward hundreds of gigabits and terabit-scale transmission rates,
general-purpose processing capabilities have not scaled at the same pace. This growing
mismatch between data movement and data processing makes cryptographic overhead
a system-level concern, especially when new cryptographic mechanisms introduce larger

artifacts and more demanding computations [23, 24, 25].
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Figure 1.1: Vendor roadmaps for physical qubit counts compared with selected resource
estimates for factoring Rivest—-Shamir—Adleman (RSA)-2048. The comparison is illustrative
rather than predictive, since physical-qubit roadmaps do not directly determine the avail-
ability of fault-tolerant logical qubits, and factoring estimates depend on error-correction,
runtime, and architectural assumptions. Adapted from Figure 1.3 of [1], with permission
from the author. Data from [26, 27].

The projected evolution of quantum computing capabilities further illustrates why the
transition to quantum-resistant cryptography is treated as a long-term infrastructure-
planning problem. As shown in Figure 1.1, vendor roadmaps indicate a steady increase
in physical qubit counts across different quantum computing platforms. These roadmaps
can be compared with resource estimates for factoring RSA-2048, but such comparisons
must be interpreted carefully. Physical qubit counts do not directly correspond to the
logical, fault-tolerant qubits required to execute Shor’s algorithm at cryptographically
relevant scale, since the overhead of error correction, gate fidelity, runtime assumptions,
and architecture design remains decisive. Earlier estimates by Gidney and Ekera suggested
that RSA-2048 could be factored in eight hours using approximately 20 million noisy
physical qubits. Gidney’s 2025 revision reduced the estimated requirement to fewer than
one million noisy physical qubits, with a runtime of less than one week, while retaining the
same baseline physical-hardware assumptions used in the earlier estimate. The reduction
instead reflects advances in the factoring construction and fault-tolerant implementation,
together with a different space-time trade-off [26, 28]. These revisions show that the
relevant resource threshold is not fixed, but can change substantially as algorithms and

fault-tolerant implementation techniques improve.
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The urgency of this transition is also shaped by Harvest Now, Decrypt Later (HNDL), since
data that must remain confidential for many years may require quantum-resilient protection
before large-scale quantum computers exist [29]. Chapter 3 develops this time-sensitive

threat model in detail.

1.2 Why Cryptography Is an Infrastructure Problem

Cryptography is often introduced as a collection of mathematical primitives that can
be designed, analyzed, and evaluated independently. In operational settings, however,
cryptographic mechanisms are embedded within the communication stack, operating system
networking paths, hardware acceleration engines, and large-scale trust frameworks such as
Public Key Infrastructure (PKI). They appear at multiple layers, from link-layer protection
to transport and application-level protocols. As a result, cryptography is not an isolated
component, but a distributed capability that operates continuously as part of the data
path.

In this context, infrastructure refers not only to physical networks and computing hard-
ware, but also to the protocol stacks, operating-system mechanisms, trust frameworks,
virtualization layers, cryptographic libraries, and operational workflows that allow secure
communication to function at scale. A cryptographic mechanism therefore becomes in-
frastructural when its assumptions are embedded into these layers and when changing it

requires coordinated adaptation across them.

This embeddedness has important consequences. Changes to cryptographic primitives do
not remain confined to individual algorithms. Instead, they propagate across protocols,
software implementations, and hardware execution paths. For instance, authentication
and key-establishment mechanisms are encoded into widely deployed protocols such as
Transport Layer Security (TLS), Internet Protocol Security (IPsec), and Media Access
Control Security (MACsec). These protocols define message formats, processing steps,
and communication flows that depend on specific cryptographic properties, including
key sizes and computational cost. Modifying these assumptions requires coordinated
changes across the system, rather than simple algorithm replacement. The same is true
for trust infrastructures such as PKI, where certificate formats, signature algorithms,
certificate-chain validation, and trust-anchor management are directly affected by changes

in public-key cryptography.

Historical experience further illustrates the complexity of cryptographic transitions. Legacy
mechanisms can remain in deployed systems long after stronger replacements become
available because compatibility requirements, software dependencies, procurement cycles,
and coordinated upgrade costs slow migration [30, 31]. This inertia makes cryptographic

replacement an operational and infrastructural problem as well as a technical one.
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For decades, cryptographic evolution followed a model of gradual adaptation. As compu-
tational power increased, security could be maintained by adjusting parameters, such as
increasing key sizes, without changing system architecture. This approach depended on
the stability of the underlying computational model. Quantum computing changes this
assumption. Rather than merely weakening cryptographic schemes, quantum algorithms
introduce a structural discontinuity by invalidating the hardness assumptions behind widely
deployed public-key systems. As a result, entire classes of cryptographic primitives must

be replaced, rather than adjusted.

In this context, Post-Quantum Cryptography (PQC) is not simply an algorithmic upgrade,
but a system-wide transformation. Post-quantum schemes introduce new computational
profiles and substantially larger cryptographic artifacts, affecting protocol message for-
mats, software implementations, hardware execution paths, communication efficiency, and
scalability. In large-scale environments, where cryptographic operations are executed
across millions of connections, even small changes can have significant system-wide effects.
Their deployment is therefore shaped by protocol architectures, processing capabilities,
and operational environments. Consequently, the transition to PQC requires coordinated

adaptation across algorithms, protocols, software stacks, and hardware platforms.

This also makes crypto-agility a central requirement. Systems must be able to negotiate,
replace, combine, and deprecate cryptographic mechanisms without requiring complete
architectural redesign. In the post-quantum transition, this flexibility is necessary because

standards, implementations, and cryptanalytic confidence will continue to evolve [32, 33].

1.3 From Classical to Post-Quantum Cryptography

Classical cryptography has provided the foundation for secure digital communication for
several decades. Widely deployed mechanisms such as RSA and Elliptic-Curve Cryptog-
raphy (ECC) rely on mathematical problems that are considered infeasible to solve with
classical computers. These include integer factorization and the discrete logarithm prob-
lem, which underpin most public-key systems used for authentication, key exchange, and
digital signatures. In deployed systems, these mechanisms are combined with symmetric

encryption to establish trust efficiently while protecting bulk data at high throughput.

The security of these systems depends on the assumption that certain mathematical
problems remain infeasible to solve within realistic computational limits. This assumption
has guided the design of cryptographic protocols across the Internet and modern computing
infrastructures. However, the emergence of quantum computing challenges this foundation.
Quantum algorithms, most notably Shor’s algorithm, can solve these problems in polynomial
time, making classical public-key mechanisms insecure once large-scale quantum computers

become available [22].
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The quantum threat does not affect all cryptographic mechanisms equally. Symmetric
primitives and hash functions are mainly affected through reduced effective security levels,
which can often be mitigated with larger parameters. By contrast, public-key mechanisms
based on integer factorization and discrete logarithms are structurally vulnerable, since
their underlying hardness assumptions can be invalidated by quantum algorithms. This
distinction explains why post-quantum migration primarily concerns authentication, key

establishment, digital signatures, certificates, and trust infrastructures [22, 34].

This development has led to the field of PQC, which focuses on designing mechanisms
that remain secure against both classical and quantum adversaries. Instead of relying on
factorization or discrete logarithms, post-quantum schemes draw on alternative problem
families for which no efficient quantum attacks are currently known. These include lattice-
based constructions, hash-based signatures, and code-based cryptographic systems [35].
Each approach introduces different trade-offs in terms of computational cost, key size, and

security assumptions.

The transition is also shaped by ongoing standardization. The first National Institute of
Standards and Technology (NIST) post-quantum standards define Module-Lattice-Based
Key-Encapsulation Mechanism (ML-KEM), based on the CRYSTALS-Kyber submission,
Module-Lattice-Based Digital Signature Algorithm (ML-DSA), based on CRYSTALS-
Dilithium, and Stateless Hash-Based Digital Signature Algorithm (SLH-DSA), based
on SPHINCS+ [36, 37, 38]. These standardized names are used throughout the book
when referring to the finalized NIST algorithms. These mechanisms provide practical
building blocks for migration, but they do not remove the need for system-level evaluation.
Deployment choices remain dependent on artifact size, computational cost, implementation

complexity, and cryptanalytic maturity.

In this book, PQC refers to cryptographic mechanisms designed to run on classical comput-
ing infrastructure while remaining secure against quantum adversaries. This distinguishes
PQC from Quantum Key Distribution (QKD), which uses quantum communication chan-
nels to distribute secret keys. Although QKD may complement post-quantum mechanisms
in specialized deployments, it does not replace PQC, since it does not provide general-
purpose authentication, digital signatures, or scalable integration across existing digital

infrastructures [39].

The adoption of post-quantum schemes, however, introduces a fundamentally different
design space for secure system construction. Post-quantum schemes often require more
demanding computations and larger cryptographic artifacts, including public keys, sig-
natures, and ciphertexts. Accordingly, their deployment affects not only the execution
of cryptographic operations, but also their integration into communication protocols and

system architectures [9].

For this reason, the transition to PQC is not simply a replacement of one set of algorithms

with another. It reflects a broader shift in how cryptographic mechanisms behave within
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real systems. As a result, understanding PQC requires considering both its mathematical
foundations and its interaction with practical deployment environments. This perspective

forms the basis for the system-level analysis developed in the subsequent chapters.

1.4 From Theory to Practice

Although PQC provides the theoretical basis for quantum-resistant cryptographic mech-
anisms, deployment in operational systems introduces a distinct set of constraints. In
theoretical settings, cryptographic schemes are usually evaluated based on their mathemat-
ical properties, such as security guarantees and resistance to known attacks. Such analyses

necessarily abstract away many of the constraints imposed by real-world systems.

In practice, cryptographic mechanisms operate within communication protocols, software
stacks, and hardware platforms. In these settings, computational cost, memory pressure,
and communication overhead become decisive. Post-quantum schemes differ from classical
approaches in all of these aspects, since they often require more complex computations

and larger cryptographic artifacts.

These constraints become particularly visible once post-quantum mechanisms are incorpo-
rated into widely deployed protocols. Protocols such as TLS, IPsec, and MACsec rely on
cryptography for authentication, key establishment, and data protection. Incorporating
post-quantum mechanisms modifies the establishment of secure sessions and, indirectly,
the transmission of protected data. Larger messages increase bandwidth usage and may
lead to fragmentation, while more complex computations can introduce additional latency

during connection setup [9, 40].

At the same time, modern computing environments operate at very high data rates,
especially in cloud and data center infrastructures. In these environments, cryptographic
processing occurs continuously and at scale. Even small increases in computational cost or
data size can accumulate across many connections, affecting overall system throughput and
resource usage. For this reason, performance becomes a key factor in determining whether

a post-quantum scheme can be deployed in practice.

These constraints also have architectural consequences. Secure protocols separate relatively
infrequent session-establishment functions from continuous data protection, and post-

quantum migration changes the cost and implementation of this separation.

In high-throughput and large-scale environments, hardware support becomes central to
practical deployment. Specialized components such as Data Processing Units (DPUs)
and Smart Network Interface Cards (SmartNICs) can offload selected cryptographic and
packet-processing tasks from general-purpose Central Processing Units (CPUs). This allows
systems to sustain high data rates while managing the additional complexity introduced

by post-quantum mechanisms. As a result, cryptography becomes closely tied to system
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architecture, and its efficient deployment depends on the interaction between algorithms,

protocols, and hardware platforms [7, 21].

These observations show that the movement from theoretical security to practical de-
ployment is non-trivial. PQC must be evaluated not only by its security guarantees, but
also by its behavior within real systems, including its impact on performance, scalability,
and integration into existing infrastructures. These aspects are essential for designing

quantum-resilient systems that remain secure and efficient under operational constraints.

1.5 Scope and Contributions of This Book

This book examines PQC from a system-level perspective. It focuses on how quantum-
resistant mechanisms are integrated into modern computing and communication infrastruc-
tures. Rather than concentrating exclusively on the mathematical design of cryptographic
primitives, it examines how quantum-resistant mechanisms behave across communication

protocols, software stacks, hardware platforms, and large-scale distributed environments.

The book is not intended as a comprehensive survey of post-quantum algorithms or as
a formal cryptographic monograph. Instead, it provides a technical, research-oriented
dissemination of post-quantum cryptography as a deployment and infrastructure problem.
Mathematical foundations are introduced where needed to explain why new constructions

are required, but the main focus is on how these constructions interact with real systems.

The scope of the book is centered on applied and infrastructure-level aspects of PQC.
It considers how cryptographic mechanisms interact with protocol architectures such as
TLS, IPsec, and MACsec. It also examines how they affect performance, communication
efficiency, and scalability. In addition, the book discusses the role of hardware acceleration
and the deployment of PQC in virtualized and multi-tenant environments, where isolation

and efficient resource use are essential.

For clarity, the book distinguishes between three levels of analysis. Theoretical PQC
concerns the mathematical construction and formal security of quantum-resistant primitives.
Infrastructure-level PQC concerns the integration of those primitives into protocols, trust
frameworks, key-management systems, and hardware-supported architectures. Applied
PQC concerns their practical execution and observed behavior under real deployment
constraints, including latency, throughput, memory pressure, scalability, interoperability,

and isolation.

The central contribution of this book is the explicit framing of PQC as an infrastructure-
level problem. From this viewpoint, cryptography is not treated as an isolated component,
but as part of the infrastructure itself. Feasibility therefore depends not only on formal

security, but also on how efficiently cryptographic mechanisms operate within real sys-
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tems. The interaction between algorithms, protocols, hardware platforms, and deployment

environments is consequently examined as a single connected problem.

More specifically, the book contributes four connected perspectives. First, it explains why
the quantum threat changes the computational assumptions underlying classical public-key
infrastructure. Second, it presents post-quantum migration as a transition involving new
mathematical foundations, hybrid mechanisms, and crypto-agile design. Third, it analyzes
how infrastructure constrains deployment through protocol formats, packet-processing
paths, hardware acceleration, and trust-management systems. Fourth, it examines applied
deployments in networking, virtualized, and multi-tenant environments to examine how
quantum-resilient security can be deployed while managing performance and scalability

constraints.

Overall, the book connects theoretical cryptographic research with practical system deploy-
ment. By examining PQC across multiple system layers, it shows how quantum-resilient
security can be realized in modern infrastructures. This perspective is intended to support
researchers and practitioners in understanding the main challenges and design choices

involved in deploying PQC at scale.

1.6 Assumed Background

This book is intended for readers with a technical background in cybersecurity, computer
science, networking, or related fields. Basic familiarity with discrete mathematics, linear
algebra, probability, and layered communication systems is helpful, but prior formal study

of post-quantum cryptography is not required.

Chapter 2 introduces the classical cryptographic concepts, security assumptions, and
notation needed for the subsequent discussion. Chapter 4 introduces the additional
mathematical foundations required for lattice-based post-quantum cryptography, including
lattices, Learning With Errors (LWE), Module Learning With Errors (MLWE), and Short
Integer Solution (SIS). The later chapters then shift toward protocols, infrastructure,

hardware, and applied deployment.

The mathematical material is included to establish the foundations required for the system-
level analysis rather than to provide a complete formal treatment of modern cryptography.
Readers primarily interested in infrastructure and deployment may therefore use the
mathematical definitions in Chapters 2 and 4 as supporting reference material for the

applied discussion that follows.
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1.7 Organization of the Book

The book is structured to guide the reader from the foundations of classical cryptography to
the practical implications of deploying post-quantum mechanisms in modern infrastructures.
It first establishes the assumptions on which contemporary secure systems rely, then
examines how quantum computing challenges these assumptions, and finally analyzes how

post-quantum cryptography can be integrated into real systems.

Chapter 2 establishes the foundations of classical cryptography and the system assumptions
that have shaped modern digital infrastructure. It discusses computational security,
symmetric and public-key cryptography, trust establishment, and the use of cryptography

in communication protocols such as TLS, IPsec, and MACsec.

Chapter 3 analyzes the quantum threat model. It explains how quantum computing
changes the security assumptions of classical cryptography, analyzes the effects of quan-
tum algorithms on symmetric and asymmetric mechanisms, and discusses why classical

cryptographic systems cannot be incrementally fixed.

Chapter 4 presents post-quantum cryptography as a transitional process. It introduces the
main quantum-resistant foundations, discusses the trade-offs associated with post-quantum
schemes, and examines hybrid cryptography, migration strategies, and the system-level

consequences of moving toward quantum-resilient infrastructures.

Chapter 5 shifts the focus from cryptographic mechanisms to infrastructure. It analyzes
how cryptography operates within modern systems, explains why infrastructure constrains
post-quantum deployment, and introduces the distinction between infrastructure-level and

applied post-quantum cryptography.

Chapter 6 develops applied post-quantum cryptography in practice. It considers how
quantum-resistant mechanisms are integrated into the networking stack, how they affect
performance and scalability, and how hardware acceleration, cryptographic offloading,

virtualization, and multi-tenant environments influence deployment.

Chapter 7 discusses the broader implications of the preceding analysis. It synthesizes the
main lessons from infrastructure-level and applied post-quantum cryptography, identifies
practical implications for secure computing infrastructures, and outlines future directions

for quantum-resilient architectures.

Across these chapters, post-quantum cryptography is presented not only as a set of mathe-
matical constructions, but as a system-level capability that must be integrated, managed,
and updated across protocols, software stacks, hardware platforms, trust infrastructures,

and operational environments.



Chapter 2

Classical Cryptography and

System Assumptions

This chapter examines the foundations of classical cryptography and the assumptions
that have shaped modern digital infrastructures. It first introduces the computational
security model and the distinction between symmetric and public-key mechanisms. It
then explains how these mechanisms are combined in communication protocols such as
TLS, IPsec, and MACsec. The chapter concludes by examining why classical assumptions
remained stable for decades and why that stability is now being reconsidered in light of

emerging computational models.

Source note. Parts of this chapter draw substantially on Chapter 2 of [1]. Selected protocol
and networking material also draws on Chapters 5—6 of [1] and Chapter 3 of [2]. The
material has been reorganized and supplemented with the standards and other sources cited

throughout.

2.1 Security Foundations and Computational Assumptions

Modern cryptography defines security as a formally verifiable property rather than as
obscurity or concealment. A cryptographic system is considered secure when legitimate users
can operate it efficiently, while unauthorized parties cannot compromise it within feasible
computational limits [41]. Within a precisely defined mathematical model, this means that
no feasible adversary can recover protected information or violate the intended guarantees.
Security is therefore grounded in explicit assumptions about attacker capabilities and in
formally defined guarantees that hold under those assumptions. This shift from informal
protection mechanisms to mathematically grounded models marks the foundation of modern

digital cryptography.

10
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Security in modern cryptography is understood through two principal notions, namely
unconditional security and computational security. Unconditional or perfect security
represents the strongest theoretical notion of protection in cryptography, describing schemes

that remain secure even against adversaries with unlimited computational power [41, 42].

Let E be a cipher defined over key space K, message space M, and ciphertext space C.
The cipher achieves perfect secrecy if the ciphertext reveals no information about the

underlying plaintext. Formally, for all mg, m; € M and all ¢ € C,

Pr[E(k,mg) = ¢| = Pr[E(k,m1) = ],

where the probability is taken over uniformly distributed keys k € K [41].

In other words, observing the ciphertext does not change the adversary’s probability
distribution over possible messages. An example of an unconditionally secure cipher is the

One-Time Pad [43], where encryption and decryption are defined as

E(m,k)=mak, D(c, k) =cPk,

using a uniformly random key & that is as long as the message and never reused [41]. Under

these conditions, the ciphertext is statistically independent of the plaintext.

Despite its theoretical elegance, unconditional security is not suitable for large-scale digital
systems. Perfect secrecy requires secret keys that are at least as long as the data being
protected, and those keys must be distributed securely and never reused. In contemporary
communication infrastructures, where massive volumes of data are exchanged continuously
across distributed systems, these requirements impose prohibitive constraints on key

generation, distribution, and storage.

For these reasons, modern cryptography is grounded in the computational security paradigm.
Unlike perfect secrecy, computational security does not require ciphertext distributions to
be statistically identical. Instead, it requires that no efficient adversary can exploit their
differences with more than negligible advantage. Security is therefore defined relative to

efficient adversaries and a security parameter .

For an encryption scheme with encryption algorithm Enc, this idea can be expressed
through message indistinguishability. Let mg, m; € M be two equal-length messages. A
key k is generated according to the scheme, a bit b «— {0, 1} is chosen uniformly at random,

and the adversary is given a ciphertext

C < Ean(mb).
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The adversary A outputs a guess b’ for the hidden bit b. Its distinguishing advantage is
, 1

Advy4(A) = [Pr[p =0b] — 5|

A computationally secure encryption scheme requires this advantage to be negligible in A

for every probabilistic polynomial-time adversary A [41].

This asymptotic notion should be distinguished from the concrete notion of an n-bit
security level. Informally, saying that a construction provides 128-bit security means that

the best known attack is expected to require on the order of 228

elementary operations
under the stated attack model. Increasing the security parameter therefore increases the
computational resources required to compromise the scheme [42]. Crucially, this model
decouples the length of protected data from the size of secret keys, allowing relatively short
keys to secure arbitrarily large volumes of information. This property made large-scale
secure communication feasible and enabled the deployment of cryptographic primitives
such as Advanced Encryption Standard (AES), RSA, and elliptic-curve constructions in

global infrastructures.

This model made large-scale cryptographic deployment practical. By allowing security to be
adjusted through parameters such as key size, computational security enabled cryptographic
primitives to be standardized, implemented, and embedded into communication protocols
and digital infrastructures. The long-term stability of these assumptions is examined in
Section 2.5.

2.2 Symmetric Cryptography and Data Protection

Symmetric cryptography forms the computational core of data protection in modern digital
systems. In its standard formalization, a symmetric encryption scheme is defined as a tuple

of probabilistic polynomial-time algorithms
& = (KeyGen, Enc, Dec),

where KeyGen(1?) generates a secret key k drawn from a key space determined by the
security parameter A\, Encg(m) produces a ciphertext ¢ from a plaintext message m, and

Deci(c) recovers the original message such that
Decy(Encg(m)) =m

for all valid messages m [41]. The defining characteristic of symmetric cryptography is that
the same shared key k is used for both protection and recovery of data. Once such a key is
established between two parties, large volumes of information can be processed efficiently

under this shared secret.
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A dominant symmetric primitive in deployed systems is the block cipher. Such ciphers
implement keyed permutations over fixed-size input blocks, typically 128 bits in the case
of AES [44]. AES follows a substitution—permutation structure composed of repeated
keyed transformations, applied over multiple rounds during the encryption process. These
transformations are designed to achieve diffusion and nonlinearity across the block [45].
Standardized by NIST, AES supports key sizes of 128, 192, and 256 bits, allowing security
to scale through parameter selection without altering the underlying construction [44]. Its
widespread adoption stems from strong security assurances, computational efficiency, and
ubiquitous support across software libraries and hardware platforms. Figure 2.1 illustrates
the internal structure of AES, showing how plaintext is transformed into ciphertext through
a sequence of round-based operations.

AES Encryption
Nr - 1 Rounds

-

. Sub Mix Add Sub Add o
[Plalntext RoundK Bytes ]_._.[Columns RoundK:yH Bytes RoundK;Hc'pherteXt]

4

Rnund Round Round

Figure 2.1: Structure of AES encryption process. Adapted from Figure 2.1 of [1], with
permission from the author.

The encryption process consists of multiple rounds, each applying a combination of
substitution, permutation, and key-mixing operations. These include nonlinear substitution
(SubBytes), permutation across rows (ShiftRows), linear mixing of columns (MizColumns),
and the addition of round keys derived from the master key. Together, these transformations
ensure that the ciphertext depends on both the key and the input data in a highly nontrivial
way. Having established how a single block is processed, it is important to consider how

block ciphers are applied to longer messages.

A Dblock cipher, however, operates only on fixed-size inputs. To encrypt messages of
arbitrary length, a mode of operation is required. Standardized block cipher modes specify
how successive blocks are processed and combined to produce secure ciphertext streams [46].
Early constructions such as Cipher Block Chaining (CBC) provided confidentiality but
required separate mechanisms for integrity. Modern high-performance systems increasingly
rely on counter-based constructions, particularly Galois/Counter Mode (GCM), which
transforms a block cipher into a parallelizable stream-like construction while simultaneously

generating authentication tags [47].

In addition to encryption primitives, modern symmetric cryptography relies heavily on
cryptographic hash functions. A hash function is a deterministic and efficiently computable

function H that maps an input of arbitrary length to a fixed-length output, commonly
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referred to as a digest [41].
H:{0,1}" — {0,1}"

A cryptographic hash function must satisfy three main security properties. Preimage
resistance means that, given a digest y, it is computationally infeasible to find an input x
such that H(x) = y. Second preimage resistance means that, given an input z, it is difficult
to find a different input 2 such that H(z) = H(Z). Collision resistance means that it is
hard to find any two distinct inputs z, & such that H(z) = H(Z). These properties make
hash functions a fundamental building block for ensuring data integrity, authentication,

and efficient verification in modern cryptographic systems [41].

Confidentiality alone is insufficient in adversarial environments where attackers may modify
or inject messages. Integrity and origin authentication can be provided through Mes-
sage Authentication Codes (MACs), which use a shared secret key to compute a short
authentication tag over a message. Replay protection is a separate protocol property and
normally requires freshness information, such as a nonce, counter, or sequence number, to
be included in the authenticated data [1, 41].

Formally, a MAC scheme consists of a tag-generation algorithm Tag and a verification

algorithm Verify. Given a secret key k£ and a message m, the sender computes
T < Tag,(m),

and the receiver accepts only if

Verify, (m, ) = 1.

Correctness requires honestly generated tags to verify, while security requires that an
adversary without the secret key cannot feasibly produce a valid tag for a new message.
Unlike a digital signature, a MAC is symmetric: tag generation and verification depend on

the same shared key, so it does not provide public verifiability or non-repudiation [41].

Common constructions include Hash-based Message Authentication Code (HMAC), which
derives authentication from a cryptographic hash function, and Cipher-based Message
Authentication Code (CMAC), which constructs authentication from a block cipher such
as AES [1, 48, 49].

Authenticated Encryption with Associated Data (AEAD) integrates confidentiality and
integrity into a single primitive [41]. An AEAD scheme encrypts a message while simulta-
neously authenticating both the encrypted content and selected metadata, referred to as
associated data. This design is particularly important in network protocols, where header

fields must remain visible for routing but must still be protected against tampering [47].

AES-GCM is widely deployed in protocols such as TLS, [Psec, and MACsec, providing

authenticated encryption in a construction that can be implemented efficiently [50, 51, 52].
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Figure 2.2 illustrates how AES-GCM combines encryption and authentication within a

single construction.

Figure 2.2: Operation of AES-GCM. Adapted from Figure 2.5 of [1], with permission from
the author.

This construction combines two main processes. Encryption is performed using AES
in counter mode, where successive counter values are encrypted and combined with the
plaintext to produce ciphertext blocks. In parallel, an authentication function operates
over both the associated data and the ciphertext, producing a final authentication tag.
This construction ensures that both the encrypted content and the associated metadata

are protected against modification [47].

In addition to encryption and authentication, symmetric systems rely on Key Derivation
Functions (KDFs) to transform shared secrets into cryptographically strong subkeys. A
KDF derives multiple independent keys from an initial secret, such as separate keys for
encryption, authentication, or bidirectional communication. This separation between key

establishment and key expansion supports modular protocol design [53].

While traditional hash functions produce fixed-length outputs, many modern cryptographic

constructions require larger amounts of pseudorandom material. This is particularly
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relevant in post-quantum cryptography, where algorithms often rely on sampling structured
objects that exceed the size of standard hash outputs. For this reason, Extendable-Output
Functions (XOFs) have been introduced as a generalization of hash functions. An XOF is
a deterministic function

X {0,1} — {0,1}*

that produces an output of arbitrary length selected by the user [54]. Unlike fixed-length
hash functions, XOFs allow the output length to be selected according to the requirements
of the application. Their achievable security strength depends on the construction and the
selected output length, and their use is therefore subject to security considerations that

differ from those of conventional fixed-length hash functions [54].

The Secure Hash Algorithm KECCAK (SHAKE) functions defined in the Secure Hash
Algorithm 3 (SHA-3) standard are based on sponge constructions [54]. These constructions
operate in two phases. During absorption, the input is incorporated into an internal state.
During squeezing, output bits are generated from that state. This design enables efficient
and secure generation of large amounts of pseudorandom data, making XOFs particularly

suitable for post-quantum cryptographic schemes and key derivation processes.

Symmetric cryptography is substantially less expensive than public-key cryptography for
bulk data protection and can sustain high throughput in optimized software and hardware
implementations [1]. Modern processors provide dedicated instruction-set support for
AES, while some Network Interface Cards (NICs) and DPUs provide hardware engines for
high-rate encryption [2, 14]. This hardware support allows symmetric data protection to

be integrated efficiently into performance-sensitive communication paths.

Beyond raw efficiency, symmetric cryptography scales effectively because its structure
allows parallel processing. In counter-based modes such as Counter Mode (CTR) and
GCM, each block can be encrypted independently, enabling execution across multi-core
CPUs and hardware accelerators. This property allows encryption performance to grow
with available computational resources and network bandwidth. As link speeds approach
and exceed hundreds of gigabits per second, including emerging 800G and terabit-scale
Ethernet standards [25], distributing encryption across parallel processing units helps

prevent security processing from becoming a performance bottleneck.

The long-term standardization of AES and related constructions facilitated their deep
integration into operating systems, cryptographic libraries, and networking stacks. Be-
cause these primitives remained stable and could be strengthened simply by adjusting
key lengths, they were embedded into kernel implementations, transport protocols, and
hardware accelerators without requiring architectural redesign. Over time, symmetric cryp-
tography became a foundational and largely invisible component of secure communication

infrastructure, protecting the data plane while imposing predictable computational costs.



CHAPTER 2. CLASSICAL CRYPTOGRAPHY AND SYSTEM ASSUMPTIONS 17

However, symmetric cryptography assumes that a shared secret already exists between the
communicating parties. Establishing such secrets across open networks requires a different
cryptographic model, which motivates the public-key mechanisms discussed in the next

section.

2.3 Public-Key Cryptography and Trust Establishment

Symmetric cryptography efficiently protects data once a shared secret has been established,
but it does not solve how such a secret can be created between parties that have never
interacted before. In open networks such as the Internet, requiring a pre-shared key between
every pair of communicating entities is impractical. The central challenge therefore becomes
secure key distribution. The question is how two parties can establish shared secret material

over an insecure channel without exposing it to interception.

Public-key cryptography resolves the key distribution challenge by separating encryption
capability from decryption capability through the use of key pairs. Formally, a public-
key encryption scheme is defined as a triple of probabilistic polynomial-time algorithms
(KeyGen, Enc, Dec), where KeyGen(1*) outputs a key pair (pk, sk), Ency(m) produces a
ciphertext ¢, and Decy(c) recovers the original message m [41]. A key pair consists of
two mathematically related but distinct keys. The public key pk may be distributed
openly, whereas the secret key sk must remain confidential. The underlying structure can
be understood as a trapdoor function in which computing a ciphertext from a message
using the public key is efficient, while recovering the message without the secret key is
computationally infeasible for any efficient adversary [41]. Digital signature schemes follow
a similar structure, consisting of the algorithms (KeyGen, Sign, Verify) that allow a signer
to produce a verifiable signature on a message [41]. This asymmetry removes the need
to pre-distribute a distinct shared secret between every pair of communicating parties,

although authenticating public keys still requires an appropriate trust mechanism.

Many classical public-key encryption constructions can be described using trapdoor one-way
functions [41]. A trapdoor function scheme 7 consists of three algorithms (Gen, Fun, Inv).
The algorithm Gen generates a key pair (pk, sk). The function Fun efficiently computes
y < Fun(pk,z) for an input x € X. The algorithm Inv efficiently recovers x < Inv(sk,y)
using the secret key sk. While evaluating Fun(pk,x) is efficient, recovering x from y
without the associated secret key sk remains infeasible for any efficient adversary, with
the probability of successful inversion bounded by a negligible function in the security

parameter. The secret key sk therefore acts as the trapdoor that enables efficient inversion.

A common mechanism for establishing shared secret material using public-key cryptography
is a Key Encapsulation Mechanism (KEM). Formally, a KEM consists of three algorithms
(KeyGen, Encaps, Decaps). KeyGen generates a key pair (pk, sk). Given the public key,
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Encaps(pk) produces a ciphertext—shared-secret pair (c, ss), while Decaps(sk, ¢) uses the

corresponding secret key to recover the same shared secret ss.

Unlike Diffie-Hellman (DH)-style Key Exchange (KEX), where both parties contribute
values from which the shared secret is derived, a KEM follows an asymmetric encapsulation
model: one party encapsulates using the recipient’s public key, and the recipient derives
the corresponding secret through decapsulation [1, 41]. Figure 2.3 illustrates this process

using a trapdoor-based construction.

Alice Bob

(pk, sk) <— KGen() pk

N~

ss, y = T (pk,ss)

ss= T7 (sky)

Figure 2.3: Generic key encapsulation mechanism based on a trapdoor function. Adapted
from Figure 2.8 of [1], with permission from the author.

Classical public-key constructions instantiate this trapdoor paradigm using number-
theoretic hardness assumptions. In RSA-based systems, security relies on the difficulty of
the Integer Factorization Problem (IFP). Let p and ¢ be two large secret prime numbers and
let N =p-q. Recovering the prime factors p and ¢ from N is computationally infeasible
for any probabilistic polynomial-time adversary .4, meaning that the probability that
A(N) outputs (p, q) is negligible in the security parameter A [41]. Encryption is typically
expressed as

¢ =m®mod N,

while decryption requires knowledge of a private exponent derived from the factorization
of N.

In practice, RSA has also been used in key establishment mechanisms such as RSA-based
key encapsulation. However, these constructions lack an important security property known
as Perfect Forward Secrecy (PFS), meaning that if the long-term private key is compromised,
previously recorded communications can also be decrypted. Modern protocols instead favor
ephemeral DH variants for key establishment, since ephemeral key exchange can provide

forward secrecy when used and authenticated appropriately [50].
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Similarly, DH-based constructions rely on the hardness of the Discrete Logarithm Problem
(DLP). Let G be a cyclic group of prime order ¢ generated by an element g € G, and
let a € Z; with u = g®. Recovering « from (g,u) is computationally infeasible for any
efficient adversary A, meaning that the probability that A(g,u) outputs « is negligible
in the security parameter A [41]. These hardness assumptions formed the mathematical

foundation of classical asymmetric cryptography for decades.

Elliptic-curve-based constructions rely on a related but distinct hardness assumption known
as the Elliptic-Curve Discrete Logarithm Problem (ECDLP). Let E(IF;) be an elliptic curve
defined over a finite field, and let P be a point of order n on the curve. Given a point
@ = kP, recovering the scalar k is computationally infeasible for any efficient adversary [41].
The ECDLP enables comparable classical security with substantially smaller parameters
than finite-field and RSA-based public-key systems [42, 55].

Beyond encryption, public-key techniques enable secure key establishment without trans-
mitting secret material directly. The DH protocol allows two parties to establish a shared
secret over an insecure channel without revealing that secret to an observer [56]. In the
protocol, both parties agree on a cyclic group G with generator g. One party selects a
private value a and publishes g®. The other selects 3 and publishes ¢°. Each party then
computes the shared secret ¢®® by exponentiating the received public value with its own
private exponent. Although an adversary may observe ¢® and ¢?, deriving the shared
secret ¢®? is assumed to be computationally infeasible for appropriately chosen groups.
Solving the underlying discrete logarithm problem would, in particular, allow an adversary

to recover the private exponents and break the exchange.
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Figure 2.4: DH-based KEX. Adapted from Figure 2.6 of [1], with permission from the
author.

Figure 2.4 illustrates the Diffie-Hellman key exchange. Two parties independently generate
private values and derive corresponding public values, which are exchanged over an insecure

channel. By combining the received public value with their own private value, both parties



CHAPTER 2. CLASSICAL CRYPTOGRAPHY AND SYSTEM ASSUMPTIONS 20

compute the same shared secret. Although all exchanged information is publicly visible,
recovering the shared secret without solving the underlying DLP remains computationally

infeasible.

Elliptic-curve variants (Elliptic-Curve Diffie-Hellman (ECDH)) implement the same struc-
tural principle over elliptic-curve groups and replace exponentiation with point multi-
plication, for example, ss = a(SP). This approach achieves equivalent security with
substantially smaller parameter sizes and improves efficiency while preserving the same

underlying logic [55].

While key exchange establishes shared secrecy, it does not by itself authenticate the
communicating parties. Digital signature schemes provide this additional guarantee.
Formally, a digital signature scheme is defined as a triple of probabilistic polynomial-time
algorithms

S = (KeyGen, Sign, Verify),

where KeyGen(1*) outputs a key pair (pk, sk) for a given security parameter A. The signing
algorithm Sign(sk, m) produces a signature o on a message m using the private key sk, and
the verification algorithm Verify(pk, m, o) checks whether o is a valid signature of m under
the public key pk [41]. A signature scheme is secure if it is computationally infeasible for
an adversary to generate a valid signature on a new message without knowledge of the

signing key.
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Figure 2.5: Generic digital signature scheme. Adapted from Figure 2.10 of [1], with
permission from the author.

Figure 2.5 illustrates the interaction between a signer and a verifier. The signer generates
a signature on a message using the private key, while the verifier checks its validity using
the corresponding public key. A valid signature shows that the message was signed by the
holder of the corresponding private key and that the signed message has not been altered.

Binding that key to a real-world identity requires a trust mechanism such as PKI.
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Encryption and signatures serve complementary but distinct purposes. Encryption provides
confidentiality by allowing only an authorized holder of the decryption key to recover the
protected message. Signatures, in contrast, provide integrity and cryptographic evidence
that the signer possessed the corresponding private key. When combined with reliable
identity binding, secure private-key control, and appropriate operational policy, digital

signatures can also support accountability and non-repudiation claims.

Certificate

Signature (by CA's private key)

Figure 2.6: Simplified structure of an X.509 certificate. Adapted from Figure 2.12 of [1],
with permission from the author.

At Internet scale, the effectiveness of digital signatures depends on a structured mechanism
for binding public keys to identities. PKI provides this framework. PKI defines the roles
and procedures required to create, manage, distribute, and revoke digital certificates.
Within this framework, a trusted Certificate Authority (CA) verifies an entity’s identity
and issues a digital certificate that cryptographically binds that identity to a corresponding
public key. These certificates follow standardized formats such as X.509 and are digitally
signed by the issuing authority, enabling hierarchical trust relationships across distributed
systems [57, 58]. Figure 2.6 illustrates the simplified structure of an X.509 certificate. A
certificate contains metadata describing both the issuer, typically a CA, and the subject,
such as a user or server. A central component is the Subject Public Key Info field, which
binds the subject’s public key to its identity. This binding is secured through the digital

signature of the issuing CA, ensuring the authenticity and integrity of the certificate.
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Building on this certificate structure, trust is extended through certificate chains. A
certificate chain is a hierarchical sequence of certificates that enables an end-entity to
be trusted by a party that may have no prior direct relationship with it. An end-entity
certificate is digitally signed by an intermediate CA, which in turn is signed by another
authority, eventually linking to a root certificate that is self-signed and pre-installed in
operating systems and browsers. When a client connects to a server, the server presents its
certificate along with the corresponding chain of trust. The client verifies each signature
in the chain until it reaches one of the pre-installed trusted root certificates. If each
verification step succeeds, the server’s identity is authenticated without requiring any prior
shared secret or direct trust relationship. This hierarchical validation mechanism enables

trust to scale globally while preserving accountability at each level of the chain [57].

For several decades, the hardness assumptions underlying RSA, DH, and related construc-
tions remained computationally stable within the classical model introduced in Section 2.1.
As processing capabilities improved, security was preserved by increasing parameter sizes,
for example by moving from 1024-bit to 2048-bit RSA keys, without altering the underlying
protocol architecture. Asymmetric operations were typically limited to authentication and
session establishment, which kept their computational cost manageable, while symmetric
encryption protected bulk data. This separation between asymmetric trust establishment
and symmetric data protection enabled the development of scalable digital trust across

global networks.

2.4 Cryptography in Communication Protocols and Systems

In modern communication systems, cryptographic mechanisms rarely operate in isolation.
Instead, they are integrated into structured communication protocols that coordinate
authentication, key establishment, and data protection to ensure confidentiality, integrity,
and authenticity across open networks [41, 42]. A typical secure communication session
begins in an insecure state and gradually transitions into a protected channel through a

sequence of cryptographic operations.

In practice, this process often starts with the presentation of a digital certificate by a server,
allowing the client to verify its identity through a certificate chain that ultimately leads
to a globally trusted root certification authority [57]. Once identity has been established,
asymmetric mechanisms such as DH-based KEX are used to negotiate shared secret material
over the insecure channel [42, 59]. This exchange allows the communicating parties to

derive a common secret without revealing it to external observers.

In practical protocol designs, key establishment is not performed in isolation but as part of
an authenticated key exchange. In such constructions, the messages used to derive shared
secret material are bound to the identities of the communicating parties, typically through

digital signatures or certificate-based authentication. This prevents man-in-the-middle
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attacks, in which an adversary intercepts and substitutes key exchange messages in order
to establish independent secrets with each party. As a result, the security of the derived
session key depends not only on the hardness of the underlying key exchange problem, but

also on the correct authentication of the participating entities.

Because asymmetric cryptographic operations are computationally expensive, they are
typically limited to this initial stage of the protocol. The resulting shared secret is then
used to derive symmetric encryption keys, for example those used by AES, which protect
the actual data exchanged during the communication session because symmetric algorithms
are significantly more efficient for protecting high-throughput data streams [42, 59]. In
this way, communication protocols combine asymmetric cryptography for authentication
and key establishment with symmetric cryptography for efficient protection of bulk data,

ensuring a balance between strong security guarantees and practical system performance.

To better understand how these protocols are organized within communication systems,
it is useful to consider the layered abstraction models used in network design. Figure 2.7
illustrates the relationship between the Open Systems Interconnection (OSI) and Transmis-
sion Control Protocol/Internet Protocol (TCP/IP) models, together with representative

protocols and their corresponding protocol data units across different layers.
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Figure 2.7: OSI and TCP/IP models with representative protocols and protocol data units.
Adapted from Figure 3.1 of [2], with permission from the author.

These layered models provide a structured view of how communication systems are organized.
While the OSI model defines seven conceptual layers, practical Internet architectures
typically follow the simplified TCP/IP model, which groups these functions into fewer
layers. Each layer is responsible for specific operations and introduces its own protocol-
specific processing and data structures. In the context of cryptography, different security
mechanisms are applied at different layers, ranging from application-level protection (e.g.,

TLS) to network-layer security (IPsec) and link-layer protection (MACsec).
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Secure communication protocols such as TLS and IPsec typically separate session estab-
lishment from continuous data protection, corresponding here to a control plane and a
data plane. The control plane is responsible for establishing the cryptographic context
of a communication session through functions such as authentication, key establishment,
parameter negotiation, and rekeying. These operations commonly rely on asymmetric

cryptography and occur relatively infrequently.

After session establishment, the data plane uses the resulting symmetric keys to protect
ongoing traffic. Because packets or records must be processed continuously and often at high
throughput, efficient symmetric mechanisms such as AES-GCM are used for confidentiality
and integrity. This separation avoids applying computationally expensive asymmetric
operations to every unit of application traffic and provides the protocol-level architectural

baseline used throughout the following chapters.

After a shared secret has been established during the handshake phase, protocols must
transform this secret into operational encryption keys used to protect the communication
session. This task is performed through a structured key schedule based on KDFs. A KDF
takes the initial shared secret produced during key exchange and expands it into multiple
cryptographically independent keys that serve different purposes within the protocol.
This step is necessary because secrets established through key exchanges may not be
uniformly random or may leak partial information, making them unsuitable for direct use

as encryption keys.

In modern protocols such as TLS 1.3, HMAC-based Extract-and-Expand Key Derivation
Function (HKDF) is commonly used for this purpose. HKDF follows a two-stage process
consisting of an extract phase and an expand phase. In the extract stage, the entropy
from the Input Key Material (IKM) is concentrated into a Pseudorandom Key (PRK). In
the expand stage, this PRK is used to generate output key material of the desired length,
which is subsequently divided into distinct functional keys used within the protocol. These
derived keys may include keys used to protect the remaining steps of the handshake as

well as keys used for encrypting application data.

A similar approach appears in other protocols such as Internet Key Exchange version
2 (IKEv2), where the shared secret produced during key exchange is combined with
nonces and processed through a pseudorandom function to derive multiple session keys
used for encryption, integrity protection, and the establishment of additional security

associations [60].

A prominent example of this architecture is TLS 1.3, which separates session establishment
from subsequent record protection. In a typical certificate-authenticated ephemeral Diffie—
Hellman handshake, the client and server exchange ephemeral key shares, while the server
authenticates the handshake transcript using its digital certificate and a corresponding
digital signature. Both parties then derive shared secret material from the ephemeral key
exchange. The TLS 1.3 key schedule uses HKDF to derive the handshake and application
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traffic secrets required for the connection. Once the handshake is complete, the record
protocol uses the derived traffic keys with the negotiated AEAD algorithm, such as
AES-GCM, to protect application data [50].

Similar architectural principles appear in network-layer security protocols. The IPsec
framework protects traffic at the network layer by encapsulating Internet Protocol (IP)
packets within cryptographically protected structures using mechanisms such as the En-
capsulating Security Payload (ESP) [61, 62]. In IPsec, IKEv2 is responsible for negotiating
cryptographic parameters and establishing shared keys between communicating peers [60].
Once these parameters are agreed upon, the ESP mechanism protects the data packets
themselves using symmetric authenticated encryption algorithms such as AES-GCM [51].
IPsec can operate in different modes depending on the deployment scenario. In transport
mode, only the payload of an IP packet is encrypted, whereas in tunnel mode the entire
packet is encapsulated within a new encrypted packet [61, 62]. Figure 2.8 illustrates the

structure of an [Psec packet protected using the ESP mechanism.

- ESP Header Original IP Header

TCP Header Data Payload ESP Trailer Icv

Encrypted

Authenticated

Figure 2.8: Structure of an IPsec ESP-protected packet. Adapted from Figure 5.1 of [1],
with permission from the author.

In this construction, the original packet is encapsulated within an additional security
layer that introduces headers and trailers that support encryption, integrity verification,
and replay protection through sequence numbering. The payload is encrypted, while
authentication data is appended to ensure that any modification of the packet can be de-
tected. This design enables secure communication over untrusted networks while preserving

compatibility with existing routing mechanisms.

A similar architectural approach is employed in MACsec, which protects Ethernet frames at
the link layer [52]. MACsec adds a Security Tag (SecTAG) that enables replay protection.
It also appends an Integrity Check Value (ICV) to the frame trailer in order to verify the
integrity of the protected data [63]. Because the addressing information remains visible,
frames can still be forwarded by network switches while their contents remain protected.
Both IPsec and MACsec rely on dedicated key agreement mechanisms to manage the
symmetric keys used for protecting data traffic, namely IKEv2 in the case of IPsec and
MACsec Key Agreement (MKA) in MACsec deployments [60, 64]. Figure 2.9 illustrates

the structure of an Ethernet frame protected using MACsec.
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Figure 2.9: Structure of a MACsec-protected Ethernet frame. Adapted from Figure 6.1
of [1], with permission from the author.

In this setting, the original Ethernet frame is extended with dedicated security fields inserted
between the Ethernet header and the payload. The SecTAG carries control information,
including the packet number used by MACsec replay-protection processing [52], while
the ICV ensures the authenticity and integrity of both the payload and the associated
metadata. This design enables link-layer protection while preserving the addressing

information necessary for frame forwarding.

Together, these protocol structures enabled authentication, key establishment, and efficient

bulk data protection to scale across large digital infrastructures.

Because these mechanisms underpin authentication, secure communication, and trust
relationships across distributed environments, cryptography effectively functions as a
foundational component of modern digital infrastructure rather than as an isolated security

feature.

These protocol architectures were developed under the assumption that the underlying
cryptographic primitives would remain secure within the classical computational model
described earlier. The following section examines why those assumptions remained stable

for decades and how that stability shaped the evolution of modern digital infrastructures.

2.5 Stability of Classical Cryptographic Assumptions

As discussed in Section 2.1, classical cryptography relies on computational security rather
than unconditional security, since perfect secrecy is impractical for large-scale digital
communication. The long-term stability of this model depended on the persistence of a
small number of hardness assumptions and on the ability of deployed systems to preserve

security through parameter scaling.
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Within the computational security framework introduced in Section 2.1, the reliability of
classical cryptographic systems depends on a small set of mathematical problems that
are believed to be computationally hard. The most prominent of these are the IFP and
the DLP. Constructions such as RSA rely on the difficulty of recovering the prime factors
of a large composite integer, while protocols such as DH and ECC rely on the hardness
of computing discrete logarithms in suitable algebraic groups [41]. For sufficiently large
parameters, no efficient classical algorithms are known that can solve these problems within
realistic time frames. As a result, these problems function as trapdoor mechanisms because
they are easy to compute in one direction but computationally difficult to invert without
knowledge of the associated secret information. For several decades, these assumptions were
widely regarded as secure against classical digital computers, allowing them to serve as the
foundation for protecting sensitive data in government systems, financial infrastructures,

and Internet communications [41, 42].

The continued effectiveness of these cryptographic constructions was largely due to the
ability to maintain security through parameter scaling. For several decades, the dominant
computational model remained classical, even as hardware became faster and more parallel.
As computational capabilities improved, security levels could be preserved by increasing key
sizes rather than redesigning cryptographic algorithms. This gradual evolution allowed the
industry to migrate from RSA-1024 to RSA-2048, adopt larger elliptic-curve parameters,
or increase symmetric key sizes from AES-128 to AES-256 when higher security margins
were required. Because these hardness assumptions remained resistant to classical attacks,
extending parameter sizes provided a practical way to maintain security against increasing
computational power without fundamentally altering the cryptographic systems deployed

across digital infrastructures.

Another factor contributing to this stability was the architectural model used in modern
communication protocols. Secure communication systems typically adopted a hybrid
design in which asymmetric cryptography was used only during the initial handshake to
authenticate parties and establish shared secrets, while symmetric cryptography protected
the bulk of transmitted data. This division of labor balanced security and performance
by limiting expensive asymmetric operations to short-lived setup phases and relying on
efficient symmetric encryption for sustained communication. Because these primitives
offered predictable security and performance characteristics, they became standardized in
widely deployed protocols such as TLS, IPsec, and MACsec and were gradually integrated

into operating system network stacks and security services [59].

This long-standing reliability also enabled cryptographic protection to scale with the
growth of digital infrastructure. Many cryptographic infrastructures are deployed for long
operational lifetimes, meaning that systems designed today may remain active well beyond
the point at which current cryptographic assumptions cease to hold. The widespread
adoption of X.509 certificates, managed by globally trusted CAs, established a trust

backbone that is included by default in most operating systems, browsers, and digital
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devices [57]. At the same time, the efficiency of symmetric cryptography and its suitability
for hardware acceleration allowed secure communication to keep pace with increasing
network speeds and growing traffic volumes. As a result, cryptography came to function

not as an optional add-on, but as a foundational component of modern digital infrastructure.

This stability depended fundamentally on the limits of classical computation. These
assumptions are now being reconsidered due to the emergence of quantum computing,
which represents a transformative shift in computational power [65]. Quantum algorithms,
most notably Shor’s algorithm, can efficiently solve the integer factorization and discrete
logarithm problems that underpin widely deployed asymmetric cryptographic systems
such as RSA and ECC [28, 66]. If large-scale quantum computers become available, these
algorithms would undermine the security foundations of many existing protocols. As a
result, cryptographic schemes that currently secure global communication infrastructures

could become vulnerable.

These developments challenge the long-standing assumptions that enabled classical cryptog-
raphy to function as a stable foundation for digital infrastructure and motivate a coordinated
transition toward PQC and quantum-resilient solutions [67]. The time-sensitive implications

for long-lived data are examined in Chapter 3.



Chapter 3

The Quantum Threat Model

This chapter examines how the emergence of quantum computing alters the security assump-
tions underlying modern cryptographic systems. Building on the classical computational
model established in Chapter 2, the present chapter analyzes how those assumptions change
when adversaries are no longer limited to classical computation. It first explains how
quantum computing affects the security model itself, then examines the impact of quantum
algorithms on classical cryptographic primitives. The chapter subsequently discusses the
consequences for protocols and infrastructures, the time-sensitive nature of the threat, and

why classical cryptographic systems cannot be incrementally adapted to address it.

3.1 Quantum Computing and the Security Model

Modern cryptographic mechanisms were designed under the assumption that adversaries
operate within the classical model of computation, as described in the previous chapter.
Within this model, security is defined relative to the computational resources available
to a classical digital computer. Many widely deployed cryptographic schemes rely on
mathematical problems that are easy to compute in one direction but computationally
infeasible to invert without secret information. For several decades, these assumptions
proved stable because improvements in classical computing primarily increased speed and
parallelism without altering the underlying computational model. As a result, security could
often be preserved simply by increasing key sizes while retaining the same cryptographic

constructions.

Quantum computing represents a fundamentally different approach to computation. Instead
of relying on binary logic implemented through electronic circuits, quantum computers
leverage physical phenomena such as superposition and entanglement to process informa-
tion [68, 69, 70]. This change enables the development of quantum algorithms that can
solve certain mathematical problems significantly more efficiently than classical algorithms.

Consequently, the emergence of quantum computing is not simply a matter of faster com-

29
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putation. It changes the computational model on which classical cryptographic security is
based. The quantum threat therefore arises from a structural shift in adversarial capability,

rather than from a gradual increase in processing power.

However, these security guarantees depend on the limits of classical computation. A change
in the computational model therefore directly affects the hardness assumptions on which
cryptographic systems rely. In particular, quantum algorithms challenge the hardness
of problems such as integer factorization and discrete logarithms that underlie widely

deployed public-key systems [28, 66].

The most significant consequence for cryptography is Shor’s algorithm, which shows that
integer factorization and discrete logarithms can be solved efficiently on sufficiently powerful
quantum computers [22]. Since these problems underpin systems such as RSA, DH, and
ECC, large-scale quantum computation would undermine the public-key mechanisms used
in modern PKI. The impact of such algorithms is examined in detail in the following

section.

Although large-scale quantum computers are not yet generally available, their potential
consequences make the threat relevant before such machines exist. This time-sensitive

dimension of the threat, including HNDL scenarios, is discussed in Section 3.4.

From the perspective of cryptographic system design, the most important issue is not
the physical implementation of quantum hardware, but the algorithmic implications of
quantum computation for existing security assumptions. Whether quantum processors
are built using superconducting circuits, trapped ions, or photonic systems, the critical
factor for cryptography is the existence of algorithms that can solve previously intractable
problems efficiently. This chapter therefore focuses on the security consequences of quantum
computing for cryptographic infrastructures and communication protocols, rather than on
quantum hardware architectures. The need for early planning and coordinated migration

is already reflected in international cybersecurity guidance [30, 31, 67].

3.2 Quantum Attacks on Classical Cryptography

Quantum computing affects symmetric and asymmetric cryptographic systems in different
ways. In classical settings, the security of these systems depends on the computational effort
required to solve the underlying mathematical problems. The introduction of quantum
algorithms alters this landscape by enabling certain problems to be solved more efficiently,

thereby reducing the effective security of widely used cryptographic constructions.

Quantum computing affects symmetric cryptography primarily through Grover’s algorithm,

which provides a quadratic speedup for exhaustive search attacks on unstructured spaces
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such as key spaces or random oracles [71]. Classically, exhaustive key search requires
021K

operations, where |K| denotes the key length. Grover’s algorithm reduces this complexity

to
o2,

thereby lowering the effort required to recover a secret key.

However, these asymptotic bounds should be interpreted carefully because they describe
idealized query complexity rather than the full resource cost of a practical quantum attack.
Practical attacks based on Grover’s algorithm require reversible quantum circuits for the
target primitive, such as AES. Such circuits may be deep and costly, and their implemen-
tation introduces additional challenges related to quantum noise and error correction [72,
73].

The practical consequence is often summarized as a reduction in the effective security level
of symmetric ciphers. For example, AES-128 is sometimes described as offering roughly 64
bits of security against an idealized quantum adversary using Grover’s algorithm. This
statement should be interpreted as a simplified worst-case query-complexity estimate rather
than as a direct practical attack cost. Practical Grover-based attacks require reversible
implementations of the target primitive, long coherent computations, error correction,
and substantial physical resources. Despite this reduction in the generic security margin,
symmetric cryptography is not structurally broken. Bernstein emphasizes that Grover’s
algorithm has a substantially less disruptive effect on secret-key cryptography than Shor’s
algorithm has on classical public-key systems, and that its effect can be compensated by
choosing larger key sizes [34]. Accordingly, higher security margins can be obtained by
increasing symmetric-key sizes, for instance by using AES-256, which is commonly treated

as providing an adequate post-quantum symmetric security margin [34, 72].

A similar effect applies to cryptographic hash functions, although the impact depends on the
specific security property considered. For preimage resistance, Grover’s algorithm reduces
the computational effort required to invert a hash function from O(2") to approximately
O(2"/?), where n denotes the output length [71]. For collision resistance, the Brassard-
Hgyer-Tapp (BHT) algorithm reduces generic collision search to approximately O(2"/3)
quantum queries in the standard query model [74]. Although these results do not render
hash functions insecure in the same structural sense as Shor’s algorithm affects public-
key cryptography, they influence the required output lengths and security margins for

hash-based constructions in quantum settings.

In contrast, quantum computing poses a structural threat to asymmetric cryptography
through Shor’s algorithm [22]. Unlike the quadratic speedup associated with Grover’s

algorithm, Shor’s algorithm provides an exponential improvement over the best-known
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classical algorithms for solving the IFP and the DLP. These problems form the mathematical
foundation of widely deployed public-key systems, including RSA, DH, and ECC. If
sufficiently powerful quantum computers become available, the trapdoor assumptions that
guarantee the security of these schemes no longer hold. As a result, the security foundations

of classical PKI are fundamentally compromised.

The impact of quantum computing is therefore fundamentally different for symmetric
and asymmetric cryptography. For symmetric schemes, the effect is quantitative because
the quadratic speedup provided by Grover’s algorithm reduces the effective security level.
This reduction is significant but manageable and can be countered by increasing the key
length [72]. In contrast, for asymmetric cryptography, the effect is structural because
the mathematical problems that provide security can be efficiently solved using quantum
algorithms, making classical constructions insecure regardless of how large the parameters
are. While symmetric cryptography remains usable through parameter adjustments,
asymmetric cryptography requires a transition to entirely new mathematical frameworks,

commonly referred to as PQC.

Based on these results, a clear distinction can be made between cryptographic primitives
that are structurally broken and those that remain usable with reduced security. Public-key
mechanisms such as RSA, DH, and ECC, including signature schemes such as Elliptic-Curve
Digital Signature Algorithm (ECDSA) and Edwards-curve Digital Signature Algorithm
(EdDSA), become insecure in the presence of quantum adversaries [75]. In contrast,
symmetric primitives such as block ciphers and cryptographic hash functions are not
directly broken, but their security levels are reduced due to quantum search algorithms.
Consequently, maintaining adequate security requires the use of larger key sizes and longer

hash outputs.

Table 3.1: Proposed transition milestones for selected quantum-vulnerable public-key mech-
anisms in the NIST IR 8547 initial public draft. Adapted from Table 2.2 of [2], with
permission from the author; milestones updated from [75].

Mechanism Security strength Deprecated after Disallowed after
Finite-field DH 112 bits 2030 2035
Finite-field DH > 128 bits - 2035
Elliptic-curve DH 112 bits 2030 2035
Elliptic-curve DH > 128 bits - 2035
RSA 112 bits 2030 2035
RSA > 128 bits - 2035
ECDSA 112 bits 2030 2035
ECDSA 128 bits - 2035

>
EdDSA > 128 bits - 2035
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Table 3.1 summarizes selected classical public-key mechanisms that are vulnerable in the
presence of a sufficiently capable quantum adversary. These mechanisms are used for
key establishment and digital signatures and rely on mathematical problems that can be
solved efficiently by Shor’s algorithm. The table also shows the proposed deprecation and
disallowance milestones in the initial public draft of NIST IR 8547, which provide migration-
planning reference points rather than estimates of when cryptographically relevant quantum

computers will become available [75].

Application-specific or national guidance may require earlier transition, particularly for
key-establishment mechanisms that expose long-lived confidential data to harvest-now-

decrypt-later risks; broader migration guidance is discussed in Chapter 4.

These changes have direct implications for practical security levels. The notion of “bits
of security” must be reconsidered in the presence of quantum adversaries, especially
because quantum search changes the cost model used to compare symmetric and post-
quantum mechanisms [75]. Rather than treating the reduction in symmetric security as a
precise practical attack estimate, post-quantum standardization uses established symmetric
primitives as reference benchmarks for security categories. This allows post-quantum
schemes to be compared against familiar targets such as AES-128, AES-192, and AES-256.

To provide a standardized reference for evaluating post-quantum mechanisms, NIST defines
security categories based on the computational effort required to break well-established
symmetric primitives [75]. These categories provide practical benchmarks for parameter

selection, as shown in Table 3.2.

Table 3.2: NIST post-quantum security categories. Adapted from Table 2.1 of [2], with
permission from the author; security categories from [75].

Security Level Attack Type Example
1 Key search block cipher with a 128-bit key AES-128
2 Collision search on a 256-bit hash function SHA-256
3 Key search block cipher with a 192-bit key AES-192
4 Collision search on a 384-bit hash function SHA-3-384
5 Key search block cipher with a 256-bit key AES-256

These categories align post-quantum parameter sets with established security targets, such
as those associated with AES-128, AES-192, and AES-256. They therefore provide a
system-oriented basis for comparing post-quantum schemes under classical and quantum

attack models.
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3.3 What Quantum Adversaries Change in Systems

The impact of quantum adversaries extends beyond individual cryptographic primitives and
affects the fundamental mechanisms through which trust is established in digital systems.
PKI serves as the backbone of identity and trust on the Internet. It is built on digital

certificates and hierarchical chains of trust, as illustrated in Figure 3.1 [57].

Root CA Certificate Intermediate Certificate End-Entity Certificate
Issuing CA's Name Subject's Name
Root CA's Name M Issuing CA's Public Key M Subject's Public Key
Root CA's Public Key Root CA's Public Name Issuer's Name
e —_—
C‘ Root CA's Signature Signs Root CA's Signature Signs Issuer's Signature
Self-Signed

Figure 3.1: Certificate-based chain of trust in PKIs. Adapted from Figure 1 of [10], licensed
under CC BY 4.0.

In this model, trust originates from a root CA, which serves as the anchor of trust,
while intermediate certificates extend this trust toward end-entity certificates used by
applications. Each step in this chain is validated through digital signatures, allowing
entities to verify identities without requiring direct prior trust relationships. When
certificate chains rely on quantum-vulnerable signature algorithms based on assumptions
such as integer factorization or discrete logarithms, a sufficiently capable quantum adversary
could compromise the signatures used to establish and propagate trust. Consequently,
certificate-based trust models that continue to rely on such algorithms would no longer
provide reliable authentication guarantees. This would affect services that depend on
certificate-based identity, including secure web communication, software distribution, and

machine authentication.

This breakdown of trust directly affects authentication mechanisms, which depend on
digital signatures to verify identity and ensure message integrity. In modern systems,
authentication enables entities to confirm the origin of data and interact securely without
prior shared secrets. However, when the underlying signature schemes become vulnerable,
adversaries can forge identities or impersonate legitimate parties during communication.
As a result, authentication can no longer be assumed to be reliable in the presence of
quantum-capable adversaries, weakening the ability to establish trustworthy communication

channels.

Classical DH and ECDH mechanisms are widely used for key establishment in protocols
such as TLS and IKEv2, while MACsec relies on its own key-management framework
and may depend on classical trust or key-establishment mechanisms elsewhere in the

infrastructure. When the underlying mathematical problems become solvable by quantum
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adversaries, the confidentiality of the key establishment process is no longer guaranteed.
An adversary capable of recovering the exchanged secret can derive the session keys used

to protect subsequent data transmission.

Within the control-plane/data-plane structure introduced in Chapter 2, the quantum
threat is concentrated primarily in authentication and key establishment because these
functions depend on asymmetric cryptographic assumptions vulnerable to quantum attacks.
Symmetric data protection remains structurally usable when appropriate parameters are
selected. Nevertheless, compromise of the session-establishment process can expose the
keys used for subsequent communication, undermining the security of the entire session

even when the data-protection primitive itself remains computationally strong.

These effects propagate across entire systems because cryptographic functions are embedded
in protocols, operating-system network stacks, cloud platforms, and distributed services.
As secure communication has become a default requirement, vulnerabilities in foundational
cryptographic assumptions affect not only individual applications but also the infrastructure
in which they operate. Infrastructure therefore amplifies cryptographic change, since
modifications to trust establishment and key exchange propagate through protocols, software

stacks, and operational workflows.

Addressing these challenges requires more than replacing vulnerable algorithms. Cryp-
tographic functions are tightly integrated into protocol formats, certificate ecosystems,
software libraries, and hardware-supported execution paths. Migration must therefore
preserve interoperability and performance while changing the assumptions on which au-

thentication and key establishment depend.

3.4 The Urgency of the Quantum Threat

The security of modern communication systems must be evaluated not only in terms
of current protection but also in relation to future computational capabilities. Classical
cryptographic mechanisms have provided reliable security under the assumption of bounded
computational resources. However, this assumption may not remain valid indefinitely.
As a result, the relevance of the quantum threat extends beyond the point at which
large-scale quantum computers become available. Even before such systems are deployed,
the possibility of future advances creates uncertainty in the long-term security of today’s

cryptographic infrastructure.

The HNDL paradigm describes a scenario in which an adversary records and stores
encrypted traffic today with the intent of decrypting it in the future once a sufficiently
powerful quantum computer becomes available [29]. This threat is particularly relevant for
key exchange mechanisms, which can be broken retroactively if their underlying public-key

assumptions fail. Even when bulk data is protected using strong symmetric encryption, the
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session keys may have been established using classical mechanisms such as RSA, DH, or
ECDH. Consequently, confidential information exchanged today may already be exposed

to future risk.

The severity of this risk depends on the required confidentiality period of the data. Some
information must remain confidential for many years or decades. If that protection period
extends beyond the time required for cryptographic migration and the possible arrival
of cryptographically relevant quantum capability, ciphertext recorded today may become

vulnerable to retrospective decryption [30, 31].

This leads to a fundamental mismatch between cryptographic lifetime and data lifetime.
Cryptographic lifetime denotes the period during which a given cryptographic scheme is
expected to remain secure under current computational assumptions. In contrast, data
lifetime refers to the duration for which the protected information must remain confidential.
Historically, these lifetimes were easier to align because advances in classical computation
could often be addressed by increasing key sizes [42]. Quantum computation disrupts this
relationship by changing the computational assumptions themselves. If a cryptographic
scheme is expected to become insecure within a certain timeframe, but the data it protects
must remain confidential for a longer period, then the data is likely to be exposed once the

underlying assumptions are no longer valid.

The notion of “Q-day” is often used to describe the point at which quantum computers
become capable of breaking widely deployed public-key cryptographic systems [76]. While
the exact timing of this transition remains uncertain, it represents a critical threshold
beyond which the security guarantees of current infrastructures can no longer be relied
upon. This uncertainty complicates security planning, as systems deployed today may

need to remain secure over time periods that extend beyond this transition.

This uncertainty is reflected in migration guidance for quantum-vulnerable public-key
mechanisms. Algorithms such as finite-field DH, ECDH, RSA, ECDSA, and EADSA are
identified as requiring replacement in the post-quantum transition. Migration is therefore
a planning problem involving algorithm deprecation, certificate replacement, protocol

interoperability, and long deployment lifetimes.

These considerations create a strong incentive for early action. Cryptographic systems
are deeply embedded in protocols, software, and hardware environments. Replacing them
therefore requires coordinated effort across multiple layers of the technology stack. Because
migration processes can take many years to complete, delaying the transition increases
the volume of sensitive data that may later be exposed to decryption. For this reason, the
quantum threat is not solely a future concern but a present-day challenge that requires

proactive planning to ensure long-term confidentiality and resilience [30, 67].
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3.5 Why Classical Cryptography Cannot Be Incrementally
Fixed

Historically, cryptographic systems adapted to increasing computational power by scaling
key sizes while preserving the underlying algorithms. Transitions such as RSA-1024 to RSA-
2048 allowed systems to maintain security as classical hardware improved. This approach
worked because the computational model remained unchanged. Quantum computing breaks
this pattern. Algorithms such as Shor’s algorithm do not merely reduce the security margin
of classical public-key systems. Instead, they invalidate the mathematical assumptions on
which those systems rely. As a result, the post-quantum transition cannot be understood

as a simple parameter update.

This limitation reflects a deeper difference between symmetric and asymmetric cryptography
under the quantum model. Symmetric cryptography is affected by the quadratic speedup
of Grover’s algorithm, which can be mitigated by increasing key sizes [71]. Classical
asymmetric cryptography is affected differently. The security of widely deployed systems
such as RSA and ECC depends on the hardness of integer factorization and discrete
logarithms, and Shor’s algorithm can solve these problems efficiently on sufficiently powerful
quantum computers [22]. Even substantial increases in parameter sizes, such as moving
to RSA-4096, do not restore the underlying security assumption. Consequently, the
mathematical trapdoors underlying PKI no longer provide a reliable basis for secure

communication.

The need to replace these primitives is further complicated by the fact that cryptographic
mechanisms are deeply embedded within communication protocols and system architectures.
As a result, transitioning to PQC is not a simple drop-in replacement of algorithms. Post-
quantum schemes introduce larger keys, signatures, and ciphertexts, as well as different
computational profiles [36, 37]. These larger cryptographic artifacts can increase bandwidth
requirements, contribute to packet fragmentation, and introduce additional processing

overhead during protocol handshakes, certificate validation, and session establishment [9].

One visible consequence appears in certificate infrastructures, where post-quantum mi-
gration requires changes to certificate contents and validation logic. Existing trust infras-
tructures cannot therefore be secured simply by increasing classical key sizes; certificate
formats, signature mechanisms, and validation procedures must also evolve. Hybrid

certificate approaches that support this transition are discussed in Chapter 4.

In addition to technical integration challenges, this transition must also consider backward
compatibility and operational constraints. Many existing systems rely on long-established
cryptographic standards and cannot be replaced abruptly without disrupting their func-
tionality. As a result, migration strategies often rely on hybrid approaches that combine
classical and post-quantum mechanisms within the same protocol execution. While these

approaches enable a gradual transition, they introduce additional complexity and overhead.
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Furthermore, infrastructures such as certificate ecosystems and trust hierarchies involve
multiple interacting entities, making coordinated upgrades difficult. These constraints
highlight that migration extends beyond a purely technical problem and becomes an

organizational and ecosystem-level challenge.



Chapter 4

Post-Quantum Cryptography in

Transition

This chapter examines how cryptographic systems adapt to the challenges introduced by
quantum computing. Building on the analysis of quantum threats presented in Chapter 3,
the focus shifts toward the mechanisms designed to address these challenges and the
implications of their adoption. It introduces the mathematical foundations of post-quantum
cryptography and the problem families that support quantum-resistant constructions, while
outlining how these differ from classical approaches. The discussion continues with an
examination of the trade-offs that characterize these schemes, emphasizing the balance
between performance, security, and implementation complexity. It then turns to hybrid
cryptographic mechanisms as a practical path for gradual adoption, followed by a discussion
of the migration process toward quantum-resilient infrastructures. The chapter concludes
by examining the broader system-level consequences of this transition, showing that the
adoption of post-quantum cryptography extends beyond algorithmic replacement and

influences the design of modern computing environments.

Source note. The mathematical foundations, algorithm trade-offs, and parts of the hybrid-
cryptography discussion in this chapter draw substantially on Chapter 3 of [1]. Selected
background material on quantum-vulnerable cryptographic standards also draws on Chapter 2
of [2]. The discussion has been updated and extended using the standards, migration

guidance, implementation-security literature, and other sources cited throughout.

4.1 Post-Quantum Cryptography and New Foundations

As shown in Chapter 3, quantum algorithms undermine the hardness assumptions behind
widely deployed public-key mechanisms such as RSA, DH, and ECC. Post-quantum

cryptography addresses this problem by replacing classical number-theoretic assumptions

39
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Figure 4.1: NIST cryptographic standards and their exposure to quantum threats. Adapted
from Figure 2.1 of [2], with permission from the author.

with alternative mathematical foundations that are believed to resist both classical and

quantum attacks.

Figure 4.1 provides an overview of the cryptographic standards defined by NIST, organized
across asymmetric and symmetric primitives, as well as supporting guidelines and tools.
It also illustrates the asymmetric impact of the quantum threat. Public-key mechanisms
require replacement, while symmetric primitives generally remain usable with larger

parameters.

To address this shift, PQC replaces classical number-theoretic assumptions with alternative
mathematical problems that are believed to remain hard for both classical and quantum
adversaries. Instead of relying on integer factorization or discrete logarithms, post-quantum
schemes are based on different problem families, including lattice-based cryptography, code-

based cryptography, hash-based signatures, and multivariate constructions.

Among these families, lattice-based cryptography has become especially prominent. It
forms the basis of standardized mechanisms such as ML-KEM, based on CRYSTALS-
Kyber, and ML-DSA, based on CRYSTALS-Dilithium [77, 78]. Hash-based schemes
include SLH-DSA, based on SPHINCS+, which relies on the security of cryptographic
hash functions and provides conservative security guarantees, although typically with
larger signatures and lower performance [79]. Code-based approaches rely on decoding
problems in error-correcting codes and provide a mathematically distinct alternative to
lattice-based constructions, although they often involve different key-size and performance
trade-offs [80]. Multivariate constructions are based on the difficulty of solving systems
of multivariate polynomial equations, but several candidates in this family have faced
significant cryptanalytic challenges. The practical break of Rainbow provides a prominent
example and illustrates why continued cryptanalysis, cautious deployment, and algorithmic

diversity remain important in the post-quantum setting [81, 82].
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Hash-based signatures also include stateful schemes such as the eXtended Merkle Signature
Scheme (XMSS) and the Leighton-Micali Signature system (LMS). These schemes are
approved for use in NIST SP 800-208, which specifies recommended parameter sets for
stateful hash-based signatures, and they rely on the security of hash functions rather than
lattice- or code-based assumptions [83]. Their main limitation is operational rather than
mathematical. Signing states must be managed carefully, since reusing one-time signing
material can compromise security. For this reason, XMSS and LMS are most suitable for
controlled environments where state management can be enforced reliably, while SLH-DSA

provides a stateless alternative with larger signatures and lower performance.

The role of Hamming Quasi-Cyclic (HQC) is particularly important for algorithmic diversity.
HQC is a code-based KEM whose security is based on decoding problems for structured
error-correcting codes, providing a mathematical foundation distinct from the structured-
lattice assumptions used by ML-KEM [84]. In 2025, NIST selected HQC for standardization
as an additional post-quantum KEM and as a backup to ML-KEM, which remains the
primary standardized choice for general-purpose key establishment [84]. The purpose of
this second KEM is therefore not to replace ML-KEM, but to diversify the underlying
security assumptions so that a future cryptanalytic weakness affecting structured lattices
does not leave the post-quantum key-establishment portfolio dependent on a single problem
family. This diversification comes with different implementation, computational, and

communication trade-offs, so the suitability of HQC remains deployment-dependent.

Together, these families define a diverse post-quantum design space. Each offers different
trade-offs in terms of security maturity, computational cost, key and signature sizes, and
implementation complexity. For this reason, lattice-based cryptography is used in the
following discussion as a representative example of how post-quantum security is constructed

in practice.

In addition to these mathematical foundations, the transition toward PQC is driven by
standardization. The NIST post-quantum standardization process led to the finalization of
ML-KEM as a key encapsulation mechanism in Federal Information Processing Standards
(FIPS) 203, ML-DSA as a digital signature algorithm in FIPS 204, and SLH-DSA as a
stateless hash-based digital signature algorithm in FIPS 205 [36, 37, 38]. Falcon was also
selected for standardization and is being developed by NIST under the name FFT over
NTRU-Lattice-Based Digital Signature Algorithm (FN-DSA), while HQC was selected in
2025 as an additional code-based key encapsulation mechanism [35, 84]. These developments
show that post-quantum standardization is not limited to a single mathematical family,

but instead aims to preserve algorithmic diversity and deployment flexibility.

Throughout the remainder of the book, the standardized names ML-KEM, ML-DSA,
and SLH-DSA are used for the finalized NIST algorithms. Former submission names are

retained only when referring specifically to pre-standardization implementations, historical
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measurements, vulnerability names, or source-specific terminology. Falcon is treated

separately because its NIST standardization as FN-DSA remains under development.

Unlike classical cryptographic assumptions such as integer factorization and discrete
logarithms, which have been studied for several decades, many post-quantum constructions
rely on relatively newer problem formulations. Although no efficient classical or quantum
attacks are currently known for these problems, their long-term security remains an active
area of research. This uncertainty motivates a cautious deployment approach and reinforces
the need for multiple algorithmic solutions, each offering different trade-offs in terms of

performance, key sizes, and implementation complexity.

To better understand how security is achieved in these schemes, it is useful to introduce
the main mathematical objects used in lattice-based cryptography. A lattice L is a
discrete additive subgroup of R™. Equivalently, given linearly independent basis vectors
by,...,b, € R”, the lattice generated by this basis is defined as

[,(bl,...,bn) = {Z:azbZ | a; € Z} = {Ba | ac Zn}.
=1

The same lattice may be represented by different bases, and this distinction between easy

and hard representations underlies many lattice-based constructions [1].

Figure 4.2 illustrates a simple two-dimensional lattice generated by the basis matrix
2 0
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Figure 4.2: Two-dimensional lattice generated by the basis matriz B. Adapted from
Figure 3.1 of [1], with permission from the author.
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Although this example is low-dimensional, practical lattice-based schemes operate over
high-dimensional algebraic structures where recovering hidden short vectors or solving

noisy linear relations is believed to be infeasible for both classical and quantum adversaries.

One central hardness assumption is the LWE problem. Let n > 1 and ¢ > 2 be integers, let
X be an error distribution over Z, and let s € Zy be a secret vector. The LWE distribution
samples

a < Ly, e+ X,

and outputs pairs of the form
(a,(a,s) +e) € Zy x Zg,

where all operations are performed modulo ¢ [1, 77]. The search version asks an adversary
to recover s from multiple such samples, while the decision version asks the adversary to

distinguish these samples from uniformly random elements of Zy x Z,.

For efficiency and compactness, practical schemes often use structured variants of this
problem. The MLWE problem generalizes LWE to module settings over richer algebraic
rings. Let R be the ring of integers of a number field, and let R, = R/qR denote its
quotient modulo ¢q. Let d > 1 be the module rank, and let x be an error distribution over
R,. For a secret s € RZ, the MLWE distribution samples

a«— RY

() €< X,

and outputs
(a, (a,s) +e).

This structure allows schemes such as ML-KEM and ML-DSA to obtain practical perfor-

mance while preserving hardness assumptions related to lattice problems [77, 78].

A related assumption used in lattice-based signatures is the SIS problem. Given a matrix

A€ Zy*™, the goal is to find a nonzero vector z € Z™ such that
lz|| < B and Az=0 (mod q).

In structured variants, this problem is also defined over polynomial rings. SIS-type
assumptions are central to lattice-based digital signatures, where security depends on the
difficulty of producing short valid responses that satisfy public verification equations [1,
78].

An important practical aspect of these constructions is their reliance on large amounts of
pseudorandom material. In lattice-based schemes, operations such as sampling noise vectors,
generating structured matrices, and deriving intermediate values require outputs that exceed

the size of traditional hash digests. For this reason, many post-quantum algorithms rely on
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XOFs, such as those defined in the SHA-3 standard. These functions enable the generation
of arbitrarily long pseudorandom sequences from compact seeds, ensuring both efficiency
and reproducibility. As a result, XOFs play a central role in the implementation of modern
post-quantum schemes, particularly in lattice-based constructions such as ML-KEM and
ML-DSA, where they are used to deterministically generate public matrices from compact

seeds and to sample noise distributions required for security [36, 37, 54].

No polynomial-time quantum algorithms analogous to Shor’s algorithm are known for the
principal lattice-based assumptions used by current post-quantum standards or for the
code-based assumptions considered in ongoing standardization efforts. Quantum algorithms
can nevertheless affect concrete security estimates, so parameter selection accounts for the
best-known classical and quantum attacks rather than assuming that these problems are

unaffected by quantum computation [35, 36, 37, 84].

As discussed in the context of classical cryptography, modern communication systems
continue to rely on two core asymmetric functions, key establishment and authentication.
These roles do not disappear in the post-quantum setting, but their underlying constructions
change fundamentally. In many current post-quantum migration profiles, classical DH-style
key exchange is replaced or combined with KEMs, while classical signature mechanisms

are replaced or combined with post-quantum signature algorithms.

This shift is not only a matter of design preference but also reflects structural differences
in the underlying mathematics. Classical KEX protocols rely on algebraic properties that
allow both parties to contribute to the derivation of a shared secret. In contrast, many
post-quantum constructions are naturally expressed as key encapsulation mechanisms, in
which one party uses the recipient’s public key to produce a ciphertext and shared secret,
while the recipient derives the corresponding secret through decapsulation using the private

key.

In practical terms, this transition is reflected in the use of schemes such as ML-KEM for
shared-secret establishment and ML-DSA for authentication. The significance of this shift
lies not in a change of cryptographic purpose, but in a change of mathematical foundation,
as these primitives are no longer built on integer factorization or discrete logarithms, but

on problem families believed to remain hard even for quantum adversaries.

In practical deployments, a KEM must remain secure against active adversaries that
can modify ciphertexts and interact with the decapsulation process. For this reason,
ML-KEM combines an underlying MLWE-based encryption scheme with the Fujisaki—
Okamoto Transformation (FO) transformation, which converts an Indistinguishability
under Chosen-Plaintext Attack (IND-CPA)-secure construction into an Indistinguishability
under Chosen-Ciphertext Attack (IND-CCA)-secure KEM. This provides robustness against

adaptive attacks in protocol environments [36, 77].
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At a high level, ML-DSA follows a structure analogous to Schnorr-type signature schemes.
The signer generates a commitment, derives a challenge by hashing the message together
with this commitment, and computes a response that proves knowledge of the secret key
without revealing it . In lattice-based settings, additional care is required to prevent
information leakage through the response distribution. For this reason, techniques such
as rejection sampling are employed to ensure that signatures follow a suitable statistical
distribution. While effective, this introduces variable iteration counts and implementation
complexity that require careful side-channel analysis, which must be carefully addressed in
practice [37, 78].

At the system level, post-quantum cryptographic schemes introduce significant differences.
One of the most immediate consequences is their increased spatial footprint. Public keys,
private keys, and signatures are often substantially larger than their classical counterparts,
directly affecting bandwidth usage and protocol efficiency. Their computational profiles
also differ substantially from classical mechanisms and depend on the scheme, operation,
parameter set, implementation, and hardware platform. Polynomial arithmetic, matrix—
vector operations, structured transforms such as the Number-Theoretic Transform (NTT),
and pseudorandom generation through XOFs are important computational kernels in
lattice-based schemes. Their relative cost depends on the algorithm, implementation,

operation, and hardware platform [15, 85].

Overall, post-quantum schemes introduce a different design space from classical public-key
cryptography. They rely on new hardness assumptions, use different algorithmic structures,
and produce different computational and communication profiles. These differences make
algorithm selection dependent on the constraints of the target system, which motivates the

trade-off analysis in the next section.

4.2 'Trade-offs in Post-Quantum Cryptography

The transition toward PQC introduces a more diverse design space than classical public-key
cryptography. Post-quantum schemes are based on different mathematical problem families,
including lattice-based, hash-based, code-based, and multivariate constructions, each with
distinct implications for performance, artifact size, implementation complexity, and security
maturity. Algorithm selection therefore becomes a multi-dimensional optimization problem

rather than a choice among interchangeable primitives.

This variety of approaches is not only a result of mathematical diversity, but also a
deliberate design choice. From a security perspective, relying on a single computational
assumption would introduce systemic risk, since a breakthrough in one problem domain
could compromise the entire infrastructure. For this reason, standardization efforts have
focused on selecting multiple algorithms rather than converging on a single primitive [35].

From a deployment perspective, this enables different schemes to be deployed depending
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on the requirements of the target environment, while also supporting hybrid constructions
that combine multiple cryptographic mechanisms to provide resilience during the transition
period. Figure 4.3 provides a comparative view of the main trade-offs among selected
post-quantum cryptographic schemes. It illustrates the relationships between public key
sizes, private key sizes, signatures, and ciphertexts across both signature schemes and
key encapsulation mechanisms. These dimensions reflect the fundamental design tensions

discussed above, where improvements in one metric often lead to increased costs in another.

In particular, the figure highlights that post-quantum schemes do not cluster around a
single balanced region, but instead occupy distinct regions of the design space. This reflects
the fact that different mathematical constructions inherently favor different performance
characteristics, reinforcing the need to match algorithms to specific deployment contexts

rather than treating them as interchangeable components.

Post-Quantum Cryptography: Signature and KEM Scheme Trade-offs
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Figure 4.3: Trade-offs among selected post-quantum cryptographic algorithms. Adapted
from Figure 3.6 of [1], with permission from the author.

Building on the comparison shown in Figure 4.3, a key trade-off concerns the relationship
between execution speed and spatial footprint. Lattice-based schemes such as ML-DSA
offer high execution speeds for both signing and verification, making them suitable for
high-throughput systems. However, this efficiency comes at the cost of substantially larger

public keys and signatures compared to classical schemes. In contrast, FN-DSA provides
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more compact signature sizes and efficient verification, but its key generation process is

computationally demanding and more difficult to implement efficiently.

In particular, Falcon implementations use complex Gaussian sampling techniques, and
prominent implementations employ floating-point arithmetic, creating additional constant-

time and side-channel engineering challenges [86].

Implementation security forms another important trade-off. Post-quantum schemes may
be secure at the mathematical level while remaining vulnerable in practice to timing,
power, electromagnetic, or cache side channels, as well as fault-injection attacks, if their
implementations do not adequately control observable or fault-dependent behavior [87].
Lattice-based implementations contain several operations that require particular care,
including sampling, rejection sampling, polynomial arithmetic, compression, and decap-
sulation checks. KyberSlash demonstrated that secret-dependent division operations in
implementations of CRYSTALS-Kyber, the submission underlying ML-KEM, could pro-
duce exploitable timing leakage [88]. Separately, CVE-2024-37880 documented a timing
vulnerability in a pre-standardization Kyber reference implementation in which certain
LLVM Clang compilation configurations could introduce secret-dependent control flow,
enabling secret-key recovery under the affected conditions [89]. These examples show that
post-quantum security depends not only on the hardness of the underlying mathematical
problem, but also on constant-time implementation, compiler-aware validation, careful

randomness handling, side-channel testing, and secure integration on the target platform.

These differences illustrate how performance gains in one dimension often lead to increased

costs in another, making it necessary to prioritize based on application requirements [6].

A second important dimension is the trade-off between security maturity and performance.
Hash-based schemes such as SLH-DSA rely on well-understood cryptographic hash functions,
providing strong confidence in their long-term security. However, this robustness comes at
the cost of considerably reduced performance and very large signature sizes, which can
reach tens of kilobytes and be challenging for latency- and bandwidth-sensitive protocols
because of their substantially larger signatures and higher computational cost [79, 90].
In contrast, lattice-based constructions offer substantially better performance, but their

underlying assumptions have been studied for a shorter period of time.

Beyond performance and security considerations, post-quantum algorithms also differ in
how computational workloads are distributed across communicating parties. In a typical
authenticated client—server setting, the distribution of work depends on which endpoint
performs signing and which endpoint performs verification. The ML-DSA/ML-KEM
stack provides a comparatively balanced computational profile across signing, verification,
encapsulation, and decapsulation. In contrast, the FN-DSA /ML-KEM stack offers compact
signatures and efficient verification, but signing and key generation are more computationally
demanding. This means that FN-DSA-based deployments may reduce client-side cost when

the client primarily verifies server signatures, but may increase server-side cost when the
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server performs frequent signing operations. The practical advantage therefore depends on

the protocol role, authentication pattern, and deployment environment [6].

To further illustrate these differences, Figure 4.4 compares the computational cost of the
main operations in ML-DSA and FN-DSA | namely key generation, signing, and verification.
The figure highlights that the performance characteristics of these schemes are not uniform
across all operations, but instead depend strongly on how computation is distributed

between client and server.

The following benchmark results were obtained using the pre-standardization CRYSTALS-
Dilithium, Falcon, and CRYSTALS-Kyber implementations evaluated in [6]. These algo-
rithms form the respective lineages of ML-DSA, the developing FN-DSA, and ML-KEM,
but the original algorithm names are retained when reporting the measured results in order
to distinguish the evaluated implementations from the finalized or still-developing NIST

specifications.
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Figure 4.4: Comparison between the main operations of CRYSTALS-Dilithium and Fal-
con, including key generation, signing, and verification, across different security levels.
CRYSTALS-Dilithium exhibits relatively balanced computational costs between operations,
whereas Falcon shows significantly higher computational cost for key generation and signing,
with verification remaining comparatively efficient. Reproduced from Figure 7 of [6],

licensed under CC BY-NC-ND 4.0.

As illustrated in Figure 4.4, these differences in computational cost directly influence
how post-quantum signature schemes behave in real-world deployments [6]. In high-
performance environments such as data centers, ML-DSA is often attractive because of

its comparatively balanced computational profile across signing and verification, although
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its larger cryptographic artifacts increase communication overhead. In contrast, FN-DSA
exhibits a more asymmetric computational profile in which key generation and signing are
comparatively demanding, while verification is relatively efficient. Its deployment advantage
therefore depends on authentication direction and endpoint role. In a conventional server-
authenticated client—server setting, where the server signs and the client primarily verifies,
FN-DSA can reduce the computational and communication burden on a constrained client
at the cost of more demanding server-side signing. If the constrained endpoint itself must

sign, however, this advantage may disappear or reverse [6, 17].

In a similar manner, ML-KEM, the NIST-standardized key encapsulation mechanism for
post-quantum key exchange, achieves execution speeds comparable to classical approaches,
but introduces increased communication overhead due to larger ciphertext sizes during
the handshake process. Empirical observations further indicate that, although ML-DSA
increases network load due to its larger payloads, it often achieves higher overall system
throughput in high-capacity links by avoiding the computational bottlenecks that can limit
FN-DSA-based deployments [6].

A further distinction arises between key encapsulation mechanisms and digital signature
schemes in how they impact system behavior. Key encapsulation mechanisms such as
ML-KEM are primarily used during the handshake phase and therefore affect connection
establishment latency and communication overhead. In contrast, digital signature schemes
are used during authentication and may also appear repeatedly in certificate-chain validation,
software verification, or other trust-establishment workflows, making their computational
and bandwidth characteristics more critical in sustained workloads. This distinction means
that performance bottlenecks in post-quantum systems often arise from signature schemes

rather than key encapsulation mechanisms.

This behavior is illustrated in Figure 4.5, which compares throughput for FN-DSA, ML-
DSA, and ML-KEM across different parameter sets. The results show that throughput is
not determined solely by artifact size. Although FN-DSA produces smaller signatures and
reduces network load, its computational complexity can reduce effective throughput. By
contrast, ML-DSA and ML-KEM may achieve higher throughput despite larger payloads,

because their execution profiles are more efficient in the evaluated settings.

These effects become even more pronounced when considering large-scale systems. In
high-speed networking environments, the computational overhead introduced by PQC can
place substantial pressure on overall system capacity. Modern servers already dedicate a
considerable portion of their computational resources to infrastructure-related tasks, with
studies indicating that up to 30% of CPU cycles may be consumed by operations such as
memory movement and packet processing [23, 24]. The additional burden introduced by
post-quantum cryptographic operations can therefore push systems beyond their operational

limits if not carefully managed.
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Network Throughput
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Figure 4.5: Network throughput of the pre-standardization Falcon, CRYSTALS-Dilithium,
and CRYSTALS-Kyber implementations evaluated in [6] across different parameter sets.
Falcon variants (A-B) achieve lower network load but significantly reduced throughput,
whereas CRYSTALS-Dilithium (C-E) and CRYSTALS-Kyber (F-H) provide higher through-
put despite increased communication overhead. Reproduced from Figure 8 of [6], licensed
under CC BY-NC-ND 4.0.

This reflects a broader shift in system bottlenecks, where modern infrastructures are
increasingly limited by computational capacity rather than raw network bandwidth. As
a result, the efficiency of cryptographic computation becomes the dominant factor in

determining system scalability.

In extreme cases, high-capacity communication links operating at 100 Gbit/s or 200 Gbit/s
may experience substantial degradation when cryptographic processing is performed in
software. This reduction in throughput reflects the cost of sustaining secure packet

processing at line rate [7, 14].

In addition to computational cost, the increased size of post-quantum keys and signatures
introduces additional challenges at the networking level. Larger payloads can lead to
packet fragmentation, increased memory usage, and higher Input/Output (I/O) overhead,
all of which reduce the efficiency of data transmission. These effects are particularly
critical in latency-sensitive applications, where even small delays accumulate and affect
overall system responsiveness. In practice, the combined impact of larger cryptographic
material and increased processing complexity can shift cryptographic operations from the

sub-millisecond to the millisecond regime, fundamentally altering system behavior [12]. As



CHAPTER 4. POST-QUANTUM CRYPTOGRAPHY IN TRANSITION o1

a result, PQC affects not only security mechanisms, but also the performance characteristics

of the underlying infrastructure.

Such system-level constraints are further influenced by the characteristics of the under-
lying hardware platform. To address these challenges, the effectiveness of post-quantum
cryptographic deployments must be evaluated in the context of the systems in which they
operate. The impact of a given algorithm depends heavily on factors such as hardware
architecture, protocol design, and application requirements. At the hardware level, architec-
tural optimizations can strongly affect execution efficiency. For instance, hardware-specific
optimizations can significantly improve key-generation efficiency when combined with
architecture-aware implementations, whereas such improvements may not be available or
equally effective across different processor families [15]. Additionally, heterogeneous archi-
tectures combining Graphics Processing Units (GPUs) with specialized processing units
highlight that large batch workloads can benefit substantially from hardware acceleration,
while host CPUs may remain more efficient for low-volume requests because of accelerator

overhead.

Recent independent measurements reinforce that these trade-offs are strongly platform- and
operation-dependent. Evaluations of the standardized algorithms on constrained devices
show that ML-KEM and ML-DSA can be practical even on embedded hardware, while
their costs differ substantially across key generation, signing, verification, encapsulation,
and decapsulation. In particular, ML-KEM exhibits comparatively predictable performance
on embedded platforms, whereas ML-DSA signing is more demanding and SLH-DSA can
impose substantially greater latency and energy cost on resource-constrained devices [91,
92]. These results reinforce that post-quantum algorithm selection should be based on
the operations performed by a specific endpoint and the characteristics of the underlying

hardware rather than on a single global performance ranking.

From a protocol perspective, the integration of PQC is also highly dependent on the layer
at which security is applied. Mechanisms implemented at higher layers, such as TLS, are
typically software-based and more difficult to offload, whereas link-layer protocols such
as MACsec can leverage dedicated hardware engines to achieve line-rate encryption with

minimal latency [14, 16].

Overall, algorithm selection in PQC cannot be made in isolation. It depends on the
interaction between mathematical design, computational cost, communication overhead,
implementation complexity, and deployment context. Since no single scheme is optimal
across all environments, migration requires flexible strategies that can balance security
guarantees with operational constraints. This motivates the hybrid and transitional

approaches discussed next.
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4.3 Hybrid Cryptography and the Transition to Post-Quantum

Systems

The transition to PQC cannot be achieved through abrupt replacement of classical algo-
rithms. Modern communication systems require interoperability across devices, protocols,
libraries, and operators. Hybrid cryptography provides a practical transition strategy by

combining classical and post-quantum mechanisms within the same protocol execution.

To manage these challenges, hybrid approaches have emerged as a practical strategy
for enabling a gradual transition. This approach refers to the combination of multiple
cryptographic primitives, typically including at least one classical algorithm and one

post-quantum scheme, within a single protocol [8].
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Figure 4.6: Hybrid X.509 certificate structure combining classical and post-quantum primi-
tives. Adapted from Figure 3.8 of [1], with permission from the author.

Hybrid constructions are designed to diversify cryptographic assumptions. Their security
depends not only on the component primitives, but also on the combiner, transcript binding,

authentication, and protocol composition. With a robust combiner, a construction can be
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designed to retain its intended security when at least one component remains secure [13,
93]. Operationally, hybrid mechanisms execute multiple key establishment or signature
procedures during the same protocol interaction. This requires changes to handshake
messages, key scheduling, transcript binding, and validation logic, since post-quantum

KEMs do not follow the same interaction model as classical DH-based exchanges.

Hybridization can also be applied to certificate-based authentication. In a hybrid X.509
certificate, classical and post-quantum public-key and signature material can coexist
within the certificate structure, allowing existing trust infrastructures to support a gradual

transition toward post-quantum authentication. Figure 4.6 illustrates this approach.

Such hybrid certificates provide a transitional mechanism in which classical and post-
quantum authentication can coexist while certificate authorities, validation software, and
endpoints are progressively updated. The additional cryptographic material can, however,

increase certificate size and validation complexity.

For key establishment, a protocol handshake may involve both a classical key exchange,
such as ECDH, and a post-quantum key encapsulation mechanism such as ML-KEM. In
more advanced configurations, hybrid deployments such as triple-hybrid IPsec tunnels can
use protocols like IKEv2 to negotiate shared secrets derived from classical, post-quantum,
and QKD-based sources simultaneously [13]. Figure 4.7 illustrates how multiple key

establishment mechanisms can operate in parallel within such hybrid constructions.
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Figure 4.7: Parallel hybrid key establishment using classical, post-quantum, and optional
quantum-based mechanisms. Adapted from Figure 3.9 of [1], with permission from the
author.
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As shown in Figure 4.7, different key establishment mechanisms are executed concurrently,
each producing an independent shared secret. These may include classical key exchange,
post-quantum key encapsulation, and potentially QKD. The final session key is then derived
by combining all individual secrets, ensuring that the resulting construction remains secure

as long as at least one of the underlying mechanisms remains uncompromised.

The resulting shared secrets are combined and processed through a KDF, typically based
on constructions such as HKDF, to produce the final session keys used for secure commu-
nication [53]. In hybrid settings, the outputs of multiple key establishment mechanisms
may be concatenated or combined through cascade-based approaches before key derivation.
In cascade constructions, the key material is updated iteratively across multiple rounds
until a final shared secret is obtained. This ensures that the resulting communication
session remains secure as long as at least one of the underlying mechanisms remains

uncompromised [13].

A practical example of this approach appears in IPsec, where post-quantum material can
be integrated through pre-shared post-quantum keys. In this model, the post-quantum
key exchange is performed outside the real-time IKEv2 handshake and the resulting
post-quantum pre-shared key is stored by both peers. During tunnel establishment, the
classical key exchange proceeds within IKEv2, and the post-quantum pre-shared material
is subsequently mixed with the classical key material during key derivation. This preserves
compatibility with existing IPsec workflows and reduces the direct impact of post-quantum
operations on handshake latency, while requiring additional infrastructure for the exchange,

storage, and management of post-quantum pre-shared keys [9].

Table 4.1: AEAD schemes involved in the quantum migration. Adapted from Table 3.4
of [1], with permission from the author.

AEAD Cipher Usage Classical (\)  Post-Quantum (1))
AES-GCM-128 TLS, IPsec, MACsec 128 64
AES-GCM-256 TLS, IPsec, MACsec 256 128
AES-CCM-128 TLS 128 64
AES-CCM-256 TLS 256 128
ChaCha20-Poly1305 TLS 256 128
ASCON-128a Lightweight 128 64

Once these keys are established, the resulting session keys are used to protect application
data through symmetric encryption mechanisms, typically using primitives such as AES-256-
GCM. In high-throughput deployments, this data protection can be hardware accelerated,
as examined in Chapters 5 and 6 [8]. Table 4.1 summarizes the AEAD schemes involved in
the quantum migration, highlighting the symmetric encryption mechanisms that continue

to support high-throughput data protection once secure session keys have been established.
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As shown in Table 4.1, the transition to PQC does not fundamentally alter the role
of symmetric authenticated encryption. Instead, AEAD schemes such as AES-GCM,
AES-Counter with CBC-MAC (CCM), ChaCha20-Poly1305, and lightweight alternatives
like Authenticated Security Combined with Nonce (ASCON) continue to provide efficient

confidentiality and integrity protection in the data plane.

In this context, the principal generic quantum-search concern for symmetric cryptography
can be mitigated by selecting sufficiently large key sizes, typically favoring 256-bit keys
where long-term security margins are required. As discussed in Chapter 3, the corresponding
Grover-based reductions represent idealized query-complexity estimates rather than direct
practical attack costs. This reflects an important distinction in the migration process. While
quantum-vulnerable asymmetric primitives require replacement, symmetric authenticated

encryption remains structurally usable with appropriately selected security parameters.

In addition to classical and post-quantum combinations, such constructions can incorporate
additional sources of key material, such as QKD. In those settings, multiple independent
mechanisms contribute to the final shared secret, creating a layered security model. By
integrating classical key exchange, PQC, and QKD-derived keys, these approaches reduce

reliance on any single cryptographic assumption and improve overall system resilience.

QKD can also contribute key material in specialized hybrid deployments. Unlike PQC, which
relies on computational hardness assumptions, QKD derives its security from quantum-
mechanical properties of the communication channel. This guarantee applies specifically to
the key-distribution process and depends on implementation assumptions, device behavior,
and the availability of an authenticated classical channel. QKD therefore does not replace
PQC, since it does not provide general-purpose digital signatures, scalable authentication, or
broad Internet-wide deployment. It is best understood as a complementary mechanism for
specialized links where the required physical and operational infrastructure is available [13,
39].

Hybrid cryptography also introduces costs. Executing multiple primitives during a protocol
exchange increases computation, message size, and implementation complexity. Larger
keys, ciphertexts, and signatures can increase bandwidth consumption and may lead to
packet fragmentation, while additional cryptographic operations can increase handshake
latency. These effects are particularly important in high-throughput systems, where even

small per-connection overheads accumulate at scale [7, 9].

Experimental evaluations indicate that this overhead does not necessarily make hybrid
migration impractical. Hybrid signature combinations, such as ECDSA with ML-DSA or
FN-DSA, can provide competitive signing and verification throughput when the selected

algorithms and deployment architecture match the target environment [9].

Beyond performance considerations, these systems introduce significant integration com-

plexity. Integrating classical, post-quantum, and quantum-based mechanisms requires
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coordination across different software layers, cryptographic libraries, and infrastructure
components, including certificate authorities and key management systems. Ensuring
interoperability across heterogeneous environments becomes more challenging as more
primitives are deployed. At the same time, certain technologies such as QKD impose
additional constraints related to deployment scale and physical infrastructure, which further
complicates system design. In particular, QKD systems are affected by physical limitations
such as fiber attenuation and a secret key rate that decreases with transmission distance,
restricting their practical deployment range [13, 39]. These factors show that hybrid

cryptography is not only a security solution, but also a significant engineering challenge.

Despite these challenges, many current hybrid deployments are transitional risk-reduction
mechanisms, although hybrid designs may persist where defense in depth, interoperability,
or multiple independent key sources remain operationally useful [31, 93]. By maintaining
compatibility with existing systems and providing fallback security guarantees, hybrid
constructions allow organizations to adopt new cryptographic technologies incrementally. As
confidence in post-quantum schemes increases and optimized implementations become more
widely available, systems are expected to move toward fully quantum-resilient architectures

with reduced reliance on hybrid combinations [13].

Collectively, hybrid cryptography plays a key role in the evolution of secure communication
systems. It enables classical and post-quantum mechanisms to operate together, providing
a practical path for managing the transition. At the same time, it shows that moving
toward quantum-resistant cryptography is not simply a matter of replacing algorithms, but
requires a broader system-level transformation that must balance security, performance,
and operational constraints. These challenges motivate the migration strategies examined

in the following section.

4.4 Migrating to Post-Quantum Cryptography

The transition to PQC represents more than a simple upgrade of cryptographic algorithms.
It is a system-wide transformation that affects the entire digital security ecosystem. In this
context, migration refers to the gradual replacement of classical asymmetric cryptographic
primitives, such as RSA, DH, and ECC, with quantum-resistant alternatives based on
different mathematical assumptions. While symmetric cryptography can be adapted by
increasing key sizes, asymmetric systems require a deeper redesign because their underlying
security mechanisms must be replaced entirely. Accordingly, migration involves not only
the substitution of algorithms, but also the reconfiguration of protocols, key management

systems, and the broader PKI that supports modern communication.

This transformation is inherently complex because cryptographic mechanisms are tightly
integrated into existing systems. Modern infrastructures rely on long-established standards

and protocols that require interoperability and backward compatibility across diverse envi-
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ronments. Introducing new primitives into such ecosystems cannot be performed abruptly,
as it may break communication between systems that support different mechanisms. Si-
multaneously, post-quantum schemes impose additional computational and communication
overhead, which complicates their integration into performance-sensitive applications. For
these reasons, migration is a non-trivial process that must be carefully staged and managed

over time.

For the purposes of this book, migration can be viewed as a multi-stage process that
evolves alongside technological and standardization developments. The initial phase
involves the deployment of hybrid cryptographic mechanisms, where classical and post-
quantum primitives coexist within the same protocol to ensure backward compatibility and
maintain security guarantees [13]. This phase is followed by an integration and validation
stage. During this stage, existing protocol suites, such as TLS, IPsec, and MACsec, are
adapted to support quantum-resistant primitives and evaluated in realistic deployment
environments [13, 16]. The final stage corresponds to the emergence of fully crypto-agile
systems, in which post-quantum algorithms are deployed as primary mechanisms. In this
setting, hybrid constructions may eventually be replaced once sufficient confidence in their

security and performance has been established.

This transition is reflected not only at the architectural level, but also in the key-
establishment mechanisms that must coexist during migration. Table 4.2 presents repre-
sentative classical key-exchange mechanisms, post-quantum key encapsulation mechanisms,
and hybrid combinations involved in this process. These hybrid approaches combine
established schemes such as ECDH with post-quantum key encapsulation mechanisms like
ML-KEM, enabling the construction of dual- or multi-layered security models that rely on

independent cryptographic assumptions.

Table 4.2: Key exchange mechanisms involved in the quantum migration. Adapted from
Table 3.2 of [1], with permission from the author.

Classical Post-Quantum NIST

KEX / KEM PK (B) SK (B) Encap (B) ) (\) Level
ECDH P-256 65 32 65 128 0 -
ECDH P-384 97 48 97 192 0 -
ECDH P-521 133 66 133 256 0 -
MODP 2048 DH 256 256 256 112 0 -
X25519 32 32 32 128 0 -
ML-KEM-512 800 1632 768 128 128 L1
ML-KEM-768 1184 2400 1088 192 192 L3
ML-KEM-1024 1568 3168 1568 256 256 L5
Hybrid P-256 + ML-KEM-512 865 1664 833 128 128 L1
Hybrid P-384 + ML-KEM-768 1281 2448 1185 192 192 L3

Hybrid P-521 + ML-KEM-1024 1701 3234 1701 256 256 L5
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The security-strength values in Table 4.2 are intended as comparative parameter-level
reference points rather than complete security bounds for the resulting protocols. In
hybrid constructions, overall security also depends on how the component mechanisms are

combined, authenticated, and incorporated into the protocol key schedule.

Recent production deployments show that this transition has moved beyond isolated
experimental implementations. Hybrid X25519MLKEM768 key establishment is now being
introduced across several large operational ecosystems. Google Cloud supports it on major
API endpoints and load balancers, Apple enables it by default in current TLS networking
APIs, AWS has deployed ML-KEM-based hybrid TLS to security-sensitive service endpoints,
and Akamai has deployed hybrid post-quantum protection across client-to-edge, inter-edge,
and edge-to-origin communication paths [94, 95, 96, 97]. These deployments indicate that
the practical migration challenge is increasingly shifting from algorithm availability toward
interoperability, cryptographic agility, software and protocol upgrades, and coordinated

deployment across heterogeneous infrastructure.

Migration is increasingly shaped not only by cryptographic standardization, but also by
security-authority guidance that translates the quantum threat into concrete lifecycle,
procurement, and system requirements. These frameworks do not all have the same
regulatory scope. In the United States, Commercial National Security Algorithm Suite
(CNSA) 2.0 defines quantum-resistant requirements primarily for U.S. National Security
Systems rather than a general mandate for commercial systems. CNSA 2.0 specifies
AFES-256 for symmetric protection, ML-KEM-1024 for key establishment, ML-DSA-87
for general-purpose digital signatures, and permits LMS and XMSS in specific software-
and firmware-signing applications. Its current transition schedule requires new National
Security System acquisitions to support CNSA 2.0 from 2027, phases out equipment
and services unable to support the suite by the end of 2030, and mandates CNSA 2.0
algorithms by the end of 2031, within the broader objective of making National Security
Systems quantum-resistant by 2035 [32]. Importantly from a system-design perspective,
NSA also identifies cryptographic agility as necessary for this transition and recommends
that equipment retain sufficient memory, processing capability, and protocol capacity to

accommodate future cryptographic changes through software updates [32].

European migration guidance follows a more distributed but similarly staged approach.
The 2025 Coordinated Implementation Roadmap for the Transition to Post-Quantum
Cryptography calls on all EU Member States to start transitioning by the end of 2026 and
identifies the protection of critical infrastructure as a priority to be transitioned as soon
as possible and no later than the end of 2030 [67]. A joint statement from cybersecurity
authorities in 18 EU Member States similarly recommends cryptographic inventory, risk-
oriented prioritization based on information sensitivity and protection lifetime, explicit
consideration of harvest-now-decrypt-later threats, migration planning and budgeting,
crypto-agility, and hybrid deployment during the transition [31]. At the technical level, the
applicable European Cybersecurity Certification Group Agreed Cryptographic Mechanisms
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guidance recommends prioritizing post-quantum protection for long-lived confidentiality
and deploying post-quantum asymmetric mechanisms in hybrid mode with established
classical mechanisms, while also adapting symmetric key and hash lengths to the quantum
threat [98]. Current Federal Office for Information Security (BSI) guidance for TLS and
IKEv2 likewise anticipates the introduction of quantum-safe mechanisms through hybrid
use with recommended classical mechanisms as suitable protocol standards mature [99,
100].

Recent French and European guidance further illustrates how this transition is moving
from algorithm selection toward protocol and system engineering. French National Cyber-
security Agency (ANSSI) recommends that organizations begin quantum-risk analysis and
cryptographic inventory now, prioritize critical cryptographic use cases, and incorporate
post-quantum support into normal system-renewal and procurement cycles [101]. Its 2026
guidance on crypto-agility is explicitly directed at developers and system architects and
emphasizes the need for systems to accommodate future changes in cryptographic mecha-
nisms without major redesign [33]. ANSSI has also published dedicated 2026 transition
guidance for TLS 1.3, IPsec, and Secure Shell (SSH), reflecting the increasing maturity of
protocol-level migration work [101]. In parallel, European Union Agency for Cybersecurity
(ENISA)’s 2026 hybridization report maps ongoing standardization across TLS, IKEv2,
SSH, Cryptographic Message Syntax (CMS)/Secure/Multipurpose Internet Mail Extensions
(S/MIME), PKI, and related mechanisms; the report is a standards-status analysis rather
than a normative ENISA or ECCG recommendation [93]. Taken together, these devel-
opments reinforce the system-level view adopted in this book. Successful post-quantum
migration requires coordinated planning across cryptographic inventory, protocols, software,
hardware capacity, trust infrastructure, procurement, and system lifecycles rather than the

isolated replacement of individual cryptographic primitives.

Against this policy and deployment background, a key requirement throughout this process
is crypto-agility, which refers to the ability of a system to adapt to new cryptographic
primitives without requiring major changes to its architecture [13]. In a rapidly evolving
threat landscape, where both classical and quantum attacks must be considered, this
flexibility enables systems to respond to newly discovered vulnerabilities or advances in
cryptanalysis. This aspect is particularly important in the post-quantum context, where
standardized algorithms may continue to evolve, and where the ability to switch or combine
primitives dynamically provides an important layer of resilience. Crypto-agile systems also
enable the deployment of hybrid and triple-hybrid constructions that can be adapted at

runtime based on application requirements or emerging threats [13].

Despite this structured progression, migration introduces a range of technical challenges
that affect both performance and system design. Post-quantum algorithms typically require
additional computation and introduce a larger spatial footprint through larger public
keys, ciphertexts, and signatures. For example, ML-DSA public keys are approximately

twenty times larger than those for ECDSA, which can contribute to packet fragmentation
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and increased bandwidth consumption [6, 9]. These costs must be accommodated by
infrastructures that already operate under significant processing and communication
constraints. Their system-level implications are examined in Chapter 5 and evaluated

experimentally in Chapter 6.

Beyond performance considerations, the migration process also introduces a number of
security and operational risks. The HNDL threat discussed in Section 3.4 reinforces the
need for early migration, while operational inertia can prolong reliance on outdated and
quantum-vulnerable algorithms [13]. Further risks arise from performance bottlenecks.
Poorly optimized post-quantum implementations can introduce latency and increase com-
putational load, potentially affecting performance-critical applications such as large-scale
data processing and Al workloads [12, 21]. Furthermore, newly standardized algorithms
may still be exposed to implementation-level vulnerabilities, including side-channel attacks

or design oversights that appear during early deployment phases [87, 88, 89].

These migration challenges also have architectural consequences, since the additional
computational and communication requirements of post-quantum mechanisms affect where
cryptographic functions can be executed efficiently. The resulting infrastructure-level
adaptations, including hardware-assisted execution and the distribution of cryptographic
processing across system components, are examined in Chapter 5 and evaluated through

applied deployments in Chapter 6.

Beyond hardware-based optimizations, migration strategies also rely on hybrid and multi-
protocol constructions that provide redundancy and flexibility. By combining classical, post-
quantum, and in some cases quantum-based key establishment mechanisms, these methods
ensure that communication remains secure as long as at least one of the underlying primitives
remains uncompromised. Furthermore, the integration of post-quantum cryptographic
libraries into virtualized environments enables cloud-native systems to adopt new security
mechanisms without sacrificing scalability. Such approaches highlight the importance
of designing systems that remain adaptable to both current and future cryptographic

requirements [18, 19].

The distinction between short-term and long-term migration mechanisms is especially visible
in IKEv2. Pre-shared post-quantum key approaches, such as those based on RFC 8784,
provide a transitional mechanism by mixing externally provisioned key material into the
protocol. However, this approach offers limited scalability and weaker support for dynamic
rekeying, since the post-quantum material must be distributed and managed outside the
normal key-exchange process. By contrast, RFC 9370 integrates multiple successive key
exchanges directly into IKEv2, enabling dynamic negotiation, rekeying, multiple hybrid
combinations, and stronger crypto-agility. This makes RFC 9370 a more suitable long-term

mechanism for quantum-resilient IPsec migration [13, 102, 103].

Looking ahead, the long-term objective of migration is the realization of fully integrated,

high-performance, and quantum-resilient infrastructures. These environments combine
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crypto-agile design with optimized hardware support, enabling secure communication across
the entire edge-to-cloud continuum. In this context, communication across the infrastructure
is protected through multilayer encryption strategies, for example by combining link-layer
mechanisms such as MACsec with network-layer protocols such as IPsec, ensuring end-to-

end protection across different abstraction layers [16].

More broadly, such infrastructures are expected to rely on a hybrid security landscape
in which multiple cryptographic paradigms coexist. In particular, PQC provides scal-
able authentication and key establishment, while QKD can contribute key-distribution
material with information-theoretic security guarantees under the assumptions of the
QKD protocol, including an authenticated classical channel and appropriate device and
implementation security. QKD therefore complements rather than replaces post-quantum
authentication and digital signatures. In specialized links where the required quantum and
key-management infrastructure is available, combining these mechanisms can strengthen
long-term confidentiality while preserving scalable authentication [13, 39]. This perspective
reflects a broader shift toward infrastructures in which security is not treated as an isolated

component, but as a core and continuously evolving part of the system as a whole.

In summary, managing the transition to PQC requires a careful balance between security,
performance, and operational constraints. Rather than a simple replacement of algorithms,
it involves coordinated changes to protocols, infrastructure, and long-term system de-
sign. This complexity highlights that the development of quantum-resilient systems is
fundamentally a system-level challenge, requiring both technical innovation and strate-
gic decision-making. These considerations naturally lead to the broader implications of

post-quantum migration, which are examined in the following section.

4.5 What Post-Quantum Migration Means for Systems

The transition to PQC changes not only which algorithms are used, but also how cryp-
tographic work is integrated into protocols and infrastructures. Classical secure commu-
nication systems were designed around compact public-key operations for authentication
and key establishment, followed by efficient symmetric encryption for bulk data protection.
Post-quantum mechanisms preserve this functional separation, but they alter its cost profile
by introducing larger keys, ciphertexts, and signatures, as well as different computational

requirements.

At the protocol level, these changes primarily affect operations such as handshakes, certifi-
cate validation, key establishment, algorithm negotiation, and rekeying. These procedures
must be adapted to support post-quantum or hybrid mechanisms while preserving interop-
erability with existing deployments. Once session keys are established, high-throughput

data protection can continue to rely on symmetric authenticated encryption, provided that
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appropriate key sizes are selected. This distinction explains why migration must address

both the cryptographic primitives themselves and the protocols that coordinate their use.

At the system level, larger cryptographic artifacts and more complex operations can affect
bandwidth, memory movement, packet fragmentation, latency, and resource utilization.
These effects are not uniform across deployment environments. A mechanism that is
practical in a data-center environment may be unsuitable for a constrained endpoint, while
a compact signature may reduce communication overhead but increase signing complexity.
Algorithm selection must therefore be evaluated together with protocol behavior, endpoint

capability, and operational constraints [6, 9].

These constraints also influence where cryptographic operations are executed. In some
environments, post-quantum processing can remain in software, especially for moderate
connection rates or endpoints with sufficient processing capacity. In high-throughput
infrastructures, however, the additional cost of post-quantum handshakes, certificate
validation, and key-management operations may motivate closer integration with hardware-
assisted networking and security components. The detailed architectural consequences of
this shift, including offloading, programmable network interfaces, and infrastructure-level

acceleration, are examined in the following chapters [12, 104].

Post-quantum migration also requires crypto-agility. Since standards, implementations,
and cryptanalytic confidence will continue to evolve, systems must support algorithm
negotiation, parameter updates, certificate replacement, and controlled deprecation of vul-
nerable mechanisms. Hybrid deployments provide one transitional method for maintaining
compatibility and reducing reliance on a single assumption, but long-term deployment

requires architectures that can evolve without complete redesign.

Post-quantum migration is therefore a system-level process. It begins with new mathe-
matical foundations, but its success depends on protocol integration, operational planning,
implementation security, and deployment flexibility. The next chapter turns from migration

strategy to the infrastructure in which these mechanisms must operate.



Chapter 5

From Infrastructure to Application

in Post-Quantum Cryptography

This chapter examines how PQC is realized within modern digital infrastructures. Building
on the algorithmic perspective developed in Chapter 4, the focus shifts toward the system-
level context in which these mechanisms must operate. It first considers cryptography as a
foundational component of contemporary infrastructure and then analyzes how architectural
and protocol-level constraints shape post-quantum deployment. The discussion then
introduces the distinction between infrastructure-level and applied PQC, clarifying how
mathematical mechanisms are mapped onto protocols, software paths, and hardware
execution models. Finally, the chapter illustrates this mapping through representative
protocol and system mechanisms, establishing the infrastructure baseline for the applied

evaluations that follow.

Source note. Parts of the infrastructure discussion and selected illustrations in this chapter
draw on Chapters 4 and 6 of [1] and Chapter 3 of [2]. The material has been reorganized

and extended with the additional sources cited throughout.

5.1 Cryptography in Modern Infrastructure

In modern digital systems, cryptography is no longer an isolated mathematical primitive. It
operates across communication protocols such as TLS, IPsec, and MACsec, trust frameworks
such as PKI, operating-system networking stacks, and increasingly specialized hardware
components such as NICs, SmartNICs, and DPUs. In this environment, cryptography
functions as a core architectural element that spans software, protocols, and hardware [50,
52, 62].

This level of integration has direct consequences for the transition to PQC. Since public-

key mechanisms are embedded in authentication, key establishment, certificates, and
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protocol negotiation, replacing quantum-vulnerable primitives requires coordinated changes
across the system stack. The transition therefore cannot be treated as a local algorithm
substitution. It affects protocol formats, key-management logic, software libraries, hardware

execution paths, and operational workflows.

When PQC is considered in real-world infrastructure, additional constraints become visible.
Post-quantum schemes introduce larger public keys, ciphertexts, and signatures, as well as
different computational profiles. These properties affect bandwidth, memory movement,
packet processing, latency, and scalability. As a result, the practical deployment of
PQC depends not only on mathematical security, but also on whether the surrounding
infrastructure can absorb the additional computational and communication costs [9, 36,
37].

5.2 Infrastructure as a Constraint on Post-Quantum Cryp-

tography

In modern computing environments, cryptography operates within tightly defined system
and protocol boundaries. These boundaries directly constrain how post-quantum schemes
can be deployed. Cryptographic processing is embedded in operating-system networking
stacks, protocol implementations, certificate validation logic, and hardware execution
paths. As a result, PQC cannot be introduced only by replacing one algorithm with
another. It must fit within the data structures, packet formats, negotiation mechanisms,

and performance constraints of existing infrastructure.

This execution context is illustrated in Figure 5.1, which shows how packets traverse the
Linux networking stack during ingress and egress. The figure highlights that packets pass
through a structured pipeline involving the network interface, kernel networking components,
routing logic, transport processing, and application-facing interfaces. Cryptographic
mechanisms must integrate into this pipeline without disrupting throughput, compatibility,

or policy enforcement [2, 105].

Figure 5.1 highlights how the protocol-level separation introduced in Chapter 2 maps onto
a concrete system execution path. Session-establishment functions such as authentication,
policy evaluation, and key negotiation are handled through control-plane logic, while the
resulting symmetric protection is applied to continuous traffic in the data path. In optimized
deployments, selected high-volume operations may be transferred to hardware-assisted

paths to reduce repeated involvement of the host CPU.

In high-performance environments, this packet-processing path may be further optimized
by bypassing the traditional kernel networking stack. Frameworks such as the Data
Plane Development Kit (DPDK) enable packet processing directly in user space, avoiding

interrupt-driven kernel processing and reducing overhead associated with socket buffers and
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Ingress Egress

Figure 5.1: The path of a packet through the Linux kernel during ingress and egress.
Adapted from Figure 3.3 of [2], with permission from the author.

context switches. Instead of traversing multiple kernel layers, packets can be received from
the network interface and processed directly by user-space applications through polling-
based mechanisms. This approach enables significantly higher packet throughput and
improved scalability across multiple cores, which is essential for sustaining cryptographic
processing at line-rate speeds in data-center environments. However, bypassing the kernel
also reduces compatibility with conventional debugging and monitoring tools, introducing

additional operational complexity [2].

A further performance consideration arises from memory management. High-speed packet-
processing frameworks often rely on large memory pages, or HugePages, rather than
standard memory pages used by the operating system. By allocating larger contiguous
memory regions, these approaches reduce address-translation overhead and improve cache
efficiency, which is particularly important for workloads involving frequent memory ac-
cess. In the context of PQC, where larger keys, signatures, and ciphertexts increase
memory movement and I/O demands, such optimizations can help maintain overall system

performance [2].

Infrastructure constraints also depend on traffic patterns. North—south traffic refers to com-
munication between external clients and internal data-center resources, typically traversing
perimeter components such as firewalls, load balancers, and intrusion-detection systems.
East—west traffic occurs within the data center between servers, services, containers, or
virtual machines. In modern cloud and hyperscale environments, east—west traffic often
dominates total bandwidth consumption due to distributed storage systems, microservice

architectures, and parallel computing workloads that require frequent inter-node communi-
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cation [106, 107]. This internal communication must be protected at high throughput and

low latency, which places additional pressure on cryptographic processing pipelines.

These constraints are reinforced by performance limitations that dominate practical de-
ployment. Modern systems already operate under significant resource pressure, with a
substantial portion of computational capacity consumed by infrastructure-related tasks
such as memory movement and packet processing. This pre-existing overhead is often
described as the “data center tax” and has been reported to account for roughly 30% of
CPU cycles in large-scale systems [23]. Post-quantum cryptographic schemes introduce
additional computational complexity, especially in lattice-based constructions that rely on
polynomial arithmetic, matrix-vector multiplication, sampling, and hashing. They also
increase the spatial footprint of cryptographic material, which raises bandwidth usage, 1/O

overhead, and latency [9].

At the same time, a growing gap has emerged between network bandwidth and general-
purpose processing capability. Modern network interfaces operate at rates that make
host-based packet processing increasingly difficult to sustain at line rate. As a result, the
bottleneck in secure communication shifts from link capacity to computational throughput.
This shift is especially important for PQC, whose additional processing and communication

costs amplify the limitations of traditional CPU-centric designs [24, 104].

In high-throughput environments, these pressures motivate a shift from CPU-centric toward
network-centric execution, in which selected networking and security functions are moved
closer to the data path while general-purpose processors remain available for application
workloads. At high data rates, this protocol separation becomes an execution-placement
problem. Post-quantum control-plane functions can remain in programmable software
paths, while continuous symmetric traffic protection may be mapped to hardware-assisted

execution on components such as DPUs and SmartNICs [7, 12].

DPUs and SmartNICs extend conventional network interfaces by integrating embedded
processors, programmable packet-processing pipelines, and dedicated acceleration engines.
Unlike traditional NICs, which primarily handle physical and link-layer functions, these
devices can execute networking, security, and storage-related operations closer to the data
path [1, 104].

Figure 5.2 illustrates this architectural shift by comparing a conventional NIC-based server
with a SmartNIC-based design. In the conventional model, packet processing and security
operations remain primarily attached to the host system. In the SmartNIC-based model,
programmable processing capabilities are moved closer to the network interface, allowing

selected networking and security functions to be executed nearer to the data path.

In the context of PQC, this architecture helps preserve host resources while allowing high-
throughput data protection to continue once quantum-resilient control-plane mechanisms

have established the required session keys.
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Figure 5.2: Schematic comparison of a conventional NIC-based server and a SmartNIC-
based server architecture. Adapted from Figure 4.1 of [1], with permission from the author.

At large scale, these constraints directly determine the feasibility of PQC. Data-center,
cloud, and AI environments must support large numbers of concurrent secure flows while
transferring substantial volumes of data between storage, compute, and service nodes [17].
In such settings, even modest per-operation overheads introduced by post-quantum mecha-
nisms can accumulate into system-wide bottlenecks. Larger keys and signatures increase
pressure on memory and I/O systems, while frequent authentication and certificate valida-
tion can increase the demand for signature generation and verification [21]. Consequently,
a cryptographic scheme that appears efficient in isolation may become impractical unless

the surrounding infrastructure can absorb its cumulative costs.

5.3 Infrastructure-Level and Applied Post-Quantum Cryp-
tography

For the purposes of this discussion, a distinction can be drawn between infrastructure-level
PQC and applied PQC. This distinction is not intended as standardized terminology. It
is used here as a conceptual tool to separate two related questions concerning where
post-quantum mechanisms must be integrated, and how they behave when deployed in

real systems.

Infrastructure-level PQC refers to the integration of post-quantum mechanisms into the
architectural foundations of digital systems. This includes communication protocols,
certificate ecosystems, key-management frameworks, operating-system networking stacks,

and hardware-assisted execution paths. At this level, the main concern is compatibility
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with the structures that already coordinate trust, authentication, key establishment, and

data protection.

Applied PQC refers to the behavior of these mechanisms under operational constraints.
This includes their effect on latency, throughput, memory movement, I/O overhead, packet
fragmentation, hardware acceleration, virtualization, and scalability. A scheme that is
mathematically secure may still be difficult to deploy if its computational or communication

costs exceed the capabilities of the target environment.

This distinction is useful because mathematical security alone does not determine deploya-
bility. Theoretical PQC focuses on constructing primitives from problem families believed
to resist both classical and quantum adversaries. Infrastructure-level PQC asks how those
primitives can be integrated into existing systems. Applied PQC asks whether the resulting

deployment can operate efficiently, securely, and reliably under real workload conditions.

In practice, these levels interact because protocol structures must be mapped onto concrete
software, networking, and hardware execution paths. Successful deployment therefore

depends on both cryptographic design and system architecture.

This perspective changes how PQC is understood. It is not only an algorithmic transition,
but also an infrastructure problem. Achieving quantum-resilient security requires coordi-
nated changes across protocols, software stacks, hardware accelerators, key-management
systems, and operational processes. This framing prepares the ground for the applied

examples discussed in the following section.

5.4 What Applied Post-Quantum Cryptography Means in

Practice

The distinction outlined above becomes concrete at the protocol level, where post-quantum
mechanisms must be incorporated into existing key-management procedures and communi-

cation architectures.

In protocols such as IPsec, post-quantum integration focuses on IKEv2. Hybrid approaches
combine classical mechanisms, such as DH, with post-quantum schemes such as ML-KEM
to derive shared secrets. Similarly, in MACsec, integration is achieved through the MKA,
where hybrid master keys can be established through software-defined control planes or
extended handshake mechanisms. This key-management logic is illustrated in Figure 5.3,
which shows how the MKA protocol derives the cryptographic material used to protect
Ethernet traffic. The figure highlights both pre-shared and dynamically established keying
modes, where either a pre-shared Connectivity Association Key (CAK) and Connectivity
Association Key Name (CKN), or a dynamically derived Master Session Key (MSK), serve
as the initial input. Through a sequence of key derivation steps, this material is transformed
into the SAK, along with auxiliary keys such as the KEK and ICK. The SAK is then used
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Figure 5.3: MKA hierarchy illustrating both pre-shared and dynamic key derivation modes,
and the generation of Secure Association Key (SAK), Key Encryption Key (KEK), and
Integrity Check Key (ICK) used for data-plane protection. Adapted from Figure 6.3 of [1],
with permission from the author.

to protect data-plane traffic through symmetric encryption, illustrating the separation

between control-plane key establishment and data-plane protection [1, 64].

This hierarchy also illustrates the practical role of key derivation in applied PQC. Shared
secrets established through classical, post-quantum, or hybrid mechanisms are not used
directly as data-plane keys. Instead, they are processed through structured KDFs, which
derive multiple independent keys for distinct protocol functions. In protocols such as
MACsec, this includes keys for encryption, integrity protection, and key wrapping. This
separation ensures that post-quantum or hybrid key establishment can be integrated
into the control plane while preserving the symmetric key hierarchy required for efficient
data-plane protection [64].

In virtualized environments, technologies such as Single Root 1/O Virtualization (SR-IOV)
allow multiple virtual machines to share a physical network interface through hardware-
exposed Virtual Functions (VFs) while supporting traffic isolation [108, 109]. Post-quantum
or hybrid security mechanisms can then be applied within these virtualized communica-
tion paths. In the evaluated virtualized deployments, post-quantum authentication and
key establishment are executed in programmable software paths, while high-throughput

symmetric data protection can be assigned to hardware offload components [9, 19].

Under these constraints, PQC changes protocol behavior primarily through larger cryp-
tographic artifacts and operation-dependent computational costs. Optimized ML-KEM

key establishment can be comparatively efficient, while signature operations, hybrid con-
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structions, and constrained implementations may introduce greater processing cost. Larger
public keys, ciphertexts, and signatures increase handshake size and can contribute to
fragmentation, while protocol encapsulation such as ESP and SecTAG further reduces

effective payload capacity [9, 40, 90].

Figure 5.4: Use of AES-GCM for frame protection in MACsec. Adapted from Figure 6.2
of [1], with permission from the author.

Figure 5.4 illustrates how AES-GCM is applied within the MACsec protocol to provide
authenticated encryption and how this process introduces protocol-level overhead. As
shown in the figure, AES-GCM operates by generating a keystream using counter-mode
encryption while simultaneously computing an authentication tag over both the encrypted

payload and associated data, such as protocol headers [47].

This distinction between encrypted payload and authenticated associated data is essential
in network protocols. Certain header fields must remain visible so that switches and
routers can forward traffic correctly, but they must still be protected against tampering.

AEAD constructions therefore allow protocols to preserve packet-processing functionality
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while ensuring integrity and authenticity for both encrypted and non-encrypted protocol
fields [52].

In the case of MACsec, this ensures that Ethernet frames are protected in terms of
confidentiality and integrity, while the outer header remains visible for forwarding across
the network. The figure highlights how additional inputs, including sequence numbers and
security parameters, are incorporated into the encryption and authentication process. From
a system perspective, this illustrates that even efficient symmetric mechanisms introduce
structural overhead at the packet level, which reduces effective payload capacity and must
be accounted for when post-quantum mechanisms further increase the cost of control-plane

operations responsible for key establishment.

In the high-throughput deployments examined here, software-only data-plane processing can
substantially reduce throughput [9, 14]. This established protocol distinction maps onto a
layered execution model in practical systems. At the software level, post-quantum or hybrid
authentication, policy negotiation, certificate validation, and key-establishment functions
can be executed in programmable components. At the kernel level, systems manage
cryptographic policies, routing decisions, and security associations. In high-performance
environments, parts of packet processing may bypass the traditional kernel path through

user-space frameworks, while selected operations may use hardware-assisted execution.

Continuous symmetric data protection can then be mapped to specialized hardware engines
capable of line-rate encryption and authentication. This layered execution model preserves
flexibility for evolving post-quantum mechanisms while accelerating high-volume traffic

protection [14].

The deployment of PQC in real-world environments therefore introduces trade-offs that
directly affect performance and scalability. Larger cryptographic artifacts increase band-
width and memory pressure, while more complex operations increase processing cost.
Different algorithms expose these costs differently. Some favor faster execution, while
others reduce bandwidth consumption through smaller signatures [4]. In virtualized and
edge environments, these trade-offs become more pronounced because isolation, resource
sharing, and limited processing capacity further constrain deployment [10, 17, 18, 19].
Applied PQC must therefore balance security, performance, and adaptability across diverse

deployment contexts.



Chapter 6

Applied Post-Quantum
Cryptography in Practice

This chapter examines applied PQC, focusing on how quantum-resilient mechanisms behave
when integrated into real communication and computing systems. Building on the system-
level perspective developed in Chapter 5, the discussion moves from conceptual deployment
challenges toward concrete architectural, protocol, and performance considerations. It first
explains why PQC must be evaluated beyond algorithmic security alone, then analyzes how
these mechanisms are incorporated across the networking stack. The chapter subsequently
examines the performance and scalability constraints introduced by post-quantum schemes,
followed by the role of hardware acceleration and cryptographic offloading in sustaining
high-throughput communication. Finally, it considers the deployment of PQC in virtualized
and multi-tenant environments, showing that practical adoption depends on the coordinated

interaction between algorithms, protocols, hardware, and system architecture.

Source note. Selected architectural and protocol material in this chapter draws on Chapter 4
of [1] and Chapters 4=5 of [2]. The empirical analysis synthesizes the published experimental

studies and independent measurements cited throughout.

6.1 From Cryptographic Algorithms to System Deployment

The transition from PQC as a theoretical construct to its deployment in real systems
introduces challenges that extend beyond algorithmic design. In theoretical settings,
cryptographic schemes are evaluated primarily according to mathematical hardness and
resistance to known quantum algorithms. In practical environments, however, post-quantum
schemes must also satisfy constraints imposed by protocols, software stacks, hardware

platforms, and workload characteristics.
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Figure 6.1: General architecture of a networked system with post-quantum cryptography in-
tegration across far-edge, edge, and cloud domains. Networking and security functions such
as Remote Direct Memory Access (RDMA), Remote Procedure Call (RPC), and Message
Passing Interface (MPI) may be supported by hardware components including Peripheral
Component Interconnect Express (PCle) devices, SmartNICs, and DPUs. Adapted from
Figure 1 of [12], reprinted with permission from IEEE Proceedings.

One immediate consequence is a change in the computational and spatial profile of public-key
cryptography. Depending on the scheme and implementation, post-quantum mechanisms
may introduce additional computational cost, while their public keys, ciphertexts, and
signatures are often larger than classical equivalents. These properties affect processing
The

suitability of a scheme therefore depends strongly on the deployment context rather than

capacity, memory movement, packet size, bandwidth consumption, and latency.

on theoretical security alone [36, 37, 40].

Applied PQC examines this interaction between algorithms and systems. It asks how
quantum-resilient mechanisms behave when integrated into real communication protocols,
high-speed packet-processing pipelines, hardware-assisted execution paths, and virtualized
environments. This perspective is essential because a scheme that is secure in isolation
may still become difficult to deploy if its computational or communication costs exceed the

capabilities of the target infrastructure.

This architectural transition is illustrated in Figure 6.1, which presents a generalized view
of a modern networked system in which PQC is integrated across far-edge, edge, and
cloud domains. The figure highlights how post-quantum certificates and key-establishment
mechanisms support trust across distributed infrastructure, while networking and security
functions may be assisted by hardware components close to the data path. At the same
time, it reflects the increasing distribution of computation across the infrastructure, where

key networking and security functions are no longer confined to the host processor.
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6.2 Post-Quantum Cryptography in the Networking Stack

Cryptography in modern systems is not an isolated component, but a function embedded
across the communication stack. Its placement is commonly described through layered
models such as the OSI model and the TCP/IP architecture, where security mechanisms
are integrated at different levels depending on the protocol [110, 111]. At the data link
layer, mechanisms such as MACsec protect Ethernet frames directly by adding integrity
and confidentiality fields while preserving addressing information for forwarding [52].
Because MACsec operates at the link layer, it is transparent to higher-layer protocols
and does not require changes to the IP, transport, or application layers. Once supported
by the communicating endpoints, protected Ethernet frames can traverse intermediate
network elements while preserving the existing communication stack. At the network
layer, IPsec secures IP packets by encapsulating and protecting their contents, providing
end-to-end security between hosts and network domains [62]. Above the transport layer,
TLS protects application data by encapsulating it in encrypted records [50]. Because these
protocols operate at different layers, their suitability for hardware acceleration also differs.
Application-layer mechanisms such as TLS are often implemented primarily in software,
whereas lower-layer mechanisms such as IPsec and MACsec can more directly exploit
network-interface and data-path acceleration. Within this layered view, cryptography
is executed continuously as part of packet processing, becoming an integral part of the

communication pipeline rather than an external operation.

In high-performance environments, this integration can extend further through kernel-
bypass frameworks such as DPDK. Instead of relying on interrupt-driven packet processing
within the operating system, DPDK enables user-space applications to access network
interface hardware directly using polling-based mechanisms. This avoids overhead associated
with context switching, socket buffers, and kernel networking layers, allowing packets to
be processed at significantly higher throughput. In such architectures, cryptographic
operations, including post-quantum handshakes and packet protection, can be integrated
directly into the user-space data path, making them part of a highly optimized packet-

processing pipeline.

This layered placement also interacts with traffic patterns. TLS is widely used for
application-layer client—service and service—service communication, while [Psec and MAC-
sec protect traffic at the network and link layers across both east—west and north—south
paths. The experimental deployments considered here illustrate both traffic patterns.
Intra-data-center east—west communication can be protected through DPU-offloaded AES-
256-GCM at 100 Gbit/s line rate, while north-south communication between a wireless
edge client and a cloud-side DPU can be protected through a post-quantum-secured IPsec
tunnel at approximately 0.486 Gbit/s [10, 17].
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Such dual traffic patterns are particularly relevant for confidential AI workloads, where ex-
ternal clients may access cloud-hosted models through north—south traffic while distributed
training or inference pipelines generate large volumes of protected east—west communication
inside the data center [17].

The complementary roles of MACsec and IPsec also make it possible to construct multilayer
quantum-resilient data-transfer architectures. In such design, MACsec provides link-layer
protection for Ethernet frames within local or data-center networks, while IPsec provides
network-layer protection for IP packets across routed or potentially untrusted domains.
Deploying both mechanisms together creates a defense-in-depth model in which data is
protected at multiple levels rather than relying on a single cryptographic layer. This is
particularly relevant for high-capacity data-center and wide-area deployments, where traffic

may traverse both trusted local fabrics and external network paths [16].

This distinction also extends beyond centralized data centers to cloud-edge continuum
environments, where cloud servers, edge nodes, and constrained devices exchange data
across distributed infrastructure. In such settings, DPUs can act as intermediate security
and processing nodes, performing encryption, packet handling, and post-quantum protocol
operations close to the data path. This reduces the burden on central High-Performance
Computing (HPC) or cloud servers while enabling quantum-resilient communication be-

tween edge and cloud resources [11].

Building on the control-plane/data-plane separation introduced in Chapter 2, the post-
quantum transition primarily affects the authentication and key-establishment mechanisms
of existing secure protocols rather than continuous symmetric traffic protection. In MACsec,
this concerns the MKA protocol; in IPsec, IKEv2; and in TLS, the handshake protocol [50,
60, 64]. The following discussion examines how these protocol-specific mechanisms are
adapted for post-quantum and hybrid key establishment and how the resulting changes

affect key derivation, message size, and deployment behavior.

This transformation can be better understood by examining how session keys are derived in
classical protocol designs. In IKEv2, shared secrets are established through DH KEX and
subsequently expanded using pseudo-random functions to produce multiple cryptographic

keys for encryption, integrity protection, and authentication.

In this process, a shared secret is first derived from the exchanged key material and then
expanded into a set of session keys using a key derivation function. These derived keys
are used for both control-plane protection (e.g., authentication and integrity of handshake

messages) and for generating data-plane keys used by protocols such as ESP.

From a post-quantum perspective, this construction introduces a fundamental vulnerability
because the initial shared secret depends entirely on classical DH assumptions, which can

be efficiently broken by quantum algorithms such as Shor’s. As a result, all derived session
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keys inherit this weakness, meaning that both control-plane and data-plane security can

be compromised if the underlying key exchange is not replaced.

More specifically, the insecurity of classical IPsec under quantum adversaries arises from
two independent factors. First, s recorded classical DH exchange can be retrospectively
compromised by a sufficiently capable quantum adversary, so classical forward secrecy
does not protect that session against a future quantum attack [22]. Second, authentication
mechanisms based on classical digital signatures, such as elliptic-curve cryptography, can
also be compromised, allowing an adversary to impersonate legitimate parties. While
authentication is less directly affected by store-now-decrypt-later attacks, its compromise
still undermines trust establishment in the protocol. Together, these limitations demonstrate
that both key exchange and authentication must be redesigned to achieve quantum

resilience.

The practical implications become clearer when examining specific protocols. In the case
of IPsec, the transition to PQC redefines the Internet Key Exchange process, where shared
secrets are negotiated between communicating parties. Classical key exchange mechanisms
are augmented or replaced by post-quantum alternatives. In many cases, these are deployed
within hybrid constructions that combine multiple sources of key material. This transition
is supported by extensions such as RFC 9370, which enables multiple successive key

exchanges within IKEv2 to accommodate post-quantum primitives [13, 102].

In these hybrid constructions, session keys are derived through cascade-based approaches,
where key material from multiple exchanges is combined iteratively. A concrete realization of
this approach is defined in RFC 9370, which extends IKEv2 to support multiple sequential
key exchanges within a single session [102]. In this model, each additional exchange

contributes new entropy to the evolving cryptographic state.

This model also enables more advanced IPsec configurations in which classical key exchange,
post-quantum key encapsulation, and QKD-derived key material all contribute to the
same IKEv2 negotiation. In such triple-hybrid settings, mechanisms such as X25519,
ML-KEM-1024, and QKD can be combined during authenticated key exchange, while
the resulting key material is subsequently used to establish ESP security associations for

data-plane protection [8, 13].

Rather than relying on a single shared secret, the protocol updates the session key
material after each exchange, incorporating classical DH, post-quantum key encapsulation
mechanisms, and potentially QKD. When the successive exchanges and key schedule are
composed securely, the design diversifies the security dependencies across classical, post-
quantum, and QKD-derived material [13, 102]. Once established, these keys are used by
the ESP mechanism, which constitutes the data-plane component of IPsec. While IKEv2
operates in the control plane to establish trust and derive key material, ESP is responsible
for the continuous protection of data traffic through symmetric encryption, typically
relying on AES-256-GCM [13, 51]. The data plane itself remains largely unchanged, while
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control-plane negotiation becomes more complex due to larger key material and additional

processing steps required to derive shared secrets.

Alternative approaches based on pre-shared post-quantum keys have also been proposed.
In these designs, a post-quantum pre-shared key is incorporated into the key derivation
process prior to or alongside classical exchanges. While this method simplifies deployment
and avoids major protocol modifications, the pre-shared post-quantum contribution does
not by itself provide post-quantum forward secrecy; protection depends on the long-term
confidentiality and lifecycle of the pre-shared material [103]. These trade-offs highlight
the importance of dynamic hybrid key-exchange mechanisms, such as those defined in

RFC 9370, for practical post-quantum deployments [13, 102].

The same issue appears in practical IPsec prototypes when native post-quantum rekeying
is not yet supported by the control-plane implementation. If rekeying falls back to classical
mechanisms, the renewed session may no longer provide quantum-resilient security. One
practical workaround is to disable classical rekeying and rerun the post-quantum authen-
tication and key-establishment procedure whenever fresh key material is required. This
highlights that post-quantum migration must address not only initial session establishment,

but also key renewal and long-lived security-association management [10].

Independent implementations indicate that ML-KEM-based IPsec is also progressing
beyond experimental cryptographic prototypes. Cloudflare made hybrid ML-KEM key
establishment for its IPsec service generally available in 2026 using the emerging Internet
Engineering Task Force (IETF) IKEv2 profile and reported interoperability with multiple
commercial implementations [112]. Current Apple operating systems also expose ML-
KEM-768 and ML-KEM-1024 as additional post-quantum key-exchange methods for native
IKEv2 VPN configurations [113]. Similarly, current Cisco routing platforms support hybrid
ML-KEM key establishment in IKEv2 and explicitly account for the fragmentation risks
associated with larger ML-KEM parameters [114].

Independent experimental results provide a complementary performance reference. In an
open O-RAN testbed using strongSwan and libogs, ML-KEM-based IKEv2/IPsec increased
tunnel-establishment latency by approximately 2.7-4.7 ms compared with classical ECDH-
based IPsec, while the protected control application remained stable [115]. The current
IETF ML-KEM/IKEv2 specification likewise treats message size and fragmentation as
deployment considerations because higher-parameter ML-KEM public values may exceed
common network packet payload sizes [116]. These results support the practical feasibility
of post-quantum IPsec while showing that interoperability, packet size, and handshake

integration remain relevant system-level constraints.

A practical implementation path for post-quantum IPsec is the integration of post-quantum
cryptographic plugins into existing IPsec software stacks. One example is the integration of
the Open Quantum Safe (OQS) library into the accelerated Mellanox strongSwan stack for

DPUs. In this approach, post-quantum authentication is provided through schemes such
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as ML-DSA or FN-DSA, post-quantum key establishment is provided through ML-KEM,
and the resulting session keys are used to protect data-plane traffic with AES-256. This
demonstrates that post-quantum IPsec can be introduced through extensions to existing

protocol implementations, rather than by replacing the entire networking stack [11].

A complementary deployment approach is to perform post-quantum authentication and
key establishment outside the native IPsec negotiation and then configure the IPsec tunnel
using the pre-shared key method. In this model, an authenticated OpenSSL channel is
first established, post-quantum signatures such as FN-DSA or ML-DSA are exchanged,
ML-KEM is used to derive post-quantum key material, and the classical and post-quantum
keys are mixed before being installed as the key material for an AES-256-GCM-protected
IPsec tunnel. This shows that quantum-resilient IPsec can be experimentally realized even
before full native support for post-quantum IKEv2 is available [10].

This type of integration illustrates that the transition to PQC affects more than the
cryptographic primitive itself. Supporting post-quantum algorithms inside IPsec requires
changes across several parts of the software stack, including algorithm identifiers, certificate
and key handling, key-exchange logic, plugin interfaces, and tools for generating post-
quantum certificates. For example, ML-KEM-based key establishment must be connected
to the key-exchange component of the protocol implementation, while ML-DSA, FN-DSA,
and SLH-DSA require support in the certificate and signature-handling path. As a result,
post-quantum migration becomes a protocol-engineering and software-integration task, not

merely a matter of linking a new cryptographic library [11].

To make this behavior more concrete, Figure 6.2 illustrates the structure of an IPsec-

protected packet and the role of the ESP in both transport and tunnel modes.

Frame
0000 00 00 5e 00 01 01 c4 cb el b9 al 8c 08 00 45 00 seAeeeee soooes Ee Ethernet
0010 00 08 00 00 00 00 40 11 4e 5a Ob Ob Ob Oa Ob Ob  sheeee@ NZeooo oo
0020 00 Ob 30 30 11 94 00 54 00 00 00 00 00 01 00 00 *+09eseT soeesses IPv4

0030 00 03 00 00 00 00 00 00 00 03 4c 49 4a a3 cl 1c coooooco oclLf]Jooo

0040 dc eb 8d 51 64 10 ff 4b «c1 07 2e a4 5a 9d ef ab  «+ +QdeeK oo eZeoo SEQ
0050 23 63 46 7e bf 5a 5e 6b 70 cb 50 35 44 d9 44 7c #cF~ «ZAk p<P5D*D| ESP /

0060 42 74 56 ad 34 1d 7f ed cf ec 84 1b 94 8a ed di BtV ed4eee occcecee N SPI
0070 68 47 a5 7b b6 53 hGe {+ S

B) IPsec Transport Mode

TCP/UDP
Header

C) IPsec Tunnel Mode

TCP/UDP
Header

Figure 6.2: IPsec packet structure and ESP encapsulation in transport and tunnel modes.
Adapted from Figure 4.7 of [2], with permission from the author.
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Figure 6.2 shows a Wireshark capture of an IPsec-protected packet transmitted over
Ethernet using User Datagram Protocol (UDP) encapsulation, together with schematic
representations of ESP in transport and tunnel modes. The ESP header introduces fields
such as Security Parameters Index (SPI), which identifies the corresponding security

association, and the Sequence Number (SEQ), which provides replay protection.

In transport mode, the original IP header remains visible, while the payload is encrypted
and authenticated. In tunnel mode, the entire original IP packet is encapsulated within
the ESP payload and protected, with an additional outer IP header used for routing.
This distinction highlights that IPsec modifies packet structure at the network layer while

preserving forwarding functionality.

From a post-quantum perspective, the figure also illustrates an important separation.
While ESP continues to rely on efficient symmetric encryption for data-plane protection,
the mechanisms used to establish the underlying security associations, such as IKEv2, are
the components that must be adapted to support post-quantum or hybrid key exchange

schemes.

In Linux-based deployments, this separation is reflected in the way IPsec is implemented
through the Transform Framework (XFRM) framework. Packets are matched against
installed policies and then processed according to the corresponding Security Associations.
Hardware support can be introduced at different levels. In crypto offload mode, the network
interface performs encryption and decryption, while the kernel remains responsible for
the remaining packet-processing steps. In packet offload mode, a larger part of the IPsec
data path is delegated to the network interface, including encryption, decryption, ESP
encapsulation and decapsulation, and the handling of synchronized policies and Security
Associations. This distinction shows that offloading is not a single mechanism, but a
spectrum of architectural choices that determines how much responsibility remains with

the host operating system.

This distinction also affects how different transport protocols behave under post-quantum-
secured IPsec. Experimental results with PQC-enabled IPsec over high-speed DPU links
show that Transmission Control Protocol (TCP) and UDP do not benefit equally from of-
floading. In host-to-host NIC-mode experiments, packet offload improved UDP throughput
more significantly than crypto-only offload, because the hardware handled both encryption
and ESP packet processing. In DPU-mode virtualized network-slicing experiments, UDP
scaled particularly well across multiple VFs, while TCP remained constrained by connection
management, acknowledgements, congestion control, and interaction with encapsulation
overhead. This shows that post-quantum-secured networking depends not only on the
cryptographic primitive and offload capability, but also on transport-layer behavior and

packet-processing semantics [18].

The same pattern appears in MACsec, where the focus lies on secure communication at the

link layer. Here, PQC affects the key management framework responsible for distributing



CHAPTER 6. APPLIED POST-QUANTUM CRYPTOGRAPHY IN PRACTICE 80

encryption keys among participating devices. The MKA protocol is extended to support
quantum-resilient key establishment, enabling the integration of post-quantum primitives
within existing Ethernet security frameworks. In practical deployments, initial keying
material may be derived through higher-layer protocols and subsequently expanded through
a hierarchical key derivation process. In this hierarchy, a MSK is used to derive a CAK and
CKN, which are then processed by MKA to generate the SAK used for frame protection.
Additional keys, including the KEK and ICK, support secure key distribution and integrity

protection for MKA control messages.

In the quantum-resilient MACsec configuration considered here, 256-bit symmetric mecha-
nisms are used throughout the relevant protection and key-management functions, including
AFES-256-GCM for data-plane protection and corresponding 256-bit mechanisms for key
wrapping and key derivation. The initial shared secret can then be established through a

post-quantum or hybrid mechanism and incorporated into the MKA key hierarchy [14, 64].

While the encryption of Ethernet frames continues to rely on efficient symmetric mechanisms,
the introduction of post-quantum primitives modifies how these keys are generated and
managed. At the same time, performance requirements remain strict. To sustain line-rate
operation, cryptographic processing in the data plane is typically offloaded to specialized
hardware engines, such as those available in modern DPUs. In a quantum-secure MACsec
deployment, an extended TLS-based control-plane exchange can first be used to authenticate
peers and establish a hybrid MSK from classical, post-quantum, and QKD-derived key
material. This MSK is then expanded through the MKA hierarchy into the CAK, CKN,
KEK, ICK, and finally the SAK, which is used for AES-GCM-based frame protection. In
this architecture, the control plane provides crypto-agile quantum-secure key establishment,
while the MACsec data plane is offloaded to the DPU, enabling line-rate encrypted Ethernet

communication in the 200 Gbit/s regime [14].

At the transport layer, TLS provides another important example of how PQC is integrated
into communication protocols. TLS operates through two main components, the handshake
protocol, which is responsible for authentication and key establishment, and the record
protocol, which protects application data [50]. The handshake becomes the primary integra-
tion point for post-quantum mechanisms. Classical key-establishment and authentication
mechanisms are replaced or combined with post-quantum alternatives, including ML-KEM
for key establishment and ML-DSA for digital signatures [13].

In triple-hybrid TLS 1.3 deployments, the handshake can be extended so that classical key
exchange, post-quantum key encapsulation, and QKD-derived key material all contribute
to the final session keys. A practical architecture triggers the classical, post-quantum, and
QKD key-negotiation procedures on the client side before the ClientHello message is sent.
This design allows the client to include the classical public key, the post-quantum key-share
information, and the QKD key identifier in the initial handshake message, while avoiding

server-side QKD key exhaustion caused by unsolicited key retrieval requests [13].
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In hybrid TLS constructions, shared secrets derived from multiple mechanisms are combined
to produce the final session keys. This approach ensures that communication remains secure
as long as at least one of the underlying cryptographic assumptions holds. In triple-hybrid
TLS 1.3, this can be implemented through a concatenation-based approach in which the
shared secrets produced by classical key exchange, post-quantum key encapsulation, and
QKD are concatenated and provided as input key material to the TLS key schedule. For
example, three 32-byte secrets can be combined into a 96-byte input to the HKDF-based
key derivation process, from which handshake traffic secrets, application traffic secrets,
write keys, and initialization vectors are derived [13]. Although the structure of the
protocol remains similar, the increased size and complexity of post-quantum artifacts affect
handshake behavior and communication efficiency. Once the handshake is completed, the
TLS record layer continues to rely on symmetric encryption, typically AES-GCM, which
can be accelerated in hardware to maintain high throughput. In practice, this separation
allows control-plane operations to incorporate post-quantum security while preserving

efficient data-plane performance [13].

These developments show that PQC reshapes how security is implemented across the
networking stack. Rather than introducing entirely new protocols, the transition builds on
existing ones by modifying mechanisms at multiple layers, especially in the control plane.
These modifications affect how keys are established, how identities are verified, and how
secure sessions are created, while the data plane continues to rely on efficient symmetric
cryptography. As a result, the networking stack becomes a key constraint in deploying

PQC, requiring coordinated changes across protocols and system components.

6.3 Performance and Scalability in Post-Quantum Systems

The move from architectural integration to real-world deployment makes performance a
central concern in PQC. Whereas previous sections examined how these mechanisms are
integrated into systems and protocols, their impact becomes more evident when evaluated
in terms of computational cost, communication overhead, and system scalability. In this
context, PQC is not only a security mechanism, but also a determining factor in overall

system behavior, directly influencing latency, throughput, and resource usage.

Importantly, these effects must be understood within the constraints of existing packet-
processing pipelines. In modern systems, packets traverse highly optimized execution
paths across network interfaces, kernel or user-space stacks, and transport protocols. Post-
quantum mechanisms must integrate into this pipeline without disrupting its structure. As
a result, any additional computational or communication overhead introduced by PQC
must be absorbed within an already tightly constrained processing model, reinforcing
that deployment feasibility is determined at the system level rather than by algorithmic

efficiency alone.
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Post-quantum mechanisms have computational profiles that differ substantially from
classical public-key cryptography, but the resulting overhead depends on the algorithm,
operation, parameter set, implementation, and hardware architecture. Optimized ML-
KEM operations can be comparable to, and on some platforms faster than, classical
elliptic-curve key establishment, whereas post-quantum signatures, hybrid constructions,
and resource-constrained implementations may introduce more substantial costs [40, 90,
92]. Consequently, computational cost should be evaluated per operation and deployment

environment rather than treated as a uniform property of PQC.

This variation is also visible in the measurements considered in this chapter. For example,
certain digital signature operations in ML-DSA can require on the order of 107 computa-
tional cycles, while key encapsulation mechanisms such as ML-KEM include subroutines

that reach approximately 5 x 107 cycles [3].

A dominant computational bottleneck in lattice-based constructions arises from hashing,
particularly Keccak-based functions such as SHAKE. In practical software implementations,
hashing can account for up to approximately 85% of the total execution time, making it

the primary contributor to computational cost in schemes such as ML-DSA [15].

The published evaluation in [15] examines alternative byte-generation approaches for
the CRYSTALS-Dilithium implementation on Advanced RISC Machine (ARM)v8, us-
ing SHAKE as the performance baseline and comparing it with alternatives including
TurboSHAKE, SHA-2, AES-CTR, and ASCON. The results show that the relative perfor-
mance of these constructions changes substantially when architecture-specific acceleration
is available. In particular, SHA-2 and AES-CTR perform poorly relative to SHAKE in their
reference implementations, but benefit considerably from the cryptographic instruction-set

extensions available on the evaluated ARMvS8 platform.

Because the published experiment uses the pre-standardization CRYSTALS-Dilithium
implementation, the measurements are reported using the original Dilithium2, Dilithium3,
and Dilithiumb parameter-set names rather than being relabeled as measurements of
the finalized ML-DSA standard. Table 6.1 summarizes the hardware-optimized SHA-2
and AES-CTR results that are most relevant to the architecture-dependent performance

comparison.

The optimized measurements show that the benefit of alternative byte-generation mech-
anisms depends strongly on the available hardware support. Across the three evaluated
parameter sets, optimized AES-CTR reduces the cycle count relative to the SHAKE baseline
for key generation, signing, and verification, with the largest measured reductions reaching
approximately 44% for key generation and 39% for verification. Hardware-optimized SHA-2
also reduces the cycle count for key generation and verification, but remains slightly more

expensive than SHAKE for signature generation [15].
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Table 6.1: ARM CPU-cycle comparison for optimized Dilithium operations using SHAKFE
as the baseline and hardware-optimized SHA-2 and AES-CTR implementations. Percentage
values indicate the change in cycle count relative to the SHAKE baseline; negative values
indicate fewer cycles. Data reported in [15].

SHAKE SHA-2 A SHA-2 AES-CTR A AES-CTR
Parameter set Operation baseline optimized vs. SHAKE optimized vs. SHAKE

Dilithium?2 Key generation 36,870 34,194 —7.29% 23,196 -37.13%
Signature 130,224 135,564 +4.07% 107,943 —-17.12%
Verification 40,920 35,601 —12.99% 28,833 —29.53%
Dilithium3 Key generation 65,880 59,190 —10.13% 40,656 —38.24%
Signature 220,683 231,513 +4.91% 183,495 —16.85%
Verification 65,259 53,373 —18.23% 43,026 —34.06%
Dilithiumb Key generation 100,827 87,102 —13.14% 56,220 —44.23%
Signature 275,829 280,860 +2.06% 218,622 —20.77%
Verification 106,173 88,083 —17.15% 64,719 —39.04%

Beyond hashing, additional overhead arises from operations such as the NTT used for
polynomial multiplication, as well as from sampling procedures based on probability
distributions [3].

These measurements show that architecture-specific primitive choices can materially affect
research implementations. They should not, however, be interpreted as permission to
substitute internal primitives in finalized ML-DSA, whose approved construction is fixed
by FIPS 204 [15, 37]. More broadly, the results demonstrate the importance of evaluating
implementation choices against both performance targets and the requirements of the

applicable standard.

This implementation-dependent behavior is also visible in key-establishment performance.
Although post-quantum mechanisms generally introduce larger artifacts and more complex
operations, optimized lattice-based KEMs can be competitive with classical key exchange
on suitable hardware. In the pre-standardization DPU-based evaluations reported in [9], op-
timized CRYSTALS-Kyber implementations running on ARM cores achieved substantially
higher key-establishment throughput than the corresponding reference implementations
and, in some cases, outperformed optimized elliptic-curve key exchange. For example,
Kyber-512 reached up to approximately 25,000 encapsulation or decapsulation operations
per second, compared with roughly 5,000 key exchanges per second for ECDH P-256, while
Kyber-1024 reached approximately 10,000 encapsulations per second. These measurements
characterize the implementation lineage that subsequently led to ML-KEM, rather than a
benchmark of the finalized FIPS 203 implementation.

In particular, achieving line-rate secure communication with post-quantum mechanisms
requires careful alignment between cryptographic primitives and the underlying execution

architecture, including processor instruction sets and memory hierarchies [15].
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These costs are further shaped by hardware characteristics. On resource-constrained
platforms, limited processor and memory resources can increase latency, although the
magnitude depends strongly on the implementation and on the availability of instruction-set

acceleration [15, 17].

Parallelization strategies, such as GPU-based batching, can yield substantial performance
improvements, but their effectiveness depends strongly on workload structure. Experimental
evaluation of ML-KEM and ML-DSA on a heterogeneous DPU shows that single-operation
GPU execution can be slower than execution on embedded ARM cores, since kernel-launch
overhead dominates when only one message is processed. However, when operations are
aggregated into batches, this overhead is amortized. Batch sizes of ten operations already
reverse the performance trend, while batches of 100 and 1000 expose the full benefit of the
GPU-accelerated architecture [21].

At the largest evaluated batch size, the heterogeneous CPU-GPU configuration achieved
total end-to-end speedups of approximately 30x—45x for ML-KEM and 55x-94x for
ML-DSA. Operation-level improvements were likewise substantial, with key generation,
encapsulation, decapsulation, signing, and verification benefiting from large-scale parallel
execution. These results show that GPU-enabled DPUs are particularly effective for high-
throughput post-quantum services where many identities, signatures, or key-establishment

operations must be processed concurrently [21].

Independent system-level measurements reinforce the need to distinguish cryptographic
microbenchmarks from end-to-end deployment behavior. Rios and Montenegro evaluate
post-quantum mechanisms across standalone cryptographic operations, TLS handshakes,
and complete VPN connection establishment on both ARM and x86 systems. Their results
show that architecture-specific performance advantages observed for isolated primitives can
be substantially reduced once protocol processing is included, and can become secondary
when network delay or packet loss is introduced [40]. In particular, ML-KEM exhibits
comparatively modest primitive-level overhead, while signature operations and protocol
processing can contribute a larger share of total connection-establishment cost. This
independently supports evaluating post-quantum cryptography across multiple system
layers rather than extrapolating deployment performance directly from primitive execution

time.

Alongside computational overhead, PQC results in a marked increase in communication cost
due to the larger size of cryptographic artifacts. Public keys, signatures, and ciphertexts
are considerably larger than their classical counterparts. For instance, ML-DSA public keys
can be approximately twenty times larger than those of ECDSA, while FN-DSA signatures,
although more compact than ML-DSA signatures, still introduce larger cryptographic

artifacts than many classical signature schemes [6, 9].

Post-quantum authentication presents a different deployment profile from key establishment.

Independent TLS measurements report that the computational overhead of standardized
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post-quantum mechanisms can be comparable with classical alternatives, while the larger
amount of cryptographic data transmitted during the handshake remains a significant con-
straint [90]. Operational analysis at Internet scale reaches a similar conclusion. Cloudflare
estimates that a straightforward substitution of ML-DSA-44 throughout a conventional
WebPKI authentication chain would add on the order of 15 kB to a TLS connection,
considerably more than the additional data introduced by hybrid ML-KEM key establish-
ment [117]. This distinction helps explain why post-quantum key agreement has reached
production deployment more rapidly than post-quantum certificate authentication and

reinforces the need to evaluate key establishment and signatures separately.

The overhead introduced by QKD has a different profile. In triple-hybrid TLS and IPsec
deployments, QKD contributes very little to packet-size overhead because the protocol
mainly needs to transmit a key identifier rather than the key itself. In the evaluated TLS
implementation, the QKD key identifier required only 36 bytes, making its bandwidth
impact negligible compared with the larger public keys and ciphertexts introduced by
post-quantum mechanisms. The main cost of QKD instead appears as latency during key
retrieval from the key management system. In the evaluated TLS deployment, real QKD
equipment introduced approximately 48 ms of additional key-retrieval overhead, with the

overall added handshake cost reported at approximately 57 ms [13].

The feasibility of QKD-assisted protocols also depends on the availability of fresh key
material. In the evaluated system, the QKD equipment provided an average secret key rate
of approximately 2.5 kbit/s, so the rate at which fresh key material can be supplied becomes
an additional deployment constraint. For IPsec, the key-rate requirement is shaped by the
key-usage limits of AES-256-GCM. Assuming a 379 GB usage limit per key and a 100 Gbit /s
encrypted tunnel, fresh key material should be introduced approximately every 30 s. Under
the same 2.5 kbit/s secret key rate, the evaluated system provides approximately nine
256-bit keys per second, which is sufficient for the reported high-throughput IPsec scenario
[13].

This overhead can be mitigated in repeated TLS connections through the existing resump-
tion mechanisms of TLS 1.3. Since the key schedule derives a resumption master secret,
subsequent sessions can benefit from the security of the previously established triple-hybrid
handshake without repeating the full key-negotiation procedure. This makes triple-hybrid
TLS more practical in scenarios where clients establish multiple connections to the same
server, because the initial latency cost does not necessarily apply to every subsequent

session [13].

Production measurements show that the observable cost of post-quantum TLS depends
strongly on connection behavior. In an AWS KMS benchmark, hybrid X25519MLKEM768
reduced request throughput by approximately 2.3% when every request forced a new TLS
connection, from 108.7 to 106.2 transactions per second. With TLS connection reuse

enabled, however, the measured difference fell to approximately 0.05%, from 216.1 to 216.0



CHAPTER 6. APPLIED POST-QUANTUM CRYPTOGRAPHY IN PRACTICE 86

transactions per second [96]. This demonstrates how session reuse can amortize the cost of

post-quantum key establishment in long-lived or repeated application workloads.

The magnitude of this overhead changes considerably in constrained environments. An in-
dependent 2026 evaluation of MQTT over TLS on an emulated ARM64 platform found that
a hybrid ML-KEM-768 and ML-DSA-65 configuration increased connection-establishment
time by approximately 4.7x relative to its classical TLS baseline under the evaluated
conditions. Once the secure connection had been established, however, application-message
publication latency remained negligible, leading the authors to identify persistent sessions
as an effective way of amortizing the post-quantum handshake cost [118]. This result
further illustrates why post-quantum overhead should be associated with specific workloads

and connection lifetimes rather than generalized across an entire communication session.

Communication effects can nevertheless remain visible even when the underlying key-
encapsulation computation is efficient. During the earlier large-scale Chrome deployment
of hybrid Kyber key establishment, the approximately kilobyte-sized post-quantum key
share caused the TLS ClientHello to span an additional packet and was associated with
an approximately 4% increase in median desktop handshake latency [119]. More recent
Apple deployments with standardized X25519MLKEM768 independently expose the same
interoperability issue at the protocol level: Apple documents connection failures with some
legacy TLS servers that incorrectly process the larger ClientHello [95]. These observations
show that packetization and compatibility effects can become deployment bottlenecks even

when the cryptographic operation itself is computationally inexpensive.

This increase in size directly affects bandwidth consumption and may lead to packet frag-
mentation during protocol handshakes, since cryptographic payloads can exceed standard
packet size limits. At the protocol level, additional encapsulation overhead consequently
reduces the effective payload capacity. In MACsec, Ethernet frames are extended with
security fields such as the SecTAG and ICV, reducing the available space for application
data [52]. Similarly, IPsec introduces ESP headers and trailers that modify packet structure
and decrease usable bandwidth [9, 61].

In high-speed environments, larger frames such as jumbo frames can mitigate per-packet

overhead and improve effective throughput in suitable deployments [10, 18].

The impact of transport-layer behavior is particularly visible in high-speed IPsec de-
ployments. In PQC-secured IPsec experiments over 400 Gbit/s DPU-based links, TCP
throughput remained significantly below the unencrypted baseline, even when offloading
was enabled. By contrast, UDP achieved substantially higher throughput, especially
when packet offload was available. This difference shows that the performance of post-
quantum-secured communication is shaped not only by cryptographic computation, but
also by transport-layer mechanisms such as connection management, congestion control,

acknowledgements, and packet-size adaptation [18].
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At the data-plane level, the impact of packet size is also visible in in-line encrypted IPsec
links. Experimental results with DPU-based AES-256 encrypted flows show that encrypted
traffic can approach line-rate performance across different Maximum Transmission Unit
(MTU) sizes and thread configurations. Smaller MTU values can be handled efficiently
by the DPU, while larger MTU configurations introduce a modest throughput penalty,
approximately 10% compared with clear transmission and about 15% relative to the channel
capacity. This indicates that packet-level configuration remains an important factor in

preserving throughput under post-quantum-secured communication [9].

Jointly, these computational and communication costs exert a direct impact on system per-
formance, particularly in terms of throughput and latency. Without hardware acceleration,
post-quantum operations can severely degrade network performance, reducing throughput
to only a small fraction of the available link capacity. In the evaluated very-high-throughput
IPsec and MACsec systems, combined processing and communication costs substantially
reduced throughput when data-plane protection remained in software. Host-based post-
quantum-secured IPsec fell below 5 Gbit /s, while a DPU without cryptographic acceleration
reached approximately 13.3 Gbit/s on a 100 Gbit/s link; software-based MACsec likewise
used only a small fraction of the tested 200 Gbit/s channel [7, 14].

Latency is likewise affected, as the increased computational complexity of post-quantum
handshakes introduces additional delay during session establishment. By contrast, when
these operations are offloaded to specialized hardware components such as DPUs, perfor-
mance improves markedly. In an end-to-end optical fiber experiment, hardware-accelerated
DPU offloading sustained 92.3 Gbit/s for a post-quantum-secured IPsec tunnel, com-
pared with a 98.2 Gbit/s unencrypted baseline. In contrast, the same tunnel reached only
13.3 Gbit/s on a DPU without hardware acceleration and less than 5 Gbit/s when processed
on the host server. These observations demonstrate that hardware support can be critical
for preserving high throughput in very-high-throughput post-quantum deployments, while

its necessity remains dependent on the target workload and system architecture [7].

A further I[Psec evaluation shows that this performance behavior depends strongly on the
separation between the control plane and the data plane. When IKEv2 was extended with
individual, hybrid, and triple-hybrid authenticated key exchange mechanisms based on
X25519, ML-KEM-1024, and QKD, the negotiation phase experienced different latency
profiles. In particular, incorporating QKD key material introduced an additional delay
of approximately 35 ms, mainly due to key retrieval through the Key Management Sys-
tem (KMS). However, this control-plane overhead had negligible impact on data-plane
throughput, which remained close to line rate because bulk traffic was protected using
hardware-accelerated AES-256-GCM on the DPU. The experiment achieved 91.1 Gbit/s
encrypted throughput, showing that even complex triple-hybrid key establishment can be
practical when its cost is isolated from the high-throughput packet-processing path [8].
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The same result also shows that key renewal can be treated as a runtime policy variable
rather than as a fixed protocol parameter. By adapting the Key Renewal Interval (KRI)
according to the availability of QKD key material, the status of the quantum channel, or
the volume of encrypted traffic, systems can increase the frequency of rekeying without
necessarily reducing data-plane throughput. In the evaluated DPU-based IPsec deployment,
renewal intervals as low as 1 second were supported without disrupting encrypted data

transmission, provided that sufficient key material was available [8].

This behavior has been demonstrated in an end-to-end optical fiber transmission scenario,
where a post-quantum-secured IPsec tunnel was established between two independent
servers using DPUs for cryptographic processing. The experimental setup replicated an
inter-data-center communication environment, with two DPU-equipped servers connected
through an optical network and a 240 km fiber link. In this configuration, post-quantum
authentication and key exchange were integrated into the tunnel establishment process,
while high-throughput data transmission was protected using symmetric encryption. The
experiment demonstrated that post-quantum security can be incorporated into realistic
high-speed optical communication systems when cryptographic processing is offloaded to

appropriate hardware [7].

Figure 6.3 provides experimental evidence of these effects by comparing throughput and
CPU utilization under different deployment configurations for post-quantum IPsec tunnels.
The evaluated scenarios include unencrypted communication, server-based PQC processing,

and DPU-based execution with and without hardware acceleration.

The throughput results (left) show that unencrypted communication achieves near line-rate
performance, serving as a baseline. When post-quantum IPsec processing is offloaded to a
DPU with hardware acceleration, throughput remains close to this baseline, demonstrating
that hardware-assisted execution can effectively absorb the additional cost introduced
by post-quantum mechanisms. In contrast, when hardware acceleration is not available,
throughput drops significantly, even when processing is offloaded to the DPU. The degra-
dation becomes more pronounced when cryptographic operations are executed entirely on

the server, where throughput falls to only a small fraction of the available link capacity.

The CPU utilization results (right) further highlight the system-level implications. When
post-quantum IPsec processing is performed on the server, CPU usage remains high across
all packet sizes, exceeding 80% in the evaluated configuration and indicating substantial
computational pressure and limited scalability. By contrast, offloading cryptographic
operations to the DPU reduces CPU utilization to approximately 20%, freeing around 60%

of host processing capacity for application workloads [7].

For the evaluated very-high-throughput IPsec configuration, hardware offloading was
necessary to approach line-rate encrypted throughput while substantially reducing host
CPU utilization. This conclusion is specific to the tested architecture and workload.

Independent TLS, VPN, embedded, and lower-rate IPsec evaluations show that post-
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quantum key establishment itself can introduce comparatively modest overhead in other
environments, where protocol processing, communication effects, or network conditions

may instead dominate system performance [40, 92, 115].
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Figure 6.3: Throughput (left) and CPU utilization (right) for post-quantum IPsec tunnels in
an end-to-end optical fiber transmission experiment. The evaluated configurations include
unencrypted communication, server-based tunnel processing, and DPU-based processing
with and without hardware acceleration. The results show that DPU hardware offloading
maintains near line-rate throughput while significantly reducing host CPU utilization.
Adapted from Figure 2 of [7], licensed under CC BY 4.0.

At scale, these experimentally observed processing costs accumulate across large numbers of

secure connections and can directly reduce the capacity available for application workloads.

In large-scale environments, even modest per-operation overheads can accumulate across
many simultaneous secure connections. This becomes especially critical in distributed
workloads such as machine learning, where high volumes of internal communication must
be secured efficiently. The architectural response introduced in Chapter 5 is evaluated
here through DPU-assisted deployments, where cryptographic processing is distributed
across specialized components and assessed in terms of throughput and host-resource
utilization [12, 104].

System performance is further shaped by the choice of post-quantum algorithm, as different
schemes exhibit trade-offs between computational cost, communication overhead, and
implementation complexity. Each variant therefore reflects a different balance between
security, size, and computational efficiency [6]. In the evaluated implementations, ML-DSA
provides comparatively efficient signing and verification, which can make it attractive in
throughput-oriented environments. However, this efficiency comes at the cost of significantly
larger public keys and signatures compared to classical standards, which can negatively

affect bandwidth-constrained deployments [10].

A further deployment-relevant distinction concerns the distribution of computational work
between endpoints. In a client—server model, this distribution depends on which party

signs and which party verifies. ML-DSA/ML-KEM provides a comparatively balanced
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profile across common operations, while FN-DSA /ML-KEM offers compact signatures and
efficient verification but more demanding key generation and signing. As a result, FN-DSA
may benefit constrained clients when the client primarily verifies server signatures, but it
may increase server-side cost when the server performs frequent signing operations. The
practical advantage therefore depends on protocol role, authentication direction, bandwidth

constraints, and endpoint capability [6].

Hash-based schemes such as SLH-DSA rely on well-established cryptographic assump-
tions, but exhibit significantly lower performance and very large signature sizes, in some
cases reaching tens of kilobytes. This makes them difficult to use in latency-sensitive
communication protocols, although they may remain relevant in environments with abun-
dant bandwidth and computational resources where reliance on conservative hash-based

assumptions is desirable [9, 79].

These differences illustrate that no single algorithm is universally optimal, and that
selecting a post-quantum scheme requires careful consideration of the deployment context,
including computational resources, bandwidth constraints, endpoint capabilities, and
system requirements. These profiles suggest that ML-DSA/ML-KEM can be attractive
where throughput is a primary constraint, whereas FN-DSA /ML-KEM may be attractive
where signature size and verification cost dominate. Suitability remains dependent on

workload, endpoint role, bandwidth, and implementation [3, 6].

In the very-high-throughput deployments examined here, hardware acceleration emerges
as an important scalability mechanism for post-quantum-secured communication. By
offloading computationally intensive operations, such as symmetric encryption and post-
quantum handshakes, to specialized components like DPUs, systems can maintain line-rate
performance while preserving host resources for application workloads [7]. This approach
embeds cryptographic processing directly into the data path, allowing secure communication

to operate efficiently even at high link speeds.

Experimental results show that hardware offloading can significantly increase effective sys-
tem capacity while reducing CPU utilization, enabling secure communication at 100 Gbit/s
and 200 Gbit/s line rates that are difficult to achieve with software-only implementations [7,
14]. Furthermore, emerging heterogeneous architectures enable parallel processing of post-
quantum operations, which is particularly important in cloud environments where large

numbers of secure connections must be supported concurrently [21].

Figure 6.4 illustrates this behavior by comparing throughput and CPU utilization under
different deployment configurations in a 200 Gbit/s optical MACsec experiment. The three
evaluated scenarios are unencrypted communication, software-based MACsec processing in
the Linux kernel, and MACsec with cryptographic operations offloaded to a DPU. In this
setting, the secure MACsec link is bootstrapped through quantum-secure key establishment
using classical cryptography, PQC, and QKD, while data-plane protection is performed
using AES-GCM [14].
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The throughput results (left) show that while unencrypted communication reaches full
link capacity, software-based encryption significantly limits performance. With Linux
kernel MACsec, throughput remains around 300 Mbit /s for small MTU sizes, increases to
approximately 5 Gbit/s with standard MTU sizes, and reaches only about 13 Gbit/s with
jumbo frames. This corresponds to only a small fraction of the 200 Gbit/s channel capacity.
In contrast, when MACsec encryption is offloaded to the DPU, throughput increases to
approximately 93.4 Gbit/s around standard MTU sizes and reaches 196 Gbit/s with jumbo

frames, corresponding to more than 99% of the available channel capacity [14].

The CPU utilization results (right) further highlight the system-level impact. When
MACsec encryption and frame processing are performed in software, the server-side
CPU load reaches approximately 81% in the evaluated configuration. When the same
cryptographic operations are offloaded to the DPU, CPU usage decreases to approximately
45%, freeing around 35% of host processing capacity. This demonstrates that cryptographic
processing, when executed in software, not only limits throughput but also consumes a large
portion of computational resources, whereas DPU offloading preserves both data-plane

performance and host resources [14].

In the evaluated 200 Gbit/s MACsec configuration, DPU-based hardware offloading enabled
encrypted throughput to approach the available link capacity while reducing host CPU
load. The result therefore demonstrates the value of hardware-assisted execution for this
class of very-high-throughput data-plane deployment rather than establishing hardware

offloading as a universal requirement for all post-quantum systems.
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Figure 6.4: Throughput (left) and CPU utilization (right) for a 200 Gbit/s-regime quantum-
secure MACsec optical link under different configurations: wunencrypted transmission,
software-based MACsec encryption in the Linuz kernel, and hardware-accelerated MACsec
encryption using DPUs. The results show that software-based processing reaches only a
small fraction of channel capacity, while DPU offloading enables 196 Gbit/s encrypted
throughput with jumbo frames and significantly reduces host CPU load. Adapted from
Figure 2 of [14], with permission.
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Overall, these observations demonstrate that performance and scalability are central to the
practical deployment of PQC. The workload-dependent computational costs and increased
data sizes associated with post-quantum schemes can introduce challenges at both the
protocol and infrastructure levels. However, the experimental results also show that
these costs can be managed when control-plane cryptographic complexity is isolated from
high-throughput data-plane processing and when symmetric data protection is supported
by hardware acceleration. The architectural mechanisms that enable this separation are

examined in the following section.

6.4 Hardware Acceleration and Cryptographic Offloading

The performance measurements discussed in the previous section motivate a hardware-
assisted execution model in which cryptographic processing is distributed across specialized
hardware and software components. In high-throughput post-quantum systems, crypto-
graphic processing can be distributed across specialized hardware and software components

to reduce pressure on host processing, memory, and communication resources [9, 15].

To address these limitations, modern systems adopt an architectural approach known as
cryptographic offloading. In this model, computationally intensive security operations
are transferred from the host CPU to specialized hardware components, such as DPUs
or SmartNICs. Unlike traditional network interface cards, which primarily handle packet
transmission, these devices actively participate in the cryptographic lifecycle. They receive
data from the host, perform encryption and authentication, and transmit secured packets
without requiring continuous CPU involvement. This allows cryptographic processing to
occur transparently from the perspective of applications, while reducing the burden on

general-purpose processors.

The effectiveness of offloading depends not only on the raw speed of the accelerator, but also
on its placement within the system. External accelerators may provide high cryptographic
throughput, but their benefit can be reduced if data movement between the host, accelerator,
and network interface introduces additional latency. DPUs address this limitation by placing
programmable processing, cryptographic acceleration, and network interfaces within the
same data-path-oriented platform. This locality makes them particularly suitable for
line-rate post-quantum communication, where both cryptographic computation and packet

transmission must be coordinated efficiently [9, 11].

A further distinction concerns the granularity of the offloaded operation. In IPsec, crypto
offload accelerates the encryption and decryption operations, but leaves packet processing
tasks such as ESP encapsulation and decapsulation in software. Packet offload, by contrast,
moves both cryptographic operations and ESP packet processing into hardware. This
distinction is important because the overhead of secure communication is not limited to the

cipher itself. It also includes packet transformation, metadata handling, and interaction
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with the network stack. Experimental results with PQC-enabled IPsec show that packet
offload provides higher throughput than crypto-only offload, particularly for high-rate UDP
traffic [18].

A representative example is an end-to-end post-quantum-protected DPU-to-DPU com-
munication link in which post-quantum mechanisms are integrated into the control plane
while symmetric encryption protects the data plane. In such deployments, ML-KEM
can be used to establish post-quantum pre-shared key material, while post-quantum sig-
nature schemes such as ML-DSA, FN-DSA, or SLH-DSA support authentication. This
post-quantum material is combined with classical key-establishment and authentication
mechanisms during tunnel setup, after which AES-256 is used to encrypt application data
at high throughput. This demonstrates that PQC can be integrated into a complete
communication pipeline for high-capacity environments rather than evaluated only as

isolated cryptographic primitives [3, 7, 9].

This also means that post-quantum algorithm selection cannot be separated from the
network domain in which the algorithm is deployed. Different schemes impose different
processing costs and produce cryptographic artifacts of different sizes, which affects their
suitability for specific environments. Algorithms that are acceptable for intra-data-center or
intra-rack communication may not be equally suitable for far-edge or resource-constrained
deployments, where bandwidth, latency, and processing capacity are more limited. Conse-
quently, the choice of post-quantum mechanism becomes a deployment-dependent architec-
tural decision, shaped by both cryptographic security and the operational characteristics

of the network segment [12].

However, cryptographic offloading should not be understood as an automatic decision to
move all post-quantum operations away from the host. The suitability of offloading depends
on the performance requirements of each function, including throughput, latency, computa-
tional intensity, memory pressure, power consumption, and integration complexity. It also
depends on the capabilities of the available accelerator and on whether the performance
gains justify the additional hardware, orchestration, and software-management costs. From
this perspective, offloading is a system-design decision rather than a purely cryptographic
optimization. Different post-quantum functions may require different execution locations

depending on the workload, network segment, and deployment environment [12].

This execution model also supports so-called “zero-tax” architectures, in which infrastructure-
related functions, including security processing, are offloaded from the host so that pro-

cessing resources remain available for primary application workloads [12].

In this context, DPUs and SmartNICs evolve into active system components responsible
for managing both networking and security operations, rather than serving as simple I/0
devices [104]. The operating mode of such devices also affects the deployment model.
In NIC mode, the device behaves primarily as a high-performance network interface

with access to hardware offload capabilities. In DPU mode, the embedded processing
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subsystem becomes active and can enforce traffic steering, policy control, and isolation
through programmable components such as Open vSwitch (OVS). This creates a design
trade-off. NIC mode can maximize raw throughput and simplify offload, while DPU mode
provides stronger control over multi-tenant traffic and security enforcement [18]. These
platforms integrate programmable processing units, typically based on energy-efficient
ARM architectures, alongside dedicated hardware accelerators. Instruction-set extensions
available in modern ARM architectures provide an additional layer of optimization. By
exploiting built-in cryptographic and Single Instruction, Multiple Data (SIMD) capabilities,
including NEON-based acceleration, implementations can improve selected post-quantum

subroutines without relying exclusively on external accelerators [15].

Architecture-aware optimization is not limited to the ARM-based DPU platforms considered
above. Intel reports that an AVX-512-optimized Keccak implementation in libogs improves
ML-KEM performance by up to approximately 1.54x and ML-DSA by up to 1.64x relative
to its evaluated AVX2 implementation [120]. Independent RISC-V research reaches a similar
conclusion from a different architectural direction. In the QUASAR hardware—software co-
design, NTT and Keccak accounted for approximately 92-95% of ML-KEM and ML-DSA
key-generation execution time on the target processor. Accelerating these kernels produced
approximately 2.36-3.18x end-to-end speedups across the evaluated NIST-standardized

algorithm families with a 19% LUT increase over the base processor [85].

These results independently support the value of targeting dominant post-quantum compu-
tational kernels through architecture-specific acceleration. At the same time, the multi-layer
measurements discussed in Section 6.3 show that primitive-level speedups should not auto-
matically be interpreted as proportional reductions in protocol or application latency, since
data movement, packet processing, and network conditions may become the dominant
bottlenecks at higher layers [40].

The programmable cores execute control-plane logic, including authentication, identity
verification, key establishment using post-quantum primitives, and retrieval of QKD-
derived key material, while specialized hardware engines handle high-throughput data-plane
operations such as symmetric encryption [5, 8]. This division is particularly important in
triple-hybrid IPsec deployments, where software-based IKEv2 negotiation can combine
classical, post-quantum, and QKD key material, while hardware-accelerated AES-256-GCM

preserves near-line-rate packet protection on the data plane [8].

Figure 6.5 illustrates the architecture of the NVIDIA BlueField-2 DPU, highlighting the
integration of embedded ARM cores, memory subsystems, hardware acceleration engines,

and network interfaces within a single system-on-chip design.

In such platforms, embedded ARM cores can execute control-plane software, while inte-
grated acceleration engines support cryptographic operations such as public-key processing
and AES-GCM-based authenticated encryption.
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This architecture enables the offloading of networking and cryptographic operations from
the host CPU to the data path, supporting high-throughput and low-latency secure

communication.

/Host )

-

/DPU

PCle Gen3/4

Figure 6.5: Architecture of the NVIDIA BlueField-2 DPU, integrating embedded ARM
cores, memory subsystems, hardware accelerators, and high-speed network interfaces within
a system-on-chip design. Adapted from Figure 4.2 of [1], with permission from the author.

These systems also support virtualization and traffic management through mechanisms such
as SR-IOV and software-defined switching. This enables secure and isolated communication
across multiple tenants without continuous reliance on host CPU involvement [18, 19]. In
more advanced configurations, integrated accelerators enable parallel processing of large
batches of cryptographic operations, further improving system efficiency [21]. This is
particularly relevant for lattice-based schemes such as ML-KEM and ML-DSA, whose
polynomial operations, including NTTs, can be vectorized and mapped effectively onto
highly parallel GPU architectures. In such settings, DPUs no longer act only as network
offload devices, but as heterogeneous cryptographic platforms that combine embedded CPU
cores for orchestration with onboard GPU resources for massively parallel post-quantum

computation [21].

This architecture maps crypto-agile negotiation and key establishment onto programmable
execution paths while assigning continuous symmetric traffic protection to hardware
acceleration. The resulting placement preserves software flexibility for evolving post-

quantum mechanisms while sustaining line-rate encryption in the data path [3, 13].

The value of offloading is particularly visible in IPsec-protected data-center communication.
When IPsec processing is executed entirely on host CPUs, encryption overhead can dominate
the data path and substantially reduce effective link capacity; in high-speed settings, even

a small number of IPsec connections may reduce a 100 Gbit/s link to below 10 Gbit/s.
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Hardware acceleration on SmartNICs or DPUs addresses this bottleneck by offloading
AES-256 encryption from the host and allowing encrypted traffic to be processed at line

rate without consuming application-side CPU resources [20].

Recent DPU-based implementations further show that in-line MACsec can be supported at
very high data rates by combining a software-defined control plane with hardware-offloaded
data-plane encryption. In a 200 Gbit/s optical experiment, this approach enabled a
quantum-resilient MACsec link to reach 196 Gbit/s encrypted throughput using commodity
DPU/NIC offloads, demonstrating that line-rate link-layer protection is feasible when

encryption is moved into the network data path [14].

A further architectural extension is the combined deployment of quantum-resilient IPsec and
MACsec using different DPU generations according to protocol requirements. In one such
design, BlueField-2 DPUs operating at 100 Gbit/s manage both the control plane and data
plane for IPsec, establishing quantum-secure tunnels using post-quantum authentication
and key exchange before forwarding encrypted IP traffic without host intervention. In
parallel, BlueField-3 DPUs operating at 200 Gbit/s support MACsec, where the host
performs crypto-agile control-plane operations, including hybrid key establishment, and
transfers the resulting session key to the DPU for line-rate Ethernet-frame encryption. This
illustrates how different offloading models can coexist within the same quantum-resilient

infrastructure [16].

MACsec(L2)

= 100G Optical Link =

IPsec (L3)

Figure 6.6: Combined architecture for quantum-resilient data transfer, showing the distri-
bution of control-plane and data-plane operations across hosts and DPUs. Adapted from
Figure 5 of [16], with permission.

Figure 6.6 summarizes this deployment model by showing how quantum-resilient data
transfer can distribute control-plane and data-plane responsibilities across hosts and DPUs.

The figure illustrates that different protocol layers can use different execution models.
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IPsec can be managed more directly within the DPU, while MACsec can combine host-side

crypto-agile key establishment with hardware-offloaded frame protection.

The introduction of hardware acceleration has a direct impact on system performance
and scalability. By offloading cryptographic operations to specialized hardware, systems
can maintain throughput levels close to their unencrypted baseline while significantly
reducing the computational load on host processors. This enables infrastructures to
support large numbers of concurrent secure connections without saturating available
resources. In virtualized environments, hardware-assisted execution allows isolated network
functions to operate efficiently, demonstrating that secure and scalable multi-tenant systems
remain feasible even when post-quantum mechanisms are deployed. In the evaluated DPU-
based systems, ARM-optimized implementations of the pre-standardization Dilithium
and Kyber schemes reduced CPU-cycle requirements by factors ranging from 5 to 31 and
from 8 to 57, respectively. Across related hardware-offloaded experiments, the achievable
link capacity increased by more than a factor of 2.5 compared with the corresponding
reference implementations. These results indicate that architecture-specific optimization
and hardware offloading can be important scalability mechanisms for high-throughput
PQC deployments [3, 7, 12, 15].

These experimental results provide concrete evidence for the architectural redistribution
introduced in Chapter 5. In the evaluated systems, DPUs act as active components that
manage data movement, security, and resource allocation while reducing the burden placed
on host processors. This approach further enables so-called “zero-tax” environments, in
which infrastructure-related tasks such as networking and security are offloaded from
the host, thereby allowing processors to focus on application workloads [12]. In parallel,
heterogeneous architectures combining different types of accelerators support large-scale

parallel processing of cryptographic operations.

At the same time, multilayer security frameworks integrate protection across multiple
protocol layers, for example by combining MACsec at the Ethernet layer with IPsec at
the network layer. This provides protection across both local link-layer communication
and routed IP-based communication, reducing reliance on any single security mechanism
and limiting the impact of a compromise or misconfiguration at one layer [16]. These
developments reflect a broader shift toward systems in which security is embedded directly

into the data path rather than treated as an external function [13, 21].

Figure 6.7 illustrates this architectural transition in the context of modern data-center
environments. The figure highlights both the large-scale interconnection of GPU clusters
through spine-leaf topologies and the role of DPUs in enabling efficient post-quantum

cryptographic processing through hardware-assisted offloading.

The need for acceleration also extends beyond the execution of post-quantum primitives
themselves. In high-performance data-center and HPC environments, the overhead of

quantum-resilient communication can appear in the surrounding communication pipeline,
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Figure 6.7: DPU-assisted architecture for post-quantum-secured data-center communication.
(a) Spine-leaf data-center architecture interconnecting GPU processing clusters. (b) Hetero-
geneous DPU-based offloading model in which PQC-related operations are distributed across
embedded CPU cores and onboard GPU accelerators, enabling batched post-quantum process-
ing close to the network path. Adapted from Figure 1 of [21], licensed under CC BY 4.0.

including RDMA, remote procedure calls, message passing, key management, and the
serialization or deserialization of cryptographic material. As the number of secure con-
nections and key exchanges increases, these auxiliary operations can become part of the
overall deployment cost of PQC. Offloading therefore concerns not only the acceleration of
individual algorithms, but also the optimization of the network-control and data-movement

mechanisms that support quantum-resilient communication at scale [12].

Overall, these observations, together with the architectural model illustrated in Figure 6.7,
show that hardware acceleration is an important scalability mechanism for demanding, high-
throughput PQC deployments. In such environments, distributing selected cryptographic
and packet-processing tasks across specialized hardware and software components can
reduce pressure on general-purpose processors and help sustain system performance as
network rates and workloads increase. The importance of such acceleration therefore
depends on the throughput requirements, workload characteristics, and architecture of the

target deployment.

This execution model is summarized in Figure 6.8. The figure contrasts a traditional
CPU-centric design with an emerging network-centric model in which programmable
network interfaces and accelerators participate directly in security, packet processing, and
data movement. In traditional architectures, the CPU acts as the central coordinator
of computation, memory, storage, and communication. In the emerging model, selected
responsibilities move closer to the data path through programmable network interfaces
and hardware accelerators. This shift reduces host involvement in repetitive infrastructure
tasks and allows cryptographic processing to scale with network throughput. In the context
of PQC, the figure illustrates why deployment depends not only on algorithm choice, but

also on where cryptographic operations are executed within the system.
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Figure 6.8: Evolution of the compute paradigm from CPU-centric architectures (A) to
network-centric designs where SmartNICs and hardware accelerators orchestrate computa-
tion (B). Adapted from Figure 4.9 of [2], with permission from the author.

6.5 Post-Quantum Cryptography in Virtualized and Multi-

Tenant Systems

The deployment of PQC in modern infrastructures extends beyond physical systems into
virtualized environments. Within such settings, computing resources are abstracted and
shared among multiple users. Quantum-resilient mechanisms must therefore be integrated
into the software and networking stacks that govern virtual machines and containerized
workloads. Virtual machines provide strong isolation by emulating independent systems
with their own operating systems, making them suitable for environments where strict
security boundaries are required. In contrast, containerized environments rely on a shared
host operating system kernel, where isolation is achieved through mechanisms such as
namespaces and control groups. While this approach improves efficiency and scalability, it
introduces additional security considerations, as vulnerabilities at the kernel level may affect
multiple workloads. In this context, network slicing enables the creation of multiple logical
networks over shared physical infrastructure, allowing secure communication channels
to be established between isolated workloads [18, 121, 122]. While SR-IOV provides
high-performance access to network hardware within a single host, network slicing extends
isolation across distributed infrastructures by leveraging mechanisms such as software-

defined networking and network function virtualization [121, 122].

The need for such isolation is reinforced by the threat model of multi-tenant data centers.
Although access from outside the data center is typically restricted by perimeter defenses,
legitimate access to shared infrastructure may still be obtained through tenant-based
service models. Once inside the infrastructure, an attacker may attempt to escape from an

assigned virtual environment, escalate privileges, monopolize shared services, or observe
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sensitive traffic generated by other workloads. In Al and high-performance computing
environments, these risks extend to attacks against training pipelines, including data
poisoning, model extraction, inference observation, and passive inspection of training data.
As a result, post-quantum-secured communication in virtualized environments must be
considered together with workload isolation, access control, and protection against internal

data-center attack surfaces [20].

A further scalability challenge arises from the dynamic identity lifecycle of cloud-native
and virtualized infrastructures. Modern data centers may need to generate and verify
cryptographic identities for large numbers of containers, microservices, virtual machines,
and Al workloads that are created and removed dynamically. In such environments,
traditional identity provisioning mechanisms, including long-lived keys or conventional
certificate issuance workflows, may become too slow or cumbersome to support high-churn
deployments. This challenge becomes more complex when confidential computing and Al
inference workloads require hardware-backed attestation and secure key provisioning before

identities can be bound to specific workloads [21].

In real-world deployments, post-quantum cryptographic operations are integrated directly
within these environments. The PQC handshake is executed within the virtualized guest,
using algorithms such as ML-KEM for key establishment and ML-DSA for authentication.
Once a quantum-secure key is established, high-throughput data protection based on
symmetric encryption, such as AES-256-GCM, can be offloaded to specialized hardware
components, including DPUs, thereby maintaining system performance. Experimental
evidence indicates that such architectures can achieve near-native performance, reaching
tens or even hundreds of gigabits per second depending on the underlying hardware
platform [18].

This integration is facilitated by hardware-assisted virtualization technologies such as
SR-IOV, a foundational mechanism for network slicing in modern data centers. SR-IOV
allows a single physical network interface card to expose multiple virtual interfaces, known
as VFs, which can be directly assigned to virtual machines [108, 109]. These VFs can be
accessed through passthrough mechanisms such as Virtual Function I/O (VFIO), enabling
direct memory access between the virtual machine and the network interface and bypassing
the software layers of the hypervisor. This approach enables near-native I/O performance

while maintaining strong isolation between tenants.

This interaction is illustrated in Figure 6.9, which shows how SR-IOV enables direct
communication between virtual machines and the network interface through VFs. By
allowing virtualized workloads to access NIC resources via Direct Memory Access (DMA),

the mechanism reduces I/O overhead while preserving isolation between tenants.

Such mechanisms support hardware-assisted separation of virtual functions, allowing multi-
ple tenants to share the physical interface while retaining traffic isolation in the evaluated

configuration [18]. When operating in switchdev mode, the physical function of the net-
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Figure 6.9: SR-1I0V architecture. A physical network interface exposes multiple VFs that
can be directly assigned to virtual machines, enabling near-native performance through
direct memory access while maintaining isolation. Adapted from Figure 5.1 of [2], with
permission from the author; original architecture based on [123].

work interface acts as a switching entity, offloading packet processing to hardware while
embedded processing units coordinate traffic between VFs and the external network. This
architecture allows secure communication to scale efficiently across virtualized environments

while maintaining high performance and tenant isolation.

In multi-tenant systems, where multiple users share the same physical infrastructure, PQC
plays a central role in maintaining both logical and cryptographic isolation. Each tenant
operates within an isolated communication domain, often protected through dedicated
encrypted tunnels. Under these conditions, post-quantum mechanisms ensure that sensitive
data remains secure even in the presence of shared resources. Experimental evaluations show
that, when combined with hardware-assisted virtualization and DPU-based packet steering,

such environments can achieve performance levels approaching native operation. In a
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100 Gbit/s BlueField-2 deployment, a virtualized PQC-IPsec network-slicing configuration
with 16 virtual machines reached 71.79 Gbit/s, corresponding to 95.36% utilization of
the baseline virtualized network performance [19]. In a later 400 Gbit/s BlueField-3
deployment, the same architectural principle scaled further: UDP-based PQC-IPsec traffic
in a 16-VF-to-host configuration reached 392.98 Gbit/s, corresponding to 99.99% of the
unencrypted baseline [18]. These results show that quantum-resilient network slicing can
be practical at high data rates when virtualization, packet steering, transport behavior,

and cryptographic processing are designed together.

In the evaluated high-throughput sliced environment, UDP made more effective use of
parallel flows and hardware-assisted packet processing, whereas TCP remained more

constrained by transport-layer behavior [18].

Encrypted tunneling can also reduce the exposure of sensitive backend services in shared
environments. For example, RDMA services are performance-critical and may be vulnerable
to monopolization or flooding attempts if malicious traffic reaches the service directly.
When such traffic is encapsulated within an encrypted IPsec tunnel, packets that are not
correctly protected can be discarded before reaching the RDMA endpoint. In this way,
cryptographic protection contributes not only to confidentiality and integrity, but also to
limiting the attack surface of high-performance communication services within multi-tenant
data centers [20].

This deployment model is illustrated in Figure 6.10, which presents the architectural
overview of a real experimental setup used to evaluate post-quantum secure communication
in a virtualized environment. In this configuration, Server0 hosts multiple virtual machines
that operate as independent client instances, each connected to the underlying network
interface through dedicated VFs enabled by SR-IOV. These virtualized workloads interact

with a DPU, which manages network traffic and supports cryptographic operations.

In this setup, each virtual machine is assigned a dedicated virtual interface, enabling
isolated communication channels across shared hardware resources. The DPUs on both
servers are directly interconnected through a high-speed 400 Gbit/s link, allowing the
system to evaluate post-quantum secure communication under realistic high-throughput
conditions without intermediate network devices. This architecture demonstrates how
virtualization, hardware acceleration, and PQC can be combined to support scalable and

isolated secure communication in modern data center environments.

Despite these capabilities, deploying PQC in shared environments introduces several
challenges. Post-quantum schemes impose higher computational effort and involve larger
data representations, which place additional demands on processing and communication
resources. In particular, the size of cryptographic artifacts can strain bandwidth and
affect protocol behavior, while the computational overhead further increases existing
infrastructure pressure. These challenges are further intensified by the need to adapt

existing protocols and software stacks to support new key exchange mechanisms and hybrid
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Figure 6.10: Architectural overview of the experimental setup for post-quantum secure
communication in a virtualized environment. Multiple Virtual Machines (VMs) on Server(
are connected to VFs exposed by the DPU via SR-IOV. These communicate with a remote
server (Serverl) through a direct 400 Gbit/s DPU-to-DPU link. Original illustration based
on the experimental setup reported in [18].

cryptographic configurations [9, 18, 19]. In addition, post-quantum deployments must

remain adaptable as standardization and cryptanalytic assessments continue to evolve [84].

In operational settings, these challenges are addressed using the hardware-assisted exe-
cution model introduced in Chapter 5 and examined in Section 6.4. Within virtualized
environments, this model allows post-quantum control-plane functions and high-throughput
data protection to be distributed according to the capabilities of the available processing
components. Post-quantum algorithms such as ML-KEM and ML-DSA are primarily used
during the control phase to perform authentication and establish shared secrets, typically
within software components, often executed on energy-efficient ARM cores within DPUs [3].
Protocols are adapted to support these mechanisms, for example through extensions such as
RFC 9370, which enable multiple successive key exchanges within IKEv2 to accommodate

post-quantum and hybrid constructions [13, 102].

Once established, the resulting session keys are used by hardware-accelerated mechanisms
to protect high-throughput data flows, typically relying on symmetric encryption schemes
such as AES-256-GCM. Demonstrated implementations show that such architectures can
support high-speed secure communication, including PQC-enabled IPsec tunnels at approx-
imately 100 Gbit/s in earlier configurations and scaling to several hundreds of gigabits per
second, including 200 Gbit/s MACsec links and 400 Gbit/s DPU-based deployments, while
preserving system scalability [7, 13, 14, 18]. These results also support multilayer protection
models in which IPsec secures routed IP traffic while MACsec secures Ethernet-frame

transmission within the local or data-center fabric [16]. In more advanced configura-
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tions, hybrid constructions combine classical cryptography, post-quantum mechanisms,
and QKD-derived key material to diversify the sources of session-key material during the
transition. This use of QKD should be understood as contributing to key distribution under
appropriate implementation and authentication assumptions, rather than as a replacement

for post-quantum authentication or digital signatures [13].

The selection of post-quantum cryptographic mechanisms in shared infrastructures is
inherently context-dependent and shaped by factors such as computational resources,
network capacity, power constraints, and endpoint roles [6, 17]. In high-performance data
centers, where bandwidth is abundant and throughput is critical, schemes with efficient
signing and verification profiles, such as ML-DSA, may be attractive for large numbers
of server-to-server authentication events. In bandwidth-constrained or client-constrained
settings, compact signatures and efficient verification can make FN-DSA attractive when
the constrained endpoint primarily verifies signatures. However, this advantage depends
on the authentication direction, because FN-DSA signing and key generation are more
demanding. These differences highlight that the deployment of PQC is shaped not only by
algorithmic properties, but also by the operational role of each endpoint and the constraints

of the target environment.

A key requirement in such environments is the ability to parallelize cryptographic operations
across multiple virtual machines and network interfaces, allowing secure communication to
scale with the number of tenants and workloads sharing the same physical infrastructure
[18, 19]. Virtualization and multi-tenancy introduce deployment challenges that extend
beyond algorithm and protocol design. In shared infrastructures, systems must also ensure
scalability, isolation, and efficient use of resources across multiple workloads. As a result,
PQC becomes part of a broader system design problem, where security mechanisms must

operate efficiently within complex and distributed environments.



Chapter 7

Discussion and Practical

Implications

This chapter examines the broader implications of deploying PQC within modern computing
and communication systems. Building on the algorithmic foundations presented in earlier
chapters and the system-level analysis developed in Chapters 5 and 6, the focus shifts
toward synthesizing the key observations that arise when these mechanisms are evaluated
in real-world environments. It first revisits the transition from algorithmic security to
system-level deployment, highlighting how performance constraints, protocol integration,
and architectural design influence the behavior of quantum-resistant schemes. The dis-
cussion then outlines the main lessons derived from infrastructure-level implementations,
emphasizing recurring design patterns and limitations observed across different deploy-
ment settings. The chapter subsequently considers the practical implications for secure
computing infrastructures, examining how system architectures, communication protocols,
and performance engineering must adapt to support post-quantum mechanisms at scale.
Finally, it discusses emerging directions for quantum-resilient architectures, situates the
networking-focused analysis within the broader post-quantum migration landscape, and
concludes by reflecting on the role of PQC as an integral component of modern digital

Systems.

7.1 From Algorithmic Security to System-Level Deployment

The development of PQC has traditionally been driven by the need to construct crypto-
graphic primitives that remain secure against both classical and quantum adversaries. In
this context, theoretical approaches focus on the design of algorithms grounded in mathe-
matically hard problems, such as lattice-based, hash-based, or code-based constructions,
and on establishing formal security guarantees against attacks enabled by quantum algo-

rithms such as Shor’s or Grover’s. These analyses typically treat cryptographic mechanisms
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in isolation, abstracting away the constraints imposed by real-world systems. In applied
settings, however, these mechanisms operate within complete computing and communica-
tion infrastructures, where they must operate within software stacks, protocol frameworks,

and hardware platforms under practical performance constraints.

From this perspective, the evaluation of cryptographic schemes extends beyond correctness
and security proofs to encompass system-level behavior. In applied settings, the suitability
of a post-quantum algorithm is determined not only by its resistance to attacks, but also
by its impact on throughput, latency, and resource utilization in real deployments. This
includes factors such as hardware-specific optimizations, integration into protocols like
TLS, IPsec, and MACsec, and the ability to sustain high-speed communication at data
center line rates. The analysis developed in the previous chapters shows that this transition
introduces a fundamental shift. A scheme that is secure in theory may still be impractical

if it cannot be supported efficiently by the underlying infrastructure.

This shift also reveals a broader transformation in the role of cryptography within modern
systems. Cryptographic mechanisms are no longer confined to isolated components, but
are embedded throughout the entire data path of digital infrastructure. They operate
across multiple layers of the networking stack, from link-layer protection to transport-level
security, and are involved in every stage of data processing and transmission. Consequently,
modifications to cryptographic primitives propagate across protocols, packet structures,
and system architectures, affecting not only security but also communication efficiency and

overall system behavior.

This observation also revisits one of the central assumptions of classical cryptography
discussed in Chapter 2. Classical secure infrastructures were able to scale because their
underlying computational assumptions remained stable for decades. Public-key mechanisms
provided authentication and key establishment, while symmetric cryptography protected
bulk data efficiently in the data plane. This division allowed cryptographic mechanisms to
become deeply embedded in protocols, operating systems, hardware accelerators, and trust
infrastructures. The post-quantum transition disrupts this stability. It does not merely
require stronger parameters, but changes the assumptions around which deployed systems

were originally designed.

As established in Chapters 2 and 3, post-quantum migration primarily changes the public-
key mechanisms used for authentication, key establishment, certificate validation, and
key management, whereas bulk symmetric protection remains structurally usable with

appropriate security parameters.

The resulting picture is that PQC must be understood as a system-level discipline. Its
effectiveness depends not only on theoretical security guarantees, but also on its ability to
operate within the constraints of modern infrastructures, where performance, scalability,

interoperability, implementation security, and architectural integration all play a role.
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7.2 Lessons from Infrastructure-Level and Applied Post-

Quantum Cryptography

The transition of PQC from theoretical design to real-world deployment reveals a clear gap
between algorithmic security and operational feasibility. While theoretical work focuses on
mathematical hardness and resistance to quantum attacks, real systems must operate under
constraints related to processing capacity, memory usage, and communication efficiency.
Cryptographic mechanisms cannot be evaluated in isolation, since their behavior is tightly
coupled with the infrastructure in which they are deployed. In the high-throughput systems
examined here, processing can become the limiting resource even when substantial link
bandwidth remains available, while larger post-quantum artifacts increase pressure on
communication resources. Even relatively small changes at the cryptographic level can
therefore propagate across the entire system, requiring coordinated adaptation rather than

simple substitution of primitives.

The applied results in Chapter 6 show that increased complexity during post-quantum or
hybrid session establishment does not necessarily translate into equivalent degradation of
sustained traffic performance. In the evaluated triple-hybrid IPsec deployment, classical,
post-quantum, and QKD-derived key material increased control-plane complexity, while
hardware-offloaded symmetric protection allowed the data path to remain close to line
rate [8]. This demonstrates the practical value of isolating expensive session-establishment

operations from continuous traffic processing.

A further lesson is that post-quantum deployment must be evaluated across complete
communication paths rather than isolated cryptographic operations. In virtualized network-
slicing environments, performance depends on the interaction between PQC handshakes,
IPsec encapsulation, transport protocols, SR-IOV-based isolation, VF assignment, and
DPU-based packet steering. Experimental results show that quantum-resilient network
slicing can achieve high throughput when these components are designed together, but
they also reveal that protocol choice remains decisive. UDP can scale close to baseline
performance across many VFs, whereas TCP remains more strongly limited by transport-

layer overhead and encapsulation effects [18, 19].

Although the exact throughput and latency values are configuration-dependent, these
results consistently demonstrate that deployment architecture strongly influences whether

post-quantum security can be achieved without unacceptable performance loss.

For the very-high-throughput IPsec and M ACsec environments evaluated in Chapters 5
and 6, hardware offloading emerges as an important architectural mechanism for sus-
taining near-line-rate protected traffic while preserving host resources. This should not
be interpreted as a universal requirement for post-quantum deployment. Independent

measurements show that software implementations of ML-KEM and ML-DSA can be



CHAPTER 7. DISCUSSION AND PRACTICAL IMPLICATIONS 108

practical in less throughput-intensive server, client, and embedded environments, where
different bottlenecks may dominate [40, 91, 92].

At a larger scale, these observations highlight that performance becomes one of the
dominant practical constraints. The additional computational and communication overhead
introduced by PQC amplifies existing infrastructure costs, particularly in environments
where large numbers of secure connections must be maintained simultaneously. As a result,
scalability remains a central challenge. Even when individual operations appear efficient,
their cumulative cost across millions of connections can lead to significant system-level

limitations.

Another important lesson concerns the timing of migration. As discussed in Section 3.4,
the HNDL threat creates a mismatch between data lifetime and cryptographic lifetime.
In operational terms, this is compounded by migration time, including the time required
to update deployed infrastructures. Consequently, PQC deployment must be treated as
a present infrastructure-planning problem rather than as a future reaction to quantum

hardware availability.

The standardization of post-quantum algorithms provides an essential foundation for this
transition, but it does not eliminate the need for careful system-level evaluation. Standard-
ized mechanisms such as ML-KEM, ML-DSA, and SLH-DSA provide deployable building
blocks, yet their behavior differs significantly across workloads and environments. Algo-
rithm diversity remains important because different post-quantum families offer different
balances between performance, artifact size, implementation complexity, and cryptanalytic
maturity. The practical lesson is therefore not that a single standardized primitive solves
the migration problem, but that standardized primitives must be selected, combined, and

deployed according to infrastructure constraints.

Independent production deployments and academic measurements support the same broader
conclusion from different system environments. Standardized ML-KEM key establishment
is often computationally manageable on contemporary hardware, while artifact size, post-
quantum authentication, packetization, protocol processing, interoperability, and network
conditions can become the dominant deployment constraints [40, 90, 96, 117]. At the
same time, the deployment of hybrid ML-KEM across cloud, browser, mobile, CDN, and
VPN infrastructures shows that the practical challenge is increasingly shifting from basic
algorithm availability toward infrastructure-wide migration and cryptographic agility [94,
95, 97, 112].

These findings show that effective deployment of PQC depends on a combination of algorith-
mic design and architectural support. Security can no longer be considered independently
of system performance, and successful implementations require close coordination between

cryptographic mechanisms, communication protocols, and hardware infrastructure.



CHAPTER 7. DISCUSSION AND PRACTICAL IMPLICATIONS 109

7.3 Practical Implications for Secure Computing Infrastruc-

tures

A first major implication concerns where cryptographic processing is executed within the
system. In the very-high-throughput environments considered here, cryptographic and
packet-processing demands can place substantial pressure on general-purpose host processors
operating alongside application workloads. This creates a strong incentive to redistribute
selected functions toward components located closer to the data path, such as DPUs
and SmartNICs. Hardware-assisted execution can therefore preserve host resources while
supporting high-throughput quantum-resilient communication. The practical significance of
this architectural redistribution is demonstrated by the experimental deployments discussed

below.

The demonstration of near line-rate post-quantum-secured optical communication using
DPUs illustrates that this architectural shift is not only conceptual, but already practical

in high-speed inter-data-center scenarios [7].

Similarly, the demonstration of quantum-secure MACsec at 196 Gbit/s shows that link-layer
protection can also be moved into the accelerated network data path, enabling high-capacity
intra- and inter-data-center communication without imposing the full cryptographic cost

on host processors [14].

A second implication arises at the level of communication protocols, which must be adapted
to accommodate the structural properties of PQC. The larger size of public keys, ciphertexts,
and signatures affects how protocol messages are constructed and transmitted, often
requiring support for increased payload sizes and more efficient handling of fragmentation.
At the same time, classical key exchange mechanisms are replaced or complemented by
post-quantum constructions, such as key encapsulation mechanisms, which alter handshake
behavior and introduce additional processing steps. As discussed in Chapter 6, these
changes typically do not lead to the replacement of existing protocols, but rather to their
extension, particularly in the control plane. Hybrid approaches combining classical and
post-quantum mechanisms provide an important transition mechanism in this context,

supporting interoperability while diversifying cryptographic assumptions.

These protocol-level changes also affect trust infrastructures. Since PKI relies on digital
signatures, certificate chains, and long-lived trust anchors, post-quantum migration must
address certificate formats, certificate-chain validation, signature verification cost, and
certificate lifecycle management. Larger post-quantum public keys and signatures can
increase certificate sizes and handshake payloads, while hybrid certificates may further
expand the amount of cryptographic material that must be transmitted and verified. As a
result, PKI migration is not only a matter of replacing signature algorithms; it also requires
operational planning across certificate authorities, software libraries, validation logic, and
deployed endpoints [93, 117].
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DPU-based IPsec experiments using post-quantum authentication, ML-KEM-based key
establishment, and key-mixing procedures show that this transition can be implemented
without a complete redesign of the communication stack. In these deployments, post-
quantum key material is established externally to the native IPsec negotiation and then
installed through the pre-shared key method, allowing the IPsec data plane to continue
using AES-256-GCM for high-throughput packet protection [9, 10].

These experiments also show that post-quantum-secured infrastructure must be evaluated
across different traffic patterns. In an east—west intra-data-center scenario, DPU-offloaded
IPsec can sustain 100 Gbit/s line-rate encrypted communication, demonstrating feasibility
for high-throughput internal data-center traffic. In a north—south scenario, a wireless edge
client can establish a post-quantum-secured IPsec tunnel to a cloud-side DPU, reaching
approximately 0.486 Gbit/s. This distinction is important because internal data-center
traffic and external client-to-cloud traffic impose different constraints on bandwidth, latency,

endpoint capability, and cryptographic workload placement [10, 17].

From a performance engineering perspective, the deployment of PQC introduces a set
of constraints that must be carefully managed. The computational complexity of post-
quantum algorithms, combined with the increased size of cryptographic artifacts, directly
affects both processing efficiency and communication overhead. Operations such as hashing
and polynomial arithmetic can account for a substantial portion of execution time in
software implementations, while larger data structures increase bandwidth consumption
and influence packet-level behavior. As a result, performance optimization becomes closely
tied to both architectural design and implementation strategy. Hardware-assisted execution
and specialized instruction sets can mitigate these effects in high-throughput deployments
[7, 15, 85].

Packet-level configuration is also a practical performance variable. In IPsec deployments,
throughput depends not only on cryptographic offloading, but also on parameters such as
the MTU. Experimental results show that small packet sizes reduce effective throughput,
whereas larger MTU values allow DPU-offloaded IPsec traffic to converge toward 100 Gbit/s
line rate. This indicates that post-quantum-secured communication must be engineered at

both the cryptographic and packet-processing levels [10].

A further practical implication is that secure networking infrastructure can contribute
to operational security and intrusion detection. In encrypted data-center environments,
the network does not only transport protected traffic; it can also provide telemetry about
abnormal behavior. For instance, a high number of incorrectly protected packets destined for
sensitive services such as RDMA endpoints may indicate attempted abuse, misconfiguration,
or denial-of-service activity. Monitoring such events allows the infrastructure to support
anomaly detection and incident response, complementing traditional perimeter defenses.

This is particularly relevant in multi-tenant and Al-oriented data centers, where attackers
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may obtain legitimate access to shared resources and where malicious behavior must be

detected inside the infrastructure itself [20].

These implications extend directly to cloud and virtualized environments, where secure
multi-tenant operation depends on both logical and cryptographic isolation. In such
settings, post-quantum mechanisms must be integrated into virtualization layers and
networking frameworks, ensuring that secure communication can be maintained across
shared physical infrastructure. Technologies such as SR-IOV allow virtual machines to
access network resources with near-native performance while preserving isolation between
tenants. Experimental PQC-enabled network-slicing deployments show that this model can
support high-throughput secure communication when each virtual machine is assigned a
dedicated VF and packet steering is coordinated through DPU-based mechanisms such as
OVS. These results imply that quantum-resilient multi-tenant infrastructure is practical, but
only when virtualization, tunnel configuration, transport protocol behavior, and hardware
offloading are treated as part of the same system design problem [18, 19]. Nevertheless,
maintaining scalability across large numbers of secure connections remains a challenge,
particularly in environments where resources must be shared dynamically among multiple

workloads.

In practical deployment scenarios, the transition to PQC requires gradual and adaptable
strategies. Rather than replacing classical mechanisms abruptly, real-world systems rely
on hybrid approaches that combine classical and post-quantum techniques within the same
protocol framework. Hybrid approaches can diversify cryptographic dependencies during
migration, provided that their component mechanisms are combined and authenticated
appropriately. At the same time, the concept of crypto-agility becomes increasingly
important, as systems must be capable of adapting cryptographic mechanisms over time
without requiring fundamental redesign. These considerations demonstrate that the
integration of PQC is not a single-step process, but an ongoing evolution that must balance

security, performance, and adaptability.

Crypto-agility should be understood as a long-term architectural property rather than
only as a migration mechanism. Post-quantum algorithms will continue to evolve, imple-
mentation guidance may change, and new cryptanalytic results may alter confidence in
particular schemes. Systems must therefore support algorithm negotiation, hybrid opera-
tion, parameter updates, certificate replacement, and controlled deprecation of vulnerable
mechanisms. Without such flexibility, infrastructures risk repeating the same rigidity that
makes the current transition difficult [32, 33].

This adaptability must also extend to key renewal and long-lived security-association
management. If rekeying mechanisms fall back to classical key exchange, then an initially
post-quantum-protected tunnel may lose its intended quantum-resilient security properties
during renewal. Practical deployments therefore need rekeying procedures that preserve

security properties equivalent to those intended during initial session establishment. Until
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native post-quantum rekeying is fully supported, one deployment strategy is to rerun the
post-quantum authentication and key-establishment procedure whenever fresh key material

is required [10].

A further implication concerns the role of QKD within hybrid infrastructures. QKD
can contribute independent key material in network segments where suitable quantum
links, key-management infrastructure, and physically secure access to QKD equipment
are available. Its role should be understood as supporting key distribution under appro-
priate implementation and authentication assumptions, not as replacing post-quantum
authentication or digital signatures. As a result, practical infrastructures are likely to
combine QKD-assisted hybrid mechanisms in specialized high-security links with classical—
post-quantum hybrid mechanisms in segments where quantum links are not feasible. This
reinforces the need for crypto-agile protocol designs that can move between single, hybrid,

and triple-hybrid configurations depending on deployment constraints [13].

A related implication is that quantum-resilient infrastructures are likely to adopt layered
protection rather than relying on a single secure protocol. Combining mechanisms such
as MACsec and IPsec allows organizations to protect traffic at different layers of the
communication stack, supporting both local data-center fabrics and routed network paths.
This layered model reduces dependence on any single protocol boundary and provides a

practical basis for scalable quantum-resilient data transfer [16].

7.4 Future Directions for Quantum-Resilient Architectures

Despite the progress achieved in recent years, the deployment of PQC still faces several
practical limitations. As highlighted in Chapters 5 and 6, software performance can become
a significant challenge in high-throughput environments, particularly for lattice-based
schemes that rely on operations such as Keccak-based hashing and polynomial arithmetic.
In optimized implementations, these computational kernels can account for a substantial
portion of execution time, creating strong incentives for vectorization, architecture-specific
optimization, and hardware assistance when very high throughput is required [85, 120]. In
addition, connection-oriented protocols can experience noticeable performance degradation
due to the increased overhead associated with post-quantum handshakes [18, 40]. These
observations indicate that the transition from research prototypes to production-ready
systems is still ongoing, and that further optimization is required to support efficient

large-scale deployment.

These limitations are likely to increase the importance of hardware-assisted execution in
high-throughput environments. As network rates and post-quantum workloads continue to
grow, selected security, packet-processing, and data-movement functions are likely to be
integrated more closely with programmable network interfaces and specialized accelerators.

Future work therefore concerns not only faster cryptographic primitives, but also how these
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functions should be distributed across heterogeneous computing platforms while preserving

flexibility, interoperability, and efficient resource use.

From a protocol perspective, these architectural changes are reflected in the increasing
importance of flexibility and adaptability. Current developments indicate a growing reliance
on hybrid constructions that combine classical cryptography, post-quantum schemes,
and, in some cases, QKD. Such constructions can diversify cryptographic dependencies
when the component mechanisms are combined using an appropriate protocol design. In
parallel, protocols are evolving to support crypto-agility, enabling systems to adapt to new
cryptographic standards as they emerge. Another important direction is the adoption of
multi-layer security models, where protection is applied at multiple levels of the networking

stack, reducing the risk of a single point of failure.

Hardware acceleration is expected to play an increasingly important role in this evolution,
particularly in environments where cryptographic processing must coexist with very-high-
throughput networking and other compute-intensive workloads. As data rates continue to
grow, specialized hardware can reduce host-resource consumption and accelerate dominant
operations such as polynomial arithmetic, the NTT, and Keccak-based hashing. Inde-
pendent results across x86 vectorized implementations and RISC-V hardware—software
co-designs likewise show substantial gains from architecture-specific acceleration of these
computational kernels [85, 120]. At the same time, software implementations remain
practical for many server, client, and embedded workloads, indicating that the need for
hardware acceleration depends on the target throughput, algorithm, workload, and system
architecture. Hardware support should therefore be understood as an important scala-
bility mechanism for demanding deployments rather than as a universal prerequisite for

post-quantum security.

Looking ahead, deployment models are likely to move toward more integrated and adaptive
security infrastructures. One important direction is the development of systems that
support dynamic updates of cryptographic mechanisms, enabling long-term adaptability
without major architectural changes. Hybrid deployment strategies will continue to play a
key role during the transition period, balancing security and compatibility. At a broader
level, security mechanisms are expected to extend across the entire data lifecycle, protecting
data in transit, at rest, and during processing. These trends indicate a shift toward making
post-quantum security an intrinsic property of system design rather than an external

feature.

This direction is particularly important for confidential Al and large-scale training work-
loads. As Al models grow and training data becomes increasingly sensitive, data-center
fabrics must protect data not only while it is transmitted between nodes, but also while it is
stored and processed. Confidential computing extends this protection model by combining
encryption for data at rest and in transit with protected execution environments for data in

use. In this broader architecture, PQC contributes to quantum-resilient communication and
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key establishment, while trusted execution and privacy-preserving computation techniques
address the protection of data during processing. Future quantum-resilient infrastruc-
tures are therefore likely to combine post-quantum-secured networking, hardware-assisted
encryption, trusted execution environments, and operational monitoring into a unified

security model for confidential high-performance computing and AI workloads [20].

Several research challenges remain open. The gap between theoretical security guarantees
and practical implementations requires further investigation, particularly for optimized
versions of post-quantum algorithms. Improvements in the efficiency of core operations,
such as hashing and polynomial arithmetic, are necessary to reduce computational overhead.
In addition, hybrid cryptographic constructions require deeper analysis when deployed
within complex protocol environments. Finally, scalability in highly dynamic systems,
such as multi-tenant cloud infrastructures, remains a key challenge, as these environments
must support large numbers of secure connections without compromising performance.
Addressing these issues will be essential for the long-term adoption of PQC in real-world

systems.

Implementation security is another important direction. The practical security of post-
quantum schemes depends not only on the hardness of their underlying mathematical
problems, but also on secure implementation. Constant-time execution, side-channel
resistance, reliable randomness, secure key handling, and correct integration into protocol
logic are essential for preventing attacks that bypass the formal security model. This is
particularly relevant for optimized implementations, where performance improvements
must not introduce timing leakage, memory-access leakage, or other implementation-level
vulnerabilities [87, 88, 89].

7.5 Broader Post-Quantum Migration Landscape

The networking protocols emphasized in this book represent only part of the broader
post-quantum migration landscape. Similar transition pressures are emerging in naming
infrastructure, remote administration, secure messaging, software distribution, and device
roots of trust. Recent IETF engineering guidance emphasizes that post-quantum migration
may require adaptation of protocols and infrastructure rather than a one-for-one replacement
of cryptographic algorithms, while current European standardization analysis shows parallel
migration activity across protocol families including SSH and CMS/S/MIME [93, 124].
These developments reinforce that the system-level constraints examined for TLS, IPsec,

and MACsec recur in other parts of digital infrastructure.

Domain Name System Security Extensions (DNSSEC) provides a particularly direct
example of the communication impact of post-quantum signatures. Keys and signatures are
carried in DNS records and responses, so the larger artifacts associated with post-quantum

signature schemes can substantially increase response sizes. Current IETF work is therefore



CHAPTER 7. DISCUSSION AND PRACTICAL IMPLICATIONS 115

examining mechanisms that contain this overhead by separating where larger post-quantum
algorithms are used within the DNSSEC signing hierarchy rather than applying the same
cost uniformly to every signed response [125]. This remains work in progress, but it
illustrates the same relationship between cryptographic artifact size, protocol structure,
and network behavior observed elsewhere in this book. In contrast, SSH has already
reached operational deployment of hybrid post-quantum key establishment. OpenSSH 10.0
made the hybrid ML-KEM-768/X25519 mechanism mlkem768x25519-sha256 the default
for key agreement [126]. The differing maturity of DNSSEC and SSH illustrates why

migration must be evaluated separately for each protocol ecosystem.

Secure messaging presents a related transition at the certificate and message-format level.
S/MIME uses the CMS framework for signed and encrypted message structures. Recent
IETF standards now specify the use of ML-DSA signatures in CMS and the use of ML-KEM
for CMS recipient key establishment [127, 128, 129]. These standards provide core post-
quantum building blocks for secure messaging, although practical migration still depends
on certificate lifecycle management, client support, interoperability, and deployment policy.
This reflects the broader PKI challenge discussed earlier in the book because standardizing

a primitive is only one part of replacing the trust infrastructure that depends on it.

Code signing and firmware authentication expose an additional lifecycle constraint because
signed artifacts and verification roots may remain operational for many years. NIST
SP 800-208 identifies long-lived deployments that are difficult to modify after deployment,
including firmware-update authentication for constrained devices, as an intended application
area for stateful hash-based signatures such as LMS and XMSS [83]. For U.S. National
Security Systems, CNSA 2.0 similarly identifies LMS and XMSS for specialized software-
and firmware-signing applications [32]. These use cases differ from short-lived session
establishment because the verification mechanism itself may be embedded into long-lived
hardware or secure-boot infrastructure. Post-quantum migration may therefore need to

reach roots of trust and update mechanisms earlier than other parts of the system.

These domains show that the post-quantum transition extends well beyond secure network
tunnels while preserving the same underlying system-level concerns. Larger cryptographic
artifacts interact with protocol formats and transport constraints; new algorithms require
interoperability and certificate or key-management changes; and long-lived systems require
cryptographic agility before their existing roots of trust become difficult to replace. The
networking and hardware-focused analysis developed in this book should therefore be
understood as one part of a broader infrastructure-wide transition toward quantum-resilient

security.
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7.6 Concluding Remarks

Overall, the analysis presented in this book shows that the transition to PQC extends beyond
the development of new cryptographic algorithms. Quantum-resilient security requires
changes across communication protocols, trust infrastructures, implementation practices,

hardware-assisted execution paths, virtualization layers, and operational processes.

A central insight is that post-quantum migration affects different parts of the system
in different ways. Key establishment, authentication, certificate validation, and key
management require new public-key mechanisms, while high-throughput data protection
can continue to rely on symmetric encryption with suitable security margins. This division

explains why migration is both a cryptographic and an architectural problem.

Ultimately, PQC represents a transformation in how security is realized in modern systems.
Its long-term success will depend not only on the strength of standardized algorithms, but
also on the ability of infrastructures to deploy, accelerate, update, monitor, and operate
these mechanisms over time. Quantum-resilient security must therefore be understood as a

continuing system-design challenge rather than a one-time cryptographic replacement.



List of Acronyms

AEAD Authenticated Encryption with Associated Data.
AES Advanced Encryption Standard.

AT Artificial Intelligence.

ANSSI French National Cybersecurity Agency.

ARM Advanced RISC Machine.

ASCON Authenticated Security Combined with Nonce.

BHT Brassard-Hgyer—Tapp.

BSI Federal Office for Information Security.

CA Certificate Authority.

CAK Connectivity Association Key.

CBC Cipher Block Chaining.

CCM Counter with CBC-MAC.

CKN Connectivity Association Key Name.

CMAC Cipher-based Message Authentication Code.
CMS Cryptographic Message Syntax.

CNSA Commercial National Security Algorithm Suite.
CPU Central Processing Unit.

CTR Counter Mode.

DH Diffie-Hellman.

DLP Discrete Logarithm Problem.
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List of Acronyms

DMA Direct Memory Access.
DNSSEC Domain Name System Security Extensions.
DPDK Data Plane Development Kit.

DPU Data Processing Unit.

ECC Elliptic-Curve Cryptography.

ECDH Elliptic-Curve Diffie-Hellman.

ECDLP Elliptic-Curve Discrete Logarithm Problem.
ECDSA Elliptic-Curve Digital Signature Algorithm.
EdDSA Edwards-curve Digital Signature Algorithm.
ENISA European Union Agency for Cybersecurity.

ESP Encapsulating Security Payload.

FIPS Federal Information Processing Standards.

FN-DSA FFT over NTRU-Lattice-Based Digital Signature Algorithm.

FO Fujisaki-Okamoto Transformation.

GCM Galois/Counter Mode.

GPU Graphics Processing Unit.

HKDF HMAC-based Extract-and-Expand Key Derivation Function.

HMAC Hash-based Message Authentication Code.
HNDL Harvest Now, Decrypt Later.
HPC High-Performance Computing.

HQC Hamming Quasi-Cyclic.

I/O Input/Output.

ICK Integrity Check Key.

ICV Integrity Check Value.

IETF Internet Engineering Task Force.

IFP Integer Factorization Problem.
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List of Acronyms

IKEv2 Internet Key Exchange version 2.

IKM Input Key Material.

IND-CCA Indistinguishability under Chosen-Ciphertext Attack.

IND-CPA Indistinguishability under Chosen-Plaintext Attack.
IP Internet Protocol.

IPsec Internet Protocol Security.

KDF Key Derivation Function.

KEK Key Encryption Key.

KEM Key Encapsulation Mechanism.
KEX Key Exchange.

KMS Key Management System.

KRI Key Renewal Interval.

LMS Leighton-Micali Signature system.

LWE Learning With Errors.

MAC Message Authentication Code.
MACsec Media Access Control Security.
MKA MACsec Key Agreement.

ML-DSA Module-Lattice-Based Digital Signature Algorithm.

ML-KEM Module-Lattice-Based Key-Encapsulation Mechanism.

MLWE Module Learning With Errors.
MPI Message Passing Interface.
MSK Master Session Key.

MTU Maximum Transmission Unit.

NIC Network Interface Card.
NIST National Institute of Standards and Technology.

NTT Number-Theoretic Transform.
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List of Acronyms

0QS Open Quantum Safe.
OSI Open Systems Interconnection.

OVS Open vSwitch.

PCle Peripheral Component Interconnect Express.
PFS Perfect Forward Secrecy.

PKI Public Key Infrastructure.

PQC Post-Quantum Cryptography.

PRK Pseudorandom Key.
QKD Quantum Key Distribution.

RDMA Remote Direct Memory Access.
RPC Remote Procedure Call.

RSA Rivest—Shamir—Adleman.

S/MIME Secure/Multipurpose Internet Mail Extensions.
SAK Secure Association Key.

SecTAG Security Tag.

SEQ Sequence Number.

SHA-3 Secure Hash Algorithm 3.

SHAKE Secure Hash Algorithm KECCAK.

SIMD Single Instruction, Multiple Data.

SIS Short Integer Solution.

SLH-DSA Stateless Hash-Based Digital Signature Algorithm.

SmartNIC Smart Network Interface Card.
SPI Security Parameters Index.
SR-IOV Single Root I/O Virtualization.

SSH Secure Shell.

TCP Transmission Control Protocol.
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List of Acronyms

TCP/IP Transmission Control Protocol/Internet Protocol.

TLS Transport Layer Security.
UDP User Datagram Protocol.

VF Virtual Function.
VFIO Virtual Function I/0.

VM Virtual Machine.

XFRM Transform Framework.
XMSS eXtended Merkle Signature Scheme.

XOF Extendable-Output Function.
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